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Note de la Presidente du Conseil de securite 

Au paragraphe 2 de sa resolution 2464 (2019), le Conseil de securite a demande 
au Groupe d’experts cree en application de la resolution 1874 (2009) de lui presenter 
un rapport de mi-mandat contenant ses conclusions et recommandations. 

La Presidente communique done ci-apres le rapport emanant du Groupe 
d’experts (voir annexe). 
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Annexe 


Lettre datee du 27 aout 2019, adressee a la Presidente du Conseil 
de securite par le Groupe d’experts cree en application 
de la resolution 1874 (2009) du Conseil de securite 

Le Groupe d’experts cree en application de la resolution 1874 (2009) a 
l’honneur de communiquer ci-joint, conformement au paragraphe 2 de la resolution 
2464 (2019), le rapport de mi-mandat sur ses travaux. 

Ce rapport a ete adresse le 31 juillet 2019 au Comite du Conseil de securite cree 
par la resolution 1718 (2006), qui l’a examine le 26 aout 2019. 

Le Groupe d’experts vous serait reconnaissant de bien vouloir porter le texte de 
la presente lettre et de sa piece jointe a l’attention des membres du Conseil de securite 
et de le publier comme document du Conseil. 

Le Groupe d’experts cree en application 
de la resolution 1874 (2009) du Conseil de securite 
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Piece jointe 

Lettre datee du 31 juillet 2019, adressee au President du Comite 
du Conseil de securite cree par la resolution 1718 (2006) 
par le Groupe d’experts cree en application de la resolution 
1874 (2009) du Conseil de securite 

Le Groupe d’experts cree en application de la resolution 1874 (2009) a 
l’honneur de communiquer ci-joint, conformement au paragraphe 2 de la resolution 
2464 (2019), le rapport de mi-mandat sur ses travaux. 

Le Groupe d’experts vous serait reconnaissant de bien vouloir porter le texte de 
la presente lettre et de son annexe a 1’attention des membres du Comite du Conseil de 
securite cree par la resolution 1718 (2006). 


Le Groupe d’experts cree en application 
de la resolution 1874 (2009) du Conseil de securite 
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Rapport de mi-mandat du Groupe d’experts cree en application 
de la resolution 1874 (2009) 


Resume 


Pendant la periode consideree, la Republique populaire democratique de Coree a 
continue de renforcer ses programmes d’armement nucleaire et de missiles, meme si 
elle n’a precede a aucun essai nucleaire ni tir de missile balistique intercontinental. 
Les tirs de missiles en mai et juillet 2019 ont permis au pays de consolider l’ensemble 
de son programme de missiles balistiques. Bien que l’action diplomatique se 
poursuive, y compris au plus haut niveau, en vue d’aboutir par la voie pacifique a une 
denuclearisation verifiable de la peninsule coreenne et que les tensions se soient 
apaisees globalement dans la peninsule, les enquetes menees par le Groupe d’experts 
montrent que les resolutions sur la question continuent d’etre enfreintes. A titre 
d’exemple, la Republique populaire democratique de Coree a continue de violer les 
sanctions enprocedant de maniere illicite a des operations de transbordement, d’achat 
d’articles de luxe et d’achat de materiel pouvant servir a la fabrication d’armes de 
destruction massive. Des representants de banques et des reseaux actifs dans le monde 
entier permettent a ce pays d’acceder au systeme financier mondial et de commettre 
ainsi ces infractions et d’autres violations des sanctions. La Republique populaire 
democratique de Coree s’est egalement servie du cyberespace pour lancer des attaques 
de plus en plus complexes afin d’engranger des recettes en subtilisant des fonds a des 
institutions financieres et sur les plateformes d’echange de cybermonnaies. 

Se livrant a des pratiques frauduleuses tout en mettant a profit les lacunes 
persistantes dans l’application des sanctions financieres par certains Etats Membres, 
la Republique populaire democratique de Coree a pu continuer d’acceder au systeme 
financier international. Les etablissements financiers de ce pays, y compris des 
banques designees, disposent de plus de 30 representants a l’etranger, qui controlent 
les comptes bancaires et facilitent les operations, notamment les transferts illicites de 
charbon et de petrole. Les representants de banques et les entites designees de la 
Republique populaire democratique de Coree masquent leurs activites avec la 
complicite de nationaux de pays tiers. Le Groupe d’experts a par ailleurs enquete sur 
le recours generalise et de plus en plus elabore de la Republique populaire 
democratique de Coree a des moyens informatiques pour transferer des fonds illicites 
d’institutions financieres et de plateformes d’echange de cybermonnaie, blanchir 
l’argent ainsi obtenu et generer des recettes en contournant les sanctions financieres. 
En particulier, les attaques de grande ampleur contre les plateformes d’echange de 
cybermonnaies permettent a la Republique populaire democratique de Coree 
d’engranger des recettes par des moyens plus difficilement tragables et moins 
surveilles et reglementes par les pouvoirs publics que le secteur bancaire traditionnel. 
Agissant pour beaucoup sous les ordres du Bureau general de reconnaissance, les 
cyberacteurs de la Republique populaire democratique de Coree auraient ainsi recueilli 
a ce jour pres de 2 milliards de dollars, qui servent a financer leurs programmes 
d’armes de destruction massive. 

Des representants d’entites designees, parmi lesquelles la Korea Mining 
Development Trading Corporation (KOMID), Saeng Pil et Namchongang, ont 
poursuivi leurs operations a l’etranger, parfois sous couverture diplomatique, en vue 
du transfert de competences et d’armes classiques et de l’acquisition de materiel et de 
technologies au profit des programmes d’armes de destruction massive. Le 
Departement de l’industrie des munitions et d’autres entites designees ont continue de 
recueillir des fonds pour ces programmes, notamment en envoyant a l’etranger des 
informaticiens. Le Bureau general de reconnaissance et d’autres entites designees, tel 
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que le Mansudae Overseas Project Group, ont egalement importe des articles de luxe 
et tente de vendre a l’etranger des avoirs bloques. 

La Republique populaire democratique de Coree a poursuivi sans relache ses 
operations de transbordement, en violation des resolutions applicables. Le Groupe 
d’experts a repertorie de nouvelles methodes de dissimulation, comme l’utilisation de 
systemes d’identification automatique de classe B par des navires collecteurs et le 
recours a de plus petits batiments pour effectuer des transbordements multiples. II a 
re?u des Etats-Unis d’Amerique et de 25 autres Etats Membres un rapport comportant 
des images, des donnees, des calculs et une evaluation selon laquelle le plafond fixe 
par le Conseil de securite pour 2019, qui limite a 500 000 barils la quantite maximale 
de petrole raffine pouvant etre transferee a la Republique populaire democratique de 
Coree, avait ete depasse au cours des quatre premiers mois de 2019. Le Groupe 
d’experts a egalement re?u une reponse de la part de la Federation de Russie, qui a fait 
valoir qu’a ce stade, il serait premature pour le Comite du Conseil de securite cree par 
la resolution 1718 (2006) de tirer une conclusion definitive et de faire cesser les 
importations de petrole raffine. La Chine a quant a elle estime qu’il fallait davantage 
de preuves et d’informations pour se prononcer sur la question. 

Le Groupe d’experts a note que les mesures de sanction n’etaient pas destinees a 
avoir des consequences humanitaires negatives pour la population civile de la 
Republique populaire democratique de Coree, ou a nuire aux activites des 
organisations internationales et non gouvernementales menant des programmes d’aide 
et de secours dans ce pays. Si le delai moyen de traitement des demandes d’exemption 
a diminue, les circuits bancaires n’ont pas ete retablis, ce qui a entrave les activites 
des entites de l’ONU et des organisations humanitaires. 

Le Groupe d’experts recommande une serie de designations et de mesures 
concretes visant a fournir au Conseil de securite, au Comite 1718 et aux Etats Membres 
des outils supplementaires leur permettant de surmonter les obstacles actuels et de 
pallier les lacunes dans la mise en oeuvre des resolutions. 
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I. Introduction 

1. Au paragraphe 2 de sa resolution 2464 (2019), le Conseil de securite a demande 
au Groupe d’experts de presenter au Comite un rapport de mi-mandat comprenant ses 
conclusions et recommandations, comme prevu au paragraphe 43 de sa resolution 
2321 (2016). Le present rapport couvre la periode allant du 2 fevrier au 2 aout 2019. 


II. Sanctions sectorielles et maritimes 

Transbordements 

Transbordements et livraisons directes de produits petroliers 

2. La Republique populaire democratique de Coree a continue d’enfreindre les 
resolutions applicables en recourant au transbordement illicite comme moyen 
principal d’importer du petrole raffine. 

3. Le Groupe d’experts a re<?u un rapport comportant des donnees actualisees sur 
les livraisons de produits petroliers raffines a la Republique populaire democratique 
de Coree, effectuees par des navires-citernes du l er janvier au 23 avril 2019. Dans 
cette communication adressee le 11 juin 2019 au Comite du Conseil de securite cree 
par la resolution 1718 (2006), les Etats-Unis d’Amerique et 25 autres cosignataires 1 
ont demande au Comite de statuer immediatement que « le plafond fixe pour les 
transferts de petrole avait ete depasse, d’informer les Etats Membres de l’Organisation 
des Nations Unies de ce depassement et de confirmer que les transferts de petrole 
raffine a la Republique populaire democratique de Coree devaient cesser 
immediatement »(voir annexe 1). Le 18 juin 2019, la Federation de Russie a repondu 
qu’il « serait a ce stade premature que le Comite prenne une decision definitive 
concernant la proposition des Etats-Unis et fasse cesser les exportations de petrole 
raffine vers la Republique populaire democratique de Coree » (voir annexe 2). Le 
meme jour, la Chine a note qu’il fallait « davantage de preuves et d’informations pour 
se prononcer sur cette question ». 

4. Selon le rapport fourni par les Etats-Unis, la Republique populaire democratique 
de Coree aurait depasse au 23 avril 2019 le plafond d’importation fixe a 
500 000 barils [resolution 2397 (2017), par. 5], et ce dans n’importe laquelle des trois 
hypotheses envisagees aux fins du calcul pour les 70 livraisons declarees (petroliers 
charges au maximum, a la moitie ou au tiers 2 de leur capacite). Meme dans cette 
derniere hypothese, ou l’on suppose que les petroliers ont livre a chacune de leurs 
escales un volume equivalent au tiers seulement de leur capacite totale, la quantite de 
petrole depasserait deja, au23 avril 2019, le plafond annuel fixe pour l’annee, puisque 
s’y ajouteraient les livraisons de petrole declarees au Comite par la Chine et la 
Federation de Russie 3 . D’apres ce rapport, le volume total estime des livraisons 
s’eleverait a 1 093 millions de barils dans la premiere hypothese (transport a pleine 
charge), soit un depassement d’au moins 100 % du plafond. Outre leurs estimations, 
les Etats-Unis ont fourni au Groupe d’experts des images satellite de livraisons 
illicites de produits petroliers dans des ports de la Republique populaire democratique 


1 La Republique de Coree et le Royaume-Uni de Grande-Bretagne et d’lrlande du Nord se sont 
egalement joints aux 23 coauteurs du texte (voir annexe 1). 

2 Volume minimum probable de la cargaison d’un petrolier pour que son transport soit 
cconomiqucmcnt viable. 

3 En avril 2019, la Chine a declare au Comite 1718 avoir exporte depuis janvier 2019 un volume 
cumule de 4 194,43 tonnes de produits petroliers raffines en Republique populaire democratique 
de Coree. La Federation de Russie a quant a elle declare un volume cumule de 18 974,616 tonnes 
pour la meme periode. En mai, la Chine et la Federation de Russie ont declare avoir exporte 
respectivement 1 536,03 et 3 208,969 tonnes supplcmentaircs. 
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de Coree (voir fig. I), et un autre Etat Membre a communique des informations au 
sujet de transbordements illicites impliquant des petroliers de ce pays (voir fig. II). 
La Federation de Russie a fait valoir qu’elle etait « encore en train d’examiner les 
informations fournies par les Etats-Unis concernant les soupgons de transbordement 
de produits petroliers raffines a des navires de la Republique populaire democratique 
de Coree, ainsi que les resultats de la modelisation informatique » (voir annexe 2). 

5. Le Groupe d’experts a continue egalement de corroborer l’utilisation 
generalisee de techniques de dissimulation par des petroliers et parties complices, qui 
reviennent selon lui a contourner 1’interdiction des transbordements illicites de 
petrole a des navires de la Republique populaire democratique de Coree. Des 
livraisons directes non declarees ont eu lieu, en violation de l’obligation de 
signalement des importations de produits petroliers [voir resolution 2397 (2017), 
par. 5], Les indicateurs economiques montrent que les prix de 1’essence et du gazole 
sont generalement stables en Republique populaire democratique de Coree, signe que 
l’heure n’est pas a la penurie de produits petroliers malgre les sanctions 
internationales. 

Figure I 

Livraisons dans des ports de la Republique populaire democratique de Coree 
de fevrier a avril 2019 
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Figure II 

Transbordements illicites 

Transbordement entre le Yu Son et un navire non identifie, le 20 mars 2019 


S/2019/691 



Source : Etat Membre. 


Transbordement entre le Un Pha 2 et un petrolier non identifie, le 27 mars 2019 



Source : Etat Membre. 


Transbordement entre le Mu Bong 1 et un petrolier non identifie, le 15 avril 
2019 
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Recommandations 

6. Les Etats Membres devraient signaler au Comite tout transbordement dont 
ils ont connaissance, conformement aux resolutions applicabies. 

7. Les Etats Membres devraient encourager les negociants en produits de 
base, les proprietaires et exploitants de flottes de petroliers et les assureurs de 
navires a communiquer les informations dont ils disposent, pour verifier la 
destination reelle des navires et empecher la manipulation des transmissions des 
systemes d’identification automatique a des fins de dissimulation. 

8. Le Groupe d’experts recommande que le Comite 1718 designe les navires 
ci-apres pour avoir procede a des transbordements illicites de produits petroliers 
en violation des dispositions du paragraphe 5 de la resolution 2397 (2017) : 

a) Le Un Pha 2 (n° OMI 8966535), battant pavilion de la Repubiique 
populaire democratique de Coree, pour avoir effectue un transbordement avec 
un petrolier non identifie le 27 mars 2019 ; 

b) Le Mu Bong 1 (n° OMI 8610461), battant pavilion de la Repubiique 
populaire democratique de Coree, pour avoir effectue un transbordement avec 
un petrolier non identifie le 15 avril 2019. 

Nouvelles methodes de dissimulation 

9. Le Groupe d’experts note que des techniques de dissimulation deja bien connues 
sont regulierement employees, parmi lesquelles la desactivation des systemes 
d’identification automatique, le maquillage de navires, l’utilisation de petits bateaux 
non immatricules aupres de l’OMI, le changement de nom, les transbordements 
nocturnes et d’autres formes de falsification de l’identite. II a en outre constate que 
des methodes de dissimulation non signalees jusqu’alors avaient ete utilisees pendant 
la periode consideree afin de contourner les sanctions. 

Navires battant pavilion etranger effectuant des livraisons directes a Nampo 

10. Un Etat Membre a observe que des navires battant pavilion etranger avaient 
effectue, sans les declarer, des livraisons directes de produits petroliers raffines a la 
Repubiique populaire democratique de Coree, parmi lesquels on peut citer le New 
Regent depavillonne (n° OMI 8312497), le Viet Tin 01 battant pavilion vietnamien 
(n° OMI 8508838) et le Sen Lin 01 battant pavilion sierra-leonais (n° OMI 8910378). 
Ces batiments ont decharge des produits petroliers a Nampo de janvier a avril 2019. 
Le Viet Tin 01 a fait une escale au port de Nampo, tandis que le Sen Lin Olya relache 
a 10 occasions distinctes. Le New Regent, navire designe devant faire l’objet d’un 
depavillonnement et d’une interdiction d’acces aux ports du monde entier, a livre du 
petrole a Nampo (voir fig. Ill) a deux reprises en 2019 4 . Selon le meme Etat Membre, 
la designation du New Regent a vraisemblablement conduit la Repubiique populaire 
democratique de Coree a prendre la decision de convertir ce navire collecteur en 
navire-citerne de livraison. 


Dans un courriel adresse au Groupe d’experts le 8 juillet 2019, la societe Mega Glory Holdings 
declare qu’elle avait vendu le New Regent a une autre entreprise en avril 2018. Le Groupe 
d’experts a note qu’au 21 juillet 2019, Mega Glory Holdings figurait toujours sur les bases de 
donnees maritimes comme proprietaire declare, exploitant et gerant du navire. II poursuit ses 
enquetes. 
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Figure III 

Le New Regent vu a Nampo pour la premiere fois 



Source : Etat Membre ; carte : Groupe d’experts. 


11. Navire battant pavilion vietnamien, le Viet Tin 01 a rallie Nampo le 26 fevrier 
afin d’y livrer une cargaison de petrole raffine et a appareille le lendemain. Le Groupe 
d’experts a constate que ce batiment etait exploite depuis le 4 janvier 2019 sous 
contrat d’affretement coque nue 5 . La societe Happy Shipping Co Ltd, basee dans la 
province du Fujian en Chine, a affrete le navire par l’entremise de KLJ Marine 
Services Pte Ltd, etablie a Singapour (voir annexe 3). Le Viet Nam a informe le 
Groupe d’experts que la Viet Trust Shipping Corporation, qui est proprietaire du Viet 
Tin 01, n’avait pas reussi a contacter l’affreteur coque nue en vue de recuperer son 
navire. Un Etat Membre a avise le Groupe d’experts qu’un intermediate, K.S. Kwek 6 , 
assurait la communication entre le proprietaire du navire et la societe Happy Shipping 
Co Ltd. M. Kwek a declare au Groupe d’experts qu’il ne faisait que fournir des 
services de traduction. Le Groupe d’experts poursuit son enquete. 

12. La derniere escale enregistree du Viet Tin 01 a eu lieu a Singapour du 30 janvier 
au 2 fevrier 2019. D’apres les documents consultes, ce navire devait decharger sa 
cargaison au port d’Ulsan (Republique de Coree) (voir annexe 4), mais le 2 fevrier 
2019, son systeme d’identification automatique (AIS) indiquait qu’il ferait son escale 
suivante au port de Nampo, destination remplacee une heure plus tard par Kaohsiung. 
Le Viet Tin 01 s’est ensuite attarde au large de Kaohsiung, du 13 au 16 fevrier, avant 
de se diriger vers Nampo (voir fig. IV). Au cours du mois ayant precede l’escale au 
port de Nampo, le navire avait eteint son systeme d’identification automatique 
pendant la majeure partie du voyage. Le Gouvernement vietnamien enquete a ce sujet, 
tandis que Singapour, qui mene sa propre enquete, a fourni des informations sur 
l’escale du navire et la cargaison de 5 108 barils de petrole qu’il transportait. 


Accord d’affretement disposant qu’aucun equipage ni equipement n’est fourni, l’un et l’autre 
relevant de la responsabilite de l’affreteur. 

La societe de M. Kwek et KLJ Marine Services Pte Ltd sont deux entites distinctes. M. Kwek a 
nib toute relation commerciale ou personnelle avec KLJ Marine Services Pte Ltd. 
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Figure IV 

Itineraire du Viet Tin 01 et images satellite montrant un navire de dimensions 
analogues dans le bassin pour petroliers de Nampo (38° 42' 55" N 125° 22' 04" 
E), le 26 fevrier 2019 




Techniques de maquillage de navire 

13. Un Etat Membre a fourni au Groupe d’experts des preuves qu’un navire-citerne 
commercial ayant eteint son systeme d’identification automatique avait precede, le 
19 mars 2019 en mer de Chine orientale, a un transbordement avec un navire 
collecteur non identifie de plus petite taille. Encore visible sous la couche de peinture 
qui le recouvrait en partie, le numero OMI du batiment de plus grande dimension 
(8916293) etait celui d’un navire designe, le Saebyol (egalement connu sous le nom 
Chong Rim 2). En lieu et place du nom du navire, couvert lui aussi d’une couche de 
peinture, etait inscrit « Venus ». On voit a la figure V un navire lourdement charge 
(collecteur 1) s’approchant du Saebyol tandis qu’un autre navire (collecteur 2), qui ne 
semble pas charge, se detache apres avoir effectue un transbordement de carburant. 
Tuyaux disposes sur le pont et coque garnie de ses defenses, le premier navire 
collecteur semble pret pour un transbordement. La presence d’une nappe 
d’hydrocarbures a proximite temoigne qu’un transbordement vient d’avoir lieu avec 
le second navire collecteur. 
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Figure V 

Le Saebyol effectuant un transbordement le 19 mars 2019 et le second navire 
collecteur transmettant un signal de « navire de peche » et s’employant peut- 
etre a leurrer les systemes de localisation 



Source : Etat Membre. 


14. Le deuxieme navire collecteur semble avoir employe une nouvelle technique 
consistant a utiliser un transpondeur AIS de classe B en se faisant passer pour un 
bateau de peche afin de masquer son identite et de limiter sa portee de detection. II se 
pourrait egalement que le second navire collecteur et son systeme de radioralliement 7 
ait servi a guider les navires de transbordement pour le compte du Saebyol, dont le 
systeme d’identification automatique etait desactive. 

Retour de navires collecteurs 

15. Des navires collecteurs ont precede, en mer de Chine orientale, a deux 
transbordements successifs avec le petrolier An San 1 de la Republique populaire 
democratique de Coree (n° OMI 7303803), les 13 et 14 mai 2019. Effectues avec des 
bateaux de petite taille denues d’elements d’identification, sans doute pour dejouer 
toute surveillance aerienne, ces transbordements d’une duree moyenne d’une heure et 
demie se sont reproduits deux jours de suite, a l’aube et au crepuscule (voir fig. VI). 


Les transpondeurs AIS de classe B sont utilises par les navires qui, a l’instar des petits bateaux de peche, 
n’atteignent pas le seuil au-dela duquel 1’installation d’un systeme d’identification automatique de classe A 
est obligatoire, conformement a la Convention intcrnationalc pour la sauvegarde de la vie humaine en mer. 
Bien qu’ils soient moins puissants et offrent des fonctionnalites et une portee plus restreintes, les systemes 
de classe B sont compatibles et permettent de communiquer avec les systemes de classe A utilises a bord 
des navires d’une jauge brute egale ou superieure a 300. 
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Figure VI 

Navires de nationalite inconnue effectuant des transbordements 
avec le petrolier An San 1 pendant deux jours consecutifs 



Source : Etat Membre. 

16. Les informations susmentionnees communiquees par differents Etats Membres 
concernant les navires Saebyol et An San 1 montrent que les petroliers de la 
Republique populaire democratique de Coree s’approvisionnent aupres de batiments 
multiples afin d’augmenter leur chargement avant de regagner le pays pour y 
debarquer leur cargaison illicite. 

Proprietaires, exploitants et gerants 

17. Les navires qui effectuent des transbordements ou livrent directement du petrole 
raffine a la Republique populaire democratique de Coree sont, en regie generale, des 
batiments de petite taille, d’un port en lourd compris entre 1 000 et 20 000 tonnes, et 
des bateaux relativement anciens, ages de 30 a 35 ans. Leurs proprietaires declares 
detiennent generalement de petites flottes de quatre bateaux ou moins et semblent etre 
des societes ecrans recemment creees, enregistrees comme exploitant tiers de navires 
dans une juridiction differente. 

Expeditions de charbon 

Transferts de charbon en mer 

18. La Republique populaire democratique de Coree continue de violer 
l’interdiction d’exporter du charbon que lui impose la resolution 2371 (2017). Selon 
un Etat Membre, elle en aurait exporte 930 000 tonnes au total dans le cadre de 
127 livraisons 8 effectuees pendant les quatre premiers mois de 2019. 

19. L’Etat Membre a fourni au Groupe d’experts des images montrant des navires 
charges de charbon presents au large du port de Ningbo-Zhoushan, qu’il a identifies 
comme etant associes a la Republique populaire democratique de Coree (voir fig. VII 
et VIII). La Chine a repondu que les informations fournies par le Groupe d’experts 
n’avaient pas ete communiquees a temps et ne pouvaient motiver un transport sin les 
lieux, ajoutant qu’au vu du caractere ambigu et peu precis des informations relatives 
aux navires concernes, celles-ci ne pouvaient constituer une veritable chaine de 
transmission des elements de preuve ni justifier l’ouverture d’une enquete 
approfondie. (voir annexe 6.1). 


8 L’Etat Membre ayant fourni ces informations estime a 93 millions de dollars la valeur du 
charbon exporte, a raison de 100 dollars la tonne. 
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Figure VII 

Le Jang Jin Gang battant pavilion de la Republique populaire democratique 
de Coree s’apprete a proceder a un transbordement pres de Ningbo a l’aide 
d’un ponton-grue 



Source : Etat Membre, carte : Groupe d’experts. 


Figure VIII 

Deux groupes de cinq et trois navires associes a la Republique populaire 
democratique de Coree croisant le meme jour dans la zone de Ningbo 



Source : Etat Membre, carte : Groupe d’experts. 


20. Un Etat Membre a communique au Groupe d’experts des images sur lesquelles 
on voit les navires Paek Yang San (n° OMI 9020534), Ka Rim Chon (n° OMI 
8314811), PhoPhyong (n° OMI 8417962) et Tae Yang (n° OMI 8306929) appartenant 
a la Republique populaire democratique de Coree transborder du charbon sur des 
chalands naviguant dans le golfe du Tonkin de septembre a octobre 2018 (voir 
annexe 5) (voir fig. IX), et d’autres images montrant des barges amarrees a Qisha 
(voir fig. X) et dans une zone de mouillage a proximite du terminal charbonnier (voir 
fig. XI). La Chine a repondu : «les informations fournies par le Groupe d’experts 
n’ont pas ete communiquees a temps et ne peuvent motiver un transport sur les lieux ; 
etant donne le caractere ambigu et peu precis des informations relatives aux navires 
concernes, celles-ci ne peuvent constituer une veritable chaine de transmission des 
elements de preuve » et « tous les navires charbonniers amarres au port de Qisha sont 
munis de documents d’importation en regie et le lieu de provenance du charbon n’est 
pas la Republique populaire democratique de Coree. En fait, la plupart des vraquiers 
ont une silhouette tres similaire et il n’est pas prudent d’associer les navires amarres 
au port de Qisha a ceux impliques dans les transbordements sur la seule base d ’images 
satellite » (voir annexe 6.1). 
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Figure IX 

Transbordement de charbon dans le golfe du Tonkin 



Source : Etat Membre, carte : Groupe d’experts. 


Figure X 

Des chalands livrent du charbon au port de Qisha 



Source : Etat Membre, carte : Groupe d’experts. 


Figure XI 

Zone de mouillage reservee aux chalands 
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Recommandations 

21. Etant donne que les navires de la Republique populaire democratique de 
Coree se servent de chalands pour eviter de faire escale dans les ports, les autorites 
portuaires devraient en renforcer l’inspection en verifiant leurs documents de 
bord, y compris les certificats d’origine, manifestes et connaissements, et saisir, 
inspecter et confisquer tout navire dont elles soup^onneraient qu’il transporte des 
articles interdits [resolution 2397 (2017), par. 9]. 

22. Le Groupe d’experts recommande que le Comite 1718 designe les navires 
de la Republique populaire democratique de Coree ci-apres pour avoir viole les 
dispositions du paragraphe 8 de la resolution 2371 (2017) : 

a) Le Paek Yang San (n° OMI 9020534), pour avoir procede a un 
transbordement le 5 septembre 2018 ; 

b) Le Ka Rim Chon (n° OMI 8314811), pour avoir procede a un 
transbordement le 21 septembre 2018 ; 

c) Le Pho Phyong (n° OMI 8417962), pour avoir procede a un 
transbordement le 24 octobre 2018 ; 

d) Le Tae Yang (n° OMI 8306929), pour avoir procede a un 
transbordement le 25 octobre 2018. 

Enquetes sur la presence de charbon provenant de la Republique populaire 
democratique de Coree dans des pays tiers 

23. En mars 2019, la Republique de Coree a indique au Groupe d’experts qu’elle 
avait procede a de nouvelles mises en accusation, visant une personne et deux 
entreprises impliquees en 2017 dans l’exportation illicite, par Kholmsk, de charbon 
en provenance de la Republique populaire democratique de Coree (S/2019/171, 
par. 37). Elle a ajoute qu’elle avait renvoye six personnes et cinq entites devant le 
ministere public dans le cadre d’enquetes menees sur deux autres cas d’exportations 
interdites de charbon par la Republique populaire democratique de Coree, en 
decembre 2017 et juin 2018. Au total, 14 840 tonnes de charbon sont entrees dans le 
pays apres avoir ete transbordees dans des pays tiers. Dans le cadre de ces affaires, la 
Republique de Coree a interdit l’entree dans ses ports a plusieurs navires 
supplementaires (voir tableau). 

Tableau 

Interdictions d’entree dans les ports prononcees par la Republique de Coree 
depuis aout 2018 


Norn du navire 

Numero OMI 

Pavilion 

dans les ports de la Republique 
de Coree 

Yu Yuan 

9358694 

Togo 

18 aout 2018 

An Quan Zhou 66 

8742240 

Pas d’Etat du pavilion 

28 decembre 2018 

Tai Xin 

9088598 

Togo 

28 decembre 2018 

Xin Yang 688 

8657809 

Belize 

28 decembre 2018 

Lucky Star 

9015278 

Togo 

28 decembre 2018 

East River 

9109952 

Panama 

28 fevrier 2019 


Source : Etat Membre, Groupe d’experts. 






Charbon en provenance de Republique populaire democratique de Coree transports 
par le Wise Honest 

24. Le Groupe d’experts a poursuivi son enquete sur l’origine de la cargaison de 
charbon illicite transportee a bord du Wise Honest (n° OMI 8905490) battant pavilion 
de la Republique populaire democratique de Coree, apprehende par l’lndonesie le 
4 avril 2018 pour avoir sciemment hisse un faux pavilion sierra-leonais. Son 
capitaine, Kim Chung Son, a depuis ete frappe d’une amende * * 9 pour avoir contrevenu 
aux reglementations sur le transport de marchandises et a ete expulse avec son 
equipage de l’lndonesie. Le Groupe d’experts a egalement continue a enqueter sur la 
societe Enermax qui aurait achete du charbon transporte a bord du Wise Honest (voir 
par. 52 et 53). D’apres les Etats-Unis, « plus de 750 000 dollars ont transite par des 
comptes ouverts aupres d’une institution financiere americaine en paiement du 
charbon transporte en mars 2018 a bord du Wise Honest » 10 . 

25. Selon les Etats-Unis 10 , le Wise Honest etait le seul navire de la Korea Songi 
Shipping Company (pour en savoir plus sur la maniere dont la cargaison de charbon 
a ete payee, von par. 52). Les Etats-Unis ont egalement indique que le navire etait en 
fait controle par la Korea Songi General Trading Corporation (egalement connue sous 
le nom de Songi Trading Company), une entreprise « aux ordres de l’Armee populaire 
coreenne et impliquee dans des exportations de charbon en provenance de la 
Republique populaire democratique de Coree ». 

26. A la suite d’une decision prise en novembre 2018 par la coin de district de 
Balikpapan (Indonesie) 11 , le charbon a ete « rendu » a Eko Setyamoko, l’intermediaire 
indonesien initialement charge du courtage du charbon transporte a bord du Wise 
Honest. Les 26 500 tonnes de charbon illicite concernees ont ete transferees du Wise 
Honest au Dong Thanh (n° OMI 9180035), battant pavilion panameen. Le 13 avril 
2019, sur instruction de l’armateur Global Shipping Co. Ltd (voir annexe 7), le Dong 
Thanh a pris la mer vers le port de Kemaman (Malaisie), dont il s’est vu refuser 
l’entree a son arrivee le 19 avril 2019. Les autorites malaisiennes ont communique au 
Groupe d’experts des documents prouvant que l’expediteur Pt. Bara Makmur 
Sadayana, qui appartient egalement a M. Setyamoko (voir annexe 8) 12 , avait 
faussement declare que le charbon provenait d’lndonesie (voir fig. XIII) 13 . II est 
ressorti de l’enquete menee par le Groupe d’experts sur les operations bees au charbon 
transporte par le Wise Honest que les differents certificats d’origine des produits 
comprenaient de fausses informations (voir annexe 9). 


Montant fixe a 400 millions de roupies indonesicnncs, soit environ 28 500 dollars. 

Tribunal d’instance du District sud de l’Etat de New York, affaire n° 1 :19-cv-04210, deposec le 

9 mai 2019. 

Tribunal de premiere instance de Balikpapan, decision n° 682/Pid.B/2018/PN.BPP prise le 
22 novembre 2019. 

S/2019/171, annexe 19, et selon des documents communiques par la justice indonesienne. 

M. Setyamoko a fait appel devant la cour pour obtenir l’autorisation de vendre la cargaison, 

arguant de la baisse du prix du charbon (voir page 3 de la decision n° 682/Pid.B/2018/PN.BPP). 
La valeur contractuelle de la marchandise s’elevait a 2 990 000 dollars. 




Figure XII 

Document indiquant fallacieusement que le charbon provenait d'lndonesie 



27. Le fait qu’une cour de district ait pu debloquer le charbon illicite saisi et 
approuver sa reexportation par le courtier qui avait facilite 1’operation illegale montre 
a nouveau clairement que les Etats Membres doivent integrer de toute urgence dans 
leur legislation nationale les resolutions du Conseil de securite. La Republique 
populaire democratique de Coree et des acteurs complices exploitent 1’absence d’un 
tel cadre juridique a leur avantage. L’Indonesie a entrepris d’examiner le sien pour 
verifier qu’il est conforme aux obligations que lui imposent les resolutions du Conseil. 
II ressort egalement de cette affaire que les ambassades de la Republique populaire 
democratique de Coree et ses diplomates participent toujours au contournement des 
me sure s de sanction 14 . 

28. L’affreteur a temps du Dong Thanh a informe le Groupe d’experts que puisqu’il 
transportait du charbon recupere sur le Wise Honest, son navire n’avait pas pu entrer 
au port et avait mis le cap sur Vung Tau (Viet Nam) en attendant qu’une decision soit 
prise sur le sort reserve a la cargaison (resolution 2937 (2017), par. 9). Le Viet Nam 
a confirme que le navire etait entre dans ses eaux interieures le 6 juin 2019, dans la 
region de la province de Ba Ria-Vung Tau, que ses autorites douanieres l’avaient 
intercepts et enquetaient sur l’affaire. Le Groupe d’experts a repere un lien entre 
l’armateur du Dong Thanh, Qingdao Global Shipping Co. Ltd (connu a present sous 
le nom de Global Shipping Group Ltd) 15 et le Wise Honest. En 2018, Qingdao Global 
a re?u un virement effectue depuis un compte utilise pour abonder des operations liees 
au Wise Honest. L’entreprise a indique au Groupe d’experts que ces fonds etaient une 
compensation pour defaut de livraison, le charbon attendu n’ayant jamais ete livre par 


Paragraphe 13 de la resolution 2270 (2016) et paragraphe 17 de la resolution 2321 (2016). Voir 
egalement S/2019/171, par. 36. 

Qingdao Global Shipping a declare au Groupe d’experts qu’elle savait que la cargaison du Dong 
Thanh provenait du Wise Honest mais que la justice avait autorise son exportation, « qu’elle 
pouvait etre traitee comme un produit d’exportation d’origine indonesienne plutot que d’origine 
russe, et que l’entreprise ne disposait jusque-la d’aucune information selon laquelle la 
marchandise serait concernee par des sanctions imposecs par 1’Organisation des Nations Unies ». 
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le « White Honest [sic] » au Ken Orchid (n° OMI 9598153). Selon les documents 
fournis par Qingdao Global, le Ken Orchid avait ete affrete pour qu’on y transborde 
le charbon du Wise Honest avant de l’acheminer a Pohang (Republique de Coree) 
(von annexe 10). Les informations donnees dans ces documents correspondent a 
celles qui figurent dans un contrat cosigne par Enermax 16 . 

Recommandation 

29. Le Groupe d’experts recommande que le Comite 1718 designe : Kim Chung 
Son, le capitaine du Wise Honest, la Korea Songi Shipping Company 
(n° OMI 5607043), proprietaire du navire, et la Korea Songi General Trading 
Corporation, pour avoir pris part a des violations des sanctions. 

Activites halieutiques interdites 

30. Deux Etats Membres ont fourni au Groupe d’experts des informations selon 
lesquelles les transferts de droits de peche se poursuivraient et notamment une image 
sur laquelle on peut observer un bateau de peche d’un pays tiers portant une plaque 
d’immatriculation associee a un permis de peche delivre par la Republique populaire 
democratique de Coree (voir fig. XIII). 

Figure XIII 

Bateau de peche portant le nom « 12122 » affichant une plaque 

d’immatricuiation associee a un permis delivre par la Republique populaire 
democratique de Coree 



Source : Etat Membre. 

31. Un Etat Membre a egalement signale avoir croise des bateaux de peche d’un 
pays tiers qui se rendaient vers des zones de peche de la Republique populaire 
democratique de Coree et ne portaient pas de plaques d’immatricuiation associees a 
des permis de peche. Une fois la communication etablie, les equipages de ces navires 
ont repondu qu’ils avaient deja demande leurs certificats de droits de peche a la 
Republique populaire democratique de Coree et que les permis leur seraient delivres 
a leur arrivee dans les zones de peche du pays. Ils ont ajoute que ces permis leur 
seraient remis en mer par un navire de commandement du pays tiers, qui aurait 
prealablement recupere les plaques d’immatricuiation associees aux permis au port 
de Wonsan. Ils ont egalement declare qu’il arrivait que des patrouilleurs de la 
Republique populaire democratique de Coree leur livrent directement les certificats 
en mer, peut-etre pour echapper a la surveillance dont le pays fait l’objet a 1’echelon 


Le volume et la valeur de la cargaison de charbon qui devait etre transbordee du Wise Honest au 
Ken Orchid correspondent a celles qui figurent dans le contrat passe entre Enermax et Hong 
Kong Nova International Trade Co. Limited (S/2019/171, annexe 17). 
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international. Interrogee par le Groupe d’experts, la Chine a repondu : « les autorites 
chinoises ont interdit la peche au large dans les zones maritimes de la Republique 
populaire democratique de Coree » ; « le IsSs/ll 12122 ne fait pas partie des bateaux 
de peche legalement enregistres en Chine », et « le nom peint sur ce navire ne peut 
suffire a l’identifier ni a confirmer l’Etat de son pavilion » (voir annexe 6.2). 


III. Embargos et entites et personnes designees 

32. Le Groupe d’experts note que le nombre de cas de cooperation militaire avec la 
Republique populaire democratique de Coree semble diminuer au fur et a mesure 
qu’augmente celui des Etats qui se conforment aux resolutions. II constate aussi 
neanmoins que des nationaux de ce pays et des citoyens de pays tiers continuent de 
se livrer a des activites illicites en violation desdites resolutions. 

33. Le Groupe d’experts n’a toujours pas re?u de reponse aux demandes 
d’information sur la cooperation militaire qu’il a adressees notamment aux pays 
suivants : Erythree, Libye, Myanmar, Ouganda, Republique democratique du Congo, 
Republique-Unie de Tanzanie et Yemen. 

Republique islamique d’lran 

34. S’agissant de l’enquete en cours sur les cas de cooperation militaire avec la 
Republique populaire democratique de Coree (S/2019/171, par. 72), un Etat Membre 
a indique au Groupe d’experts que la KOMID et Saeng Pil, deux entites designees, 
etaient actives en Republique islamique d’lran ou elles avaient des bureaux et qu’au 
moins trois representants de la KOMID y sejournaient encore, sous couverture 
diplomatique. Dans la reponse qu’elle a adressee au Groupe d’experts le 30 juillet 
2019, la Republique islamique d’lran a refute les informations presentees par cet Etat 
Membre (voir annexe 11). 

Namibie 

35. Un Etat Membre a signale au Groupe d’experts que Kim Tong Choi 17 , ancien 
representant de M.O.P. Architectural & Technical Service (NAMIBIA) 18 se serait 
peut-etre rendu en Namibie pour tenter d’y vendre ses actifs. La Namibie a repondu 
au Groupe d’experts qu’apres son depart, en septembre 2017, Kim etait revenu par 
deux fois sur le territoire namibien avec des visas de tourisme apposes sur un nouveau 
passeport de service, puis avait a nouveau quitte le pays en mai 2019 (voir annexe 12). 

Recommandation 

36. Les Etats Membres devraient renforcer, au moyen des donnees anterieures 
dont ils disposent et de donnees biometriques, la surveillance des allees et venues 
sur leur territoire de personnes ayant ete employees par des entites designees. 

Rwanda 

37. Un Etat Membre a indique que des nationaux de la Republique populaire 
democratique de Coree menaient un programme de formation de forces speciales dans 
un camp militaire de Gabiro (Rwanda). Le Groupe d’experts a demande des 
renseignements au Rwanda sur la question. 


17 Date de naissance : 7 aout 1968. 

18 Filiale namibienne de Mansudae Overseas Project Group of Companies (S/2018/171, par. 108 ; 
S/2019/171, par. 79). 
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Republique arabe syrienne 

38. Dans le cadre de son enquete sur la question, le Groupe d’experts continue de 
recevoir des Etats Membres des informations indiquant que des nationaux de la 
Republique populaire democratique de Coree poursuivent leurs activites en 
Republique arabe syrienne et que des courtiers en armes cherchent toujours a vendre 
du materiel militaire en provenance de la Republique populaire democratique de 
Coree au Moyen-Orient et en Afrique (S/2019/171, par. 86 a 92). Le Groupe d’experts 
n’a re<?u de la Republique arabe syrienne qu’une reponse d’ordre general en janvier 
2019, qui ne comportait pas de renseignements concrets. 

Ouganda 

39. Des Etats Membres ont indique que la KOMID etait presente sur le territoire 
ougandais, que des formations specialises y etaient organisees et que des nationaux 
de la Republique populaire democratique de Coree travaillaient toujours dans le pays 
(S/2019/171, par. 93 et 94). Le Groupe d’experts attend la reponse de l’Ouganda a ses 
multiples demandes d’information. 

Saisies de tableaux commercialises par Mansudae 

40. En janvier 2019, le Ministere de l’unification de la Republique de Coree a 
declare que ses autorites douanieres de l’aeroport d’Incheon avaient saisi des tableaux 
achetes a Mansudae Art Studio par des membres de la federation mondiale de 
l’association coreenne du commerce qui s’etaient rendus en voyage d’affaires a 
Pyongyang en novembre 2018. Interrogee par le Groupe d’experts, la Republique de 
Coree a repondu qu’elle avait saisi 10 des 19 tableaux et que les 9 autres avaient ete 
transferes vers des pays tiers. 

Departement de l’industrie des munitions et informaticiens 

41. Un Etat Membre a informe le Groupe d’experts que le Departement de 
l’industrie des munitions de la Republique populaire democratique de Coree, entite 
designee (Kpe.028) pour avoir supervise la mise au point des programmes nucleaire 
et balistique du pays, se servait de ses filiales commerciales (voir annexe 13) pour 
envoyer des informaticiens, programmeurs et developpeurs, travailler a l’etranger et 
recuperer ainsi des devises etrangeres. 

42. Selon cet Etat Membre, des centaines d’informaticiens sont deployes en Europe, 
en Asie, en Afrique et au Moyen-Orient, ou ils gagnent chaque mois de 3 000 dollars 
a 5 000 dollars, qu’ils reversent en grande partie aux entries de la Republique 
populaire democratique de Coree qui les controlent. Le mode operatoire qu’ils suivent 
pour masquer leur nationality et leur identity consiste a confier officiellement a un 
prete-nom local la direction d’une entreprise geree en realite par des developpeurs de 
la Republique populaire democratique de Coree, qui retribuent ladite entreprise pour 
la couverture qu’elle leur fournit. Ces informaticiens travaillent egalement comme 
independants a partir de sites Web etrangers, ce qui leur permet de dissimuler leur 
veritable identity. Les informaticiens de la Republique populaire democratique de 
Coree s’occupent de projets ordinaires mais se livrent egalement a des operations 
illicites de vol d’actifs, notamment de cybermonnaie, au profit de cyberagents de la 
Republique populaire democratique de Coree, en contournement des sanctions 
financieres (voir par. 57 a 68). 

Achats lies au programme nucleaire : transducteurs de pression 

43. Le Groupe d’experts a constate que des transducteurs de pression dont 
l’apparence et les numeros de serie etaient tres proches de ceux des articles sur 


22/144 



lesquels il avait precedemment enquete, comme indique dans son precedent rapport 
(S/2019/171 , par. 65), etaient proposes a la vente par de nouveaux detaillants. Lorsque 
des articles ne sont pas directement destines a 1’exportation, les fabricants ne sont pas 
forcement tenus d’appliquer les dispositifs de controle des utilisateurs finals. Le 
Groupe d’experts poursuit son enquete sur les filieres d’approvisionnement qui 
auraient pu etre empruntees. 

Articles de luxe 

44. La Republique populaire democratique de Coree a continue d’importer des 
articles de luxe en violation des sanctions. 

45. La presence d’une limousine Mercedes-Maybach de classe S a ete constatee a 
Pyongyang puis a Hanoi, pendant le sommet organise entre les Etats-Unis et la 
Republique populaire democratique de Coree en fevrier 2019. Daimler AG a confirme 
au Groupe d’experts qu’elle avait fabrique les vehicules que l’on voyait sur les images 
et que ceux-ci avaient ete modifies par une tierce partie. Daimler n’a pas pu 
determiner de date de production ou de vente sans informations supplementaires et a 
declare qu’elle s’etait conformee a tous les embargos applicables et ne faisait pas 
affaire avec la Republique populaire democratique de Coree. 

46. Au sujet de la Mercedes-Maybach de classe S, des Mercedes-Benz de classe 
S-600 et d’au moins un Land Cruiser Toyota achemines au Viet Nam a l’occasion du 
sommet organise a Hanoi entre les Etats-Unis et la Republique populaire 
democratique de Coree, le Viet Nam a repondu que le Comite 1718 avait approuve la 
demande qu’il lui avait adressee concernant l’entree sur son territoire de la delegation 
de la Republique populaire democratique de Coree aux fins de sa participation au 
sommet. Le Viet Nam a egalement indique avoir plusieurs fois demande a la 
Republique populaire democratique de Coree de preciser le nombre et le type de 
vehicules qu’elle ferait entrer sur le territoire vietnamien, mais que celle-ci n’avait 
jamais fourni les informations demandees, invoquant des raisons de securite. II ressort 
d’un recent rapport d’enquete 19 que deux Mercedes-Maybach S-600 provenaient 
d’Allemagne et seraient arrivees en Republique populaire democratique de Coree en 
octobre 2018 apres avoir probablement transite par plusieurs pays. 

47. Un Etat Membre a fait savoir au Groupe d’experts qu’il avait saisi deux 
cargaisons de vodka, consideree dans cet Etat comme un article de luxe, qui devaient 
etre acheminees vers la Republique populaire democratique de Coree. Les 
conclusions preliminaires du Groupe d’experts figurent a l’annexe 14 du present 
document. 

48. Selon des informations re<?ues par le Groupe d’experts, le grand magasin 
d’articles de luxe Taesong, qui a rouvert en avril 2019 a Pyongyang apres des travaux 
de renovation, fait partie du Taesong Group, qui comprend les entries designees Korea 
Taesong Trading Company (KPe.041) et la Korea Daesong Bank (KPe.035), et releve 
du Bureau 39 (Kpe. 030) et dont 1’implication dans les activites de proliferation de la 
Republique populaire democratique de Coree et dans des achats destines a ses 
programmes de missiles balistiques a deja ete confirmee. 


IV. Financement 

49. Les enquetes du Groupe d’experts lui ont permis d’etablir que la Republique 
populaire democratique de Coree jouit d’un acces ininterrompu au systeme financier 


Voir C4ADS, Lux and Loaded : Exposing North Korea’s Strategic Procurement Networks 
(juillet 2019). 
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international, que ses reseaux continuent de se soustraire aux sanctions financieres en 
parvenant a esquiver la detection des activites illicites et que les Etats Membres ne 
prennent toujours pas les mesures prescrites par les resolutions du Conseil de securite, 
dont 1’expulsion des representants de banques de la Republique populaire 
democratique de Coree a l’etranger. Les cyberattaques, d’une portee et d’une 
complexity qui ne cessent de croitre, menees par la Republique populaire 
democratique de Coree pour derober des fonds aux institutions financieres et sur les 
plateformes d’echange des cybermonnaies, permettent egalement a ce pays de 
contourner les sanctions financieres et de generer des revenus par des methodes de 
plus en plus indecelables et de moins en moins controlees ou reglementees par les 
gouvernements. Un Etat Membre a informe le Groupe d’experts que la part des 
recettes obtenues au moyen des cyberattaques ordonnees par la Republique populaire 
democratique de Coree avait augmente par rapport a celles decoulant d’autres 
activites. 

Representants des banques de la Republique populaire democratique de 
Coree a l’etranger 

50. Le Groupe d’experts a poursuivi son enquete concernant plus de 
30 representants d’institutions financieres de la Republique populaire democratique 
de Coree menant des activites a l’etranger, dont Tanchon Commercial Bank, Korea 
Kumgang Bank, Foreign Trade Bank, Cheil Credit Bank, Daesong Bank, Ilsim 
International Bank, Bank of East Land, Daedong Credit Bank, Unification 
Development Bank et Ryugyong Commercial Bank. Le Groupe d’experts a constate 
que ces banques faisaient appel a des agents etablis dans les pays suivants : Chine, 
Emirats arabes unis, Federation de Russie, Indonesie (voir par. 52) et Republique 
arabe syrienne (voir aux annexes 15 et 16 les reponses refues des Etats Membres 
concernes). Le Groupe d’experts rappelle que tous les Etats Membres susmentionnes 
doivent, conformement au paragraphe 33 de la resolution 2321 (2016), expulser toutes 
les personnes agissant pour le compte d’une institution financiere de la Republique 
populaire democratique de Coree. 

51. Les representants a l’etranger des banques de la Republique populaire 
democratique de Coree continuent de jouer un role actif dans les reseaux de courtage 
de transbordements et d’autres violations connexes en recourant a des intermediaires 
dans des pays tiers et a d’autres subterfuges. Un de ces representants avait deja fait 
l’objet d’une enquete de la part du Groupe d’experts pour commerce illicite d’armes 
et de materiels connexes 20 . 

Accords financiers et contractuels relatifs aux transferts de charbon et de 
petrole 

52. Le Groupe d’experts a enquete sur les methodes de contournement utilisees dans 
les accords contractuels et financiers et les operations connexes, notamment en ce qui 
concerne le transbordement de charbon a bord du Wise Honest. Les ffais de 
transbordement ont ete payes par un representant a l’etranger d’une banque de la 
Republique populaire democratique de Coree, la Jinmyong Joint Bank, qui a organise 
le transfert par l’intermediaire d’Huitong Minerals d’une somme de 760 000 dollars, 
acheminee par une institution financiere aux Etats-Unis (voir annexe 17). Des 
methodes de contournement analogues ont ete constatees dans les arrangements 
financiers relatifs a la vente d’un chargement, a bord du navire, de charbon d’une 
valeur de 2 990 000 dollars dans le cadre d’un contrat entre la societe Enermax, de la 
Republique de Coree (destinataire final), et la Hong Kong Nova International Trade 
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Tel Ko Il-Hwan, de la Korea Daesong Bank. Voir S/2019/171, par. 21 et annexe 32 ; S/2017/150, 
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(vendeur). Bien qu’Enermax ait declare au Groupe d’experts s’etre engagee a acheter 
du « charbon indonesien » a un « intermediaire local en Indonesie », elle n’a pas pu 
fournir de pieces justificatives, affirmant que tous les courriels a ce sujet avaient ete 
« supprimes » 21 . La societe n’a pas juge suspect qu’un « intermediaire local en 
Indonesie » ait ete charge de l’ensemble des contrats, des formalites et du financement 
de l’achat de charbon par l’entremise d’une societe etablie a Hong Kong, specialisee 
dans un tout autre domaine (la vente de materiel de fabrication des cigarettes). 
Enermax n’a pas fait son devoir de diligence avant de conclure un contrat prevoyant 
le transfert de 3 millions de dollars (operation d’une envergure sans precedent pour 
elle) vers le compte bancaire a Hong Kong de la societe Hong Kong Nova 
International Trade et n’a pas non plus confirme l’identite de la personne qui avait 
signe le contrat au nom de la societe. 

53. Sept mois plus tard, la societe Enermax figurait a nouveau comme destinataire, 
cette fois sur le connaissement relatif a un chargement de 2 588 tonnes de charbon 
envoye depuis Nakhodka jusqu’au port de Pohang le l er novembre 2018 a bord du 
DN5505. Ce navire venait de transporter deux vehicules blindes Mercedes-Benz qui 
auraient ete achemines jusqu’en Republique populaire democratique de Coree, en 
violation des sanctions 22 . L’expediteur des vehicules blindes etait le meme que celui 
du charbon achete par Enermax, Do Young Shipping, une societe ecran des lies 
Marshall qui est aussi l’entite proprietaire et gestionnaire du navire DN5505. En ce 
qui concerne l’origine du charbon, la Republique de Coree a immobilise le DN5505 
a Pohang pour avoir importe depuis Nakhodka, en fevrier, du charbon provenant de 
la Republique populaire democratique de Coree ; les autorites ont egalement cite 
l’importation de charbon a bord du DN5505 remontant a novembre 2018 (voir annexes 
18 et 19). Comme dans son explication de l’achat de « charbon indonesien », Enermax 
a affirme, dans un entretien accorde a la presse, qu’elle avait cru sur parole un 
intermediaire local qui affirmait que le charbon provenait de la Federation de Russie 23 . 
Le Groupe d’experts n’a re?u d’Enermax aucune reponse a ses recentes questions 
concernant l’eventuel role de la societe dans des affaires d’importation en Republique 
de Coree de charbon provenant de la Republique populaire democratique de Coree. 

Operations financieres d’entites designees et de diplomates de la Republique 
populaire democratique de Coree 24 

54. En ce qui concerne la poursuite des activites financieres et des avoirs des agents 
du Bureau general de Reconnaissance, dont Kim Sou Gwang (egalement connu sous 
les noms de Kim Sou-gwang, Son-kwang KIM, KIM Son-gwang, KIM Su-kwang), 
M me Kim Su Gyong (egalement connue sous le nom de Kim Su Kyong), Kim Yong 
Nam et les membres de leurs families respectives, le Groupe d’experts a enquete sur 
le versement de loyers relatifs a des appartements situes a Paris et a Rome et 
appartenant a Kim Sou Gwang. Bien que les revenus locatifs provenant de 


Le President-directeur general d’Enermax n’a pas reveld au Groupe d’experts comment il avait 
pris connaissance du contrat ou contacte 1’intermediaire local en Indonesie (ou il n’etait pas alle 
depuis plusieurs annees). Enermax reste tres discrete au sujet de ce gros contrat : elle n’a pas de 
site Web et n’a pas rendu compte de son chiffre d’affaires annuel depuis 2014. 

C4ADS, Lux and Loaded: Exposing North Korea 's Strategic Procurement Networks (16 juillet 
2019), p. 41 et42. 

Voir Edward Wong et Christoph Koetti, « How North Korea’s leader gets his luxury cars », 

New York Times, 16 juillet 2019. Dans un autre entretien sur cette affaire, un haut cadre 
d’Enermax a tente de dcfendrc Do Young Shipping et le DN5505 en faisant valoir que compte 
tenu de sa structure et de sa conception, le navire, comme il avait pu le constater en personne, ne 
pouvait pas transporter de vehicules. Voir « Vessel seized by South Korea exported armored 
limos, imported coal: report », NK Pro, 16 juillet 2019. 

Pour les rapports precedents du Groupe d’experts sur cette question, voir S/2019/171, par. 126 ; 
S/2018/171, par. 169 a 172 ; S/2017/742, par. 50. 
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l’appartement de Paris aient ete geles, la societe immobiliere a ete autorisee a en 
transferer une partie (mais non a Kim Sou Gwang lui-meme) a des fins de reglement 
d’impots. Les sommes ont ete transferees a un Frangais residant en Chine qui 
travaillait dans une societe chinoise. Or selon des renseignements obtenus 
ulterieurement, ce Frangais est en contact avec Kim et lui faisait vraisemblablement 
parvenir les paiements. La France enquete sur 1’affaire pour veiller a l’application 
effective du gel des avoirs. Cet episode montre qu’il importe que les Etats Membres 
gelent les avoirs de toute personne et entite agissant pour le compte des personnes et 
entites designees. 

55. En ce qui concerne l’appartement de Kim Sou Gwang a Rome 25 , l’ltalie a 
indique au Groupe d’experts en juillet 2018 que le loyer mensuel de 850 euros etait 
transfere sur un compte detenu par Kim dans une institution financiere italienne et 
dont le solde s’elevait a l’epoque a 4 071,16 euros. L’ltalie a ajoute que son ministere 
des finances avait prevenu le locataire que le loyer ne devait plus etre verse a Kim, 
mais a un administrateur qui serait nomme par l’Agence du domaine et charge de 
gerer l’appartement. 

56. Kim Choi Yong, un diplomate de la Republique populaire democratique de 
Coree qui avait organise une tentative d’expedition de quatre groupes electrogenes 
vers la Republique populaire democratique de Coree par l’Asie de l’Est en 2016 
(expedition interceptee par les Pays-Bas), exerce ses fonctions en France depuis de 
nombreuses annees et a ouvert de nombreux comptes bancaires dans des pays de 
l’Union europeenne en recourant a diverses methodes de contournement (S/2019/171, 
par. 120 a 123). Bien que la France ait ordonne la fermeture de ses comptes ainsi que 
de ceux des autres diplomates de la Republique populaire democratique de Coree, en 
application du paragraphe 16 de la resolution 2231 (2016), le Groupe d’experts a ete 
avise d’activites commerciales recentes menees par M. Kim pour le compte d’entites 
de la Republique populaire democratique de Coree et a demande des renseignements 
a ce sujet a la France 26 . L’Autriche a pour sa part repondu a la demande de 
renseignements du Groupe d’experts au sujet de l’enquete sur les tentatives faites par 
l’ambassade de la Republique populaire democratique de Coree a Vienne de 
debloquer les fonds detenus dans un compte gele de la Korea Ungum Corporation, 
afin de verser des arrieres de salaire a un individu qui aurait travaille pour cette 
societe. L’Autriche a confirme que ces demandes avaient ete rejetees au motif que le 
soi-disant employe de la societe faisait partie du personnel technique et administratif 
accredits de l’ambassade et que pareille activite de la part de cet individu 
contreviendrait aux resolutions applicables ainsi qu’a l’article 42 de la Convention de 
Vienne sur les relations consulaires (voir annexe 20). 

Contournement des sanctions financieres par des moyens informatiques 

57. Le Groupe d’experts a continue d’enqueter sur le contournement par la 
Republique populaire democratique de Coree des sanctions financieres par des 
moyens informatiques pour operer illicitement des transferts de fonds d’institutions 
financieres et de plateformes d’echange de cybermonnaies, blanchir l’argent ainsi 


Adresse : Via Mar della Cina 179/Viale della Muraglia Cinese 484, Rome. L’appartement est en 
location depuis le 15 novembre 2016. 

Le Groupe se felicite de l’information fournie par la France sur les activites de sensibilisation 
qu’elle a menees aupres de ses institutions financieres au sujet des risques lies aux diplomates de 
la Republique populaire democratique de Coree et notamment d’avoir communique la liste des 
diplomates de ce pays accredites en France et dans d’autres pays de l’Union europeenne, 
conformement a la recommandation faite par le Groupe aux Etats Membres a ce sujet 
(S/2019/171, par. 161). 
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obtenu et engranger les recettes en monnaie a cours force ou en cybermonnaie 27 . 
D’apres les informations fournies par les Etats Membres et les sources en acces libre, 
le Groupe d’experts a lance des enquetes sur au moins 35 cas signales d’attaques 
commises par des acteurs de la Republique populaire democratique de Coree contre 
des institutions financiers et des plateformes d’echange de cybermonnaies ou 
d’activites de cryptominage afin d’obtenir des devises, notamment dans les Etats 
Membres ci-apres : Afrique du Sud (1) ; Bangladesh (2 cas), Chili (2), Costa Rica (1), 
Gambie (1), Guatemala (1), Inde (3), Kowei't (1), Liberia (1), Malaisie (1), Malte (1), 
Nigeria (1), Pologne (1), Republique de Coree (10), Slovenie (1), Tunisie (1) et Viet 
Nam (1) (voir annexe 21) 28 . Le Groupe d’experts enquete sur ces attaques comme 
etant des tentatives de la part de cyberacteurs de la Republique populaire 
democratique de Coree d’enfreindre les sanctions visees a l’alinea d) du paragraphe 8 
de la resolution 1718 (2006), aux paragraphes 8 et 11 de la resolution 2094 (2013) et 
au paragraphe 32 de la resolution 2270 (2016). Les enquetes du Groupe revelent une 
augmentation sensible de la portee et de la complexity des cyberactivites, y compris 
en violation des sanctions financiers. Selon certaines estimations, les montants 
accumules de maniere illicite par la Republique populaire democratique de Core 
s’eleveraient a 2 milliards de dollars. 

58. Les principales cyberactivites menees par des acteurs de la Republique 
populaire democratique de Core comprennent des attaques au moyen du reseau de la 
Societe de telecommunications interbancaires mondiales (SWILT) (avec acces aux 
ordinateurs du personnel et a 1’infrastructure pour envoyer des messages frauduleux 
et detruire les preuves) ; des vols de cybermonnaie (en attaquant a la fois les 
plateformes d’echange et leurs utilisateurs) ; un minage de cybermonnaies comme 
source de financement d’un secteur de l’armee. Dans un cas notable, des cyberacteurs 
de la Republique populaire democratique de Core ont accede a 1’infrastructure de 
reseaux entiers de guichets bancaires automatises dans un Etat Membre pour y 
installer un logiciel malveillant destine a modifier le traitement des operations, afin 
d’arracher, en cinq heures et dans plus de 20 pays, 10 000 distributions d’especes a 
des individus travaillant pour le compte de la Republique populaire democratique de 
Core 29 . II a fallu pour cela la participation d’un grand nombre de personnes sur le 
terrain, ce qui semble indiquer une importante coordination avec des nationaux de la 
Republique populaire democratique de Core travaillant a l’etranger, de meme qu’une 
eventuelle cooperation avec des reseaux de criminalite organisee. 

59. En ce qui concerne les devises tirees de ces cyberattaques, selon un Etat 
Membre, « ces activites contribuent au programme d’armes de destruction massive de 
la Republique populaire democratique de Core ». L’execution de ces attaques 


Le fait de generer des recettes par des cyberoutils puis d’y recourir pour brouiller les pistes et 
blanchir l’argent constitue un contournement des sanctions. Pour les precedents rapports, voir 
S/2019/171, par. 109 a 118. Selon un Etat Membre, des acteurs de la Republique populaire 
democratique de Coree continuent d’exploiter le cyberespace comme un moyen asymetrique de 
voler de la technologie militaire en violation de 1’embargo sur les armes ; de generer des revenus ; 
ou de mener des campagnes de cyberchantage et de cyberextorsion, de piratage contre 
remuneration et des transferts d’argent. 

Les reponses des Etats Membres aux demandes de renseignements du Groupe d’experts faites a 
ce jour figurent aux annexes 20 et 23. Le Groupe a demande a tous les Etats Membres des 
renseignements sur les resultats de leurs enquetes, y compris des donnees techniques sur les 
tactiques employees par les assaillants, les modes degression et leur attribution, des 
informations sur d’autres cyberattaques attributes a la Republique populaire democratique de 
Coree ou menees selon des modalites semblables, et les mesures prises pour y faire face et en 
empecher de nouvelles du meme type. 

Voir « FASTCash : How the Lazarus Group is emptying millions from ATMs », Symantec, 

2 octobre 2018. Disponible a l’adresse suivante : www.symantec.com/blogs/threat- 
intelligence/fastcash-lazarus-atm-malware. 




comporte peu de risques et leur rendement peut etre eleve 30 , avec des moyens minimes 
(ordinateur portable et acces a Internet). L’Etat Membre a indique que le caractere de 
plus en plus complexe des attaques, conjugue aux avancees sur le plan de la 
technologie et de la numerisation mondiales, augmentait la surface d’attaque et le 
choix des cibles s’offrant aux acteurs, ce qui accroissait le nombre de pays et de 
secteurs vulnerables, la cyberdefense n’etant jamais garantie dans l’absolu. 

60. Le Groupe d’experts avait deja constate le role du Bureau general de 
reconnaissance dans les cyberattaques menees par la Republique populaire 
democratique de Coree (S/2019/171, par. 109 a 118) ; cela a ete confirme par un Etat 
Membre qui a declare que beaucoup de cyberacteurs de la Republique populaire 
democratique de Coree etaient a la solde du Bureau. II a ajoute : ce pays a un precede 
elabore de recrutement de cybercellules ; les recrues sont selectionnees a un jeune age 
et reqoivent des formations specialises, donnees principalement par l’armee et les 
services secrets. Le Groupe d’experts note qu’il existe, parmi les Etats Membres et 
les societes, differentes manieres de designer les menaces persistantes complexes 
associees a la Republique populaire democratique de Coree 31 . 

61. Un Etat Membre a souligne que les attaques menees par des acteurs de la 
Republique populaire democratique de Coree temoignent d’une ingenierie sociale de 
plus en plus perfectionnee. Ainsi, lors d’une attaque contre le reseau interbancaire 
Redbanc au Chili, des pirates de la Republique populaire democratique de Coree ont 
cible un employe et l’ont contacte par Linkedln au sujet d’une offre d’emploi ; ils ont 
mene l’entretien avec lui par Skype en espagnol pour le mettre en confiance, puis lui 
ont fait telecharger a son insu des logiciels malveillants 32 . Pour des informations sur 
le mode d’attaque et les methodes employees, voir l’annexe 22. 

62. Les cyberacteurs de la Republique populaire democratique de Coree volent des 
cybermonnaies, s’en servent pour blanchir les recettes obtenues a la suite du 
contournement des sanctions financieres puis les minent par cryptopiratage pour 
generer des revenus. Selon un Etat Membre, les attaques de la Republique populaire 
democratique de Coree contre les plateformes d’echange de cybermonnaies lui 
permettent d’utiliser plus facilement les recettes obtenues a l’etranger. Pour 
dissimuler leurs activites, les assaillants recourent a l’equivalent numerique de la 
dispersion: ils creent des milliers d’operations en temps reel au moyen de 
portefeuilles de cybermonnaie a usage unique. Selon cet Etat Membre, des fonds voles 
lors d’une attaque en 2018 ont ensuite ete transferes au moyen de 5 000 operations 
distinctes, puis reachemines vers de multiples pays ou ils ont ete convertis en monnaie 
a cours force, de sorte qu’il a ete tres ardu de retracer les fonds. 

63. Un autre Etat Membre a informe le Groupe d’experts que « la Republique 
populaire democratique de Coree attaque principalement, depuis son territoire, les 
plateformes d’echange de cybermonnaies de la Republique de Coree ». Si les attaques 
lancees contre des cibles en Republique de Coree ont augmente par le nombre, la 
complexity et la portee depuis 2008 33 et sont clairement destinees depuis 2016 a 
generer des recettes financieres, en 2019, les cyberacteurs de la Republique populaire 


Si la probability que les auteurs soient identifies et punis est faible, le benefice potentiel demeure 
important. Les enquetes et les procedures d’attribution sont complexes et les represailles peu 
probables, ctant donne que la Republique populaire democratique de Coree dispose d’un acces 
limite a Internet. 

APT 37, APT 38, Hidden Cobra, Lazarus Group, Reaper Group, Labyrinth Chollima, Stardust 
Chollima, Velvet Chollima, Kimsuky Group, Lab 110 et Bureau 121. 

Voir « Asi fue el intento de ciberataque a Redbanc en diciembre », TrendTIC, 10 janvier 2019. 
Des dizaines de cibles en Republique de Coree ont ete visees de 2008 a 2019 par des 
cyberacteurs de la Republique populaire democratique de Coree, notamment des banques, des 
institutions publiques et militaires, des centrales electriques, des entreprises et des organes 
d’information. 




democratique de Coree se sont mis a viser les plateformes d’echange de 
cybermonnaies, en attaquant certaines a repetition. La plateforme Bithumb aurait 
ainsi ete assaillie a quatre reprises au moins par des cyberacteurs de la Republique 
populaire democratique de Coree. Les deux premieres attaques, menees en fevrier et 
en juillet 2017, ont chacune occasionne des pertes d’environ 7 millions de dollars ; 
de nouvelles attaques, commises en juin 2018 et mars 2019, ont respectivement 
entraine des pertes de 31 millions et de 20 millions de dollars, ce qui temoigne de 
moyens et d’une determination renforces de la part des cyberacteurs de la Republique 
populaire democratique de Coree. De meme, Youbit (anciennement Yapizon) a subi 
de multiples attaques qui ont entraine une perte de 4,8 millions de dollars en avril 
2017, puis de 17 % de l’ensemble de ses actifs en decembre 2017, a la suite de quoi 
elle a du cesser ses activites. Les auteurs de ces attaques ainsi que d’une autre 
commise contre UpBit le 28 mai 2019 ont employe des outils, des codes et des 
vecteurs (notamment le hameqonnage cible et les attaques par point d’eau) semblables 
a ceux utilises lors de cyberattaques precedentes commises contre le secteur de la 
securite et de la defense et attributes a la Republique populaire democratique de 
Coree 34 . Le Groupe d’experts a enquete sur des attaques menees par la Republique 
populaire democratique de Coree contre des plateformes d’echange dans cinq autres 
pays (voir annexe 21 B). 

64. En ce qui concerne le recours aux cybermonnaies pour blanchir les recettes 
obtenues a la suite des attaques, les agressions au moyen du logiciel ran?onneur 
WannaCry en mai 2017 ont touche 200 000 ordinateurs dans 150 pays et entraine des 
demandes de ran?on en cybermonnaie Bitcoin. Selon 1’enquete d’un Etat Membre, la 
cybermonnaie obtenue lors de la campagne WannaCry a subi maints blanchiments au 
moyen de multiples monnaies virtuelles sur bon nombre de territoires, de maniere a 
brouiller les pistes. 

65. Les ran?ons versees en Bitcoin par les victimes de WannaCry ont ete transferees 
depuis un portefeuille Bitcoin en passant par des plateformes d’echange et, a terme, 
ont ete changees en Monero, autre cybermonnaie, au moyen de la plateforme suisse 
d’echange ShapeShift 35 . Monero est une monnaie virtuelle a anonymat renforce et par 
consequent plus difficile a retracer que les cybermonnaies standard telles que Bitcoin, 
Ethereum ou Litecoin. Les montants derives de la troisieme attaque contre Bithumb, 
en juin 2018, ont ete transferes par YoBit 36 . En aout 2018, moins de deux mois apres 
l’attaque, les fonds ont ete achemines a YoBit par des centaines d’operations 
complexes destinees a convertir et a retirer l’integralite de la somme volee en 
cybermonnaie (plutot que de consacrer la cybermonnaie directement a 1’achat de biens 
et de services). Les exemples susmentionnes temoignent d’une nette evolution par 
rapport a la cyberattaque qui avait ete menee par la Republique populaire 
democratique de Coree contre les clients d’Interpark, un site commercial en ligne de 
la Republique de Coree, et visait a acceder a des devises. 

66. Le Groupe d’experts note qu’en plus des cyberattaques de la Republique 
populaire democratique de Coree contre des plateformes d’echange de cybermonnaies 


Dont T Operation Fake Striker menee au debut du mois de mai et une attaque commise le 
7 janvier 2019 contre 77 journalistes qui avaient ete en contact avec le Ministere de l’unification. 
Voir Thomas Brewster, « WannaCry hackers are using this Swiss company to launder $142,000 
Bitcoin ransoms », Forbes, 3 aout 2017. 

Les cyberpirates cherchaient semble-t-il a convertir et a retirer l’integralite du gros montant de 
cybermonnaie qu’ils avaient vole, plutot que de la consacrer directement a 1’achat de biens et de 
services. Voir David Carlisle et Kayla Izenman, « Closing the Crypto Gap », serie Occasional 
Papers (etudes thematiques) du RUSI, 14 avril 2019. Voir aussi Thomas Brewster, « WannaCry 
hackers are using this Swiss company to launder $142,000 Bitcoin ransoms », Forbes, 3 aout 
2017. Une partie des recettes tirees de la campagne WannaCry a egalement ete transferee par 
l’entremise de ShapeShift (Suisse). 



et contre des particuliers, les cyberacteurs de Republique populaire democratique de 
Coree se sont livres egalement au minage de cybermonnaies. Un Etat Membre a 
informe le Groupe qu’un service professionnel de l’armee de la Republique populaire 
democratique de Coree entreprenait des activites de minage de cybermonnaies. Dans 
un rapport en libre acces, il est fait etat d’une forte augmentation du minage des 
cybermonnaies Monero et Bitcoin en Republique populaire democratique de Coree, 
activite attribute aux elites et a d’autres groupes ayant acces a Internet dans ce pays 37 . 
Compte tenu de l’anonymat accru des cybermonnaies, une cybermonnaie qui vient 
d’etre minee peut servir a faciliter le contournement des sanctions. 

67. Le Groupe d’experts a egalement enquete sur des suspicions de cryptopiratage, 
a savoir l’utilisation de logiciels malveillants pour contaminer un ordinateur afin 
d’utiliser ses ressources de maniere illicite pour generer de la cybermonnaie. Un 
rapport cite un logiciel malveillant confu pour miner Monero et acheminer les 
cybermonnaies minees a des serveurs heberges par l’Universite Kim II Sung, a 
Pyongyang 38 . Selon un autre rapport, l’lnstitut de securite financiere de la Republique 
de Coree a attribue a des cyberpirates de la Republique populaire democratique de 
Coree un cyberpiratage semblable mene contre l’ordinateur d’une societe de 
Republique de Coree 39 . D’apres ce rapport, le logiciel malveillant aurait genere, au 
profit des cyberpirates qui l’ont deploye, l’equivalent en cybermonnaie Monero 
d’environ 25 000 dollars. Compte tenu de l’anonymat de plus en plus marque 
entourant Monero, il est difficile de determiner le montant total des revenus que la 
Republique populaire democratique de Coree peut tirer de ces attaques. Neanmoins, 
cet exemple de cryptopiratage laisse entrevoir les usages de plus en plus complexes 
que la Republique populaire democratique de Coree fait du cryptopiratage et sa 
volonte de recourir, au profit du regime, a des logiciels malveillants destines a generer 
des cybermonnaies au moyen du minage. 

68. Le Groupe d’experts prend note avec satisfaction des informations 
communiquees par les Etats Membres concernant les mesures qu’ils ont prises pour 
se premunir contre les attaques perpetrees par des cyberacteurs de la Republique 
populaire democratique de Coree (voir annexe 23). 

Societe de cybermonnaie adossee a des actifs utilisant la technologie de la 
chaine de blocs pour generer des recettes 

69. Enregistree a Hong Kong le 12 avril 2018, Marine Chain Platform Limited 40 
etait une plateforme de commerce de navires fondee sur la technologie de la chaine 
de blocs qui proposait l’acquisition partielle de navires en echange de jetons 
numeriques 41 . Selon un Etat Membre, Marine Chain entretenait des liens avec la 
Republique populaire democratique de Coree et au moins un de ses employes etait lie 
a des cyberacteurs de ce pays ayant extorque des bitcoins a des entreprises 
numeriques. Cet Etat Membre a ajoute que le capital initial de la societe provenait 
vraisemblablement de l’extorsion de cybermonnaies. Le Groupe d’experts a enquete 


Voir Priscilla Moriuchi, « North Korea’s ruling elite adapt Internet behavior to foreign scrutiny », 
Recorded Future, 25 avril 2018. 

Voir Chris Doman, « A North Korean Monero cryptocurrency miner », AlienVault, 8 janvier 
2018. 

Voir Sam Kim, « North Korean hackers hijack computers to mine cryptocurrencies », Bloomberg, 
l er janvier 2018. 

Marine Chain Platform Limited a cesse ses activites le 17 septembre 2018. On trouvera a 
l’annexe 24 des informations extraites du dossier de presentation a l’intention des investisseurs et 
d’autres documents de la societe exposant le plan d’affaires et les activites de celle-ci 
D’apres un Etat Membre, ce type d’achat et de vente de navires au moyen de jetons numeriques 
pourrait faciliter un degre d’anonymat dans la possession et la gestion des navires et permettre 
aux investisseurs de convertir leurs parts en d’autres instruments de cybermonnaie. 
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sur Marine Chain pour contournement des sanctions financieres et non-respect de 
l’interdiction de l’ouverture d’entites de cooperation faite au paragraphe 18 de la 
resolution 2375 (2017). 

70. II est ressorti de cette enquete que le capitaine Jonathan Foong Kah Keong 42 
etait officiellement le President-Directeur general de Marine Chain Platform Limited 
(n° 2679578 dans le Registre du commerce de Hong Kong), mais qu’en realite, Julien 
Kim en etait le proprietaire, l’unique investisseur et le Directeur general de fait et en 
dirigeait toutes les activites par les ordres qu’il donnait a Foong et a d’autres 
consultants. L’ensemble des documents et des communications emanant de Kim 
portait son nom d’emprunt, « Tony Walker », a l’exception d’une liste telephonique 
interne de la societe, sur laquelle « Julien Kim, egalement connu sous le nom de Tony 
Walker » etait decrit comme « le concepteur et le principal investisseur », et d’un 
contrat de consultant conclu entre Kim et Foong le 18 janvier 2018, lequel enongait 
les responsabilites qui incombaient au second en tant que representant exterieur et 
facilitateur du premier, notamment un certain nombre de taches liees a la creation de 
la societe, a l’ouverture d’un compte en banque et a la signature des documents 
officiels (voir annexes 25 a 28). 

71. S’agissant des operations financieres de la societe, Foong effectuait, au nom de 
Kim, de multiples transferts depuis le compte de Singclass etabli dans une institution 
financiere singapourienne. Foong a declare : « J’utilisais le compte de Singclass (ma 
propre entreprise, distincte de Marine Chain) pour effectuer certains des versements 
des que je recevais des fonds de Tony et des que celui-ci lui en donnait l’ordre. II 
procedait de la sorte car le compte de Singclass etait le seul compte libelle en dollars 
des Etats-Unis que j’avais ». Les versements effectues par Kim sur ce compte (dont 
les montants variaient de 30 000 a 150 000 dollars), passaient tous par des societes 
ecrans basees a Hong Kong, une societe differente etant utilisee pour chaque 
operation. Certains des versements faits par Foong par I ’intermediaire de Singclass 
International Pte Ltd paraissent suspects (annexe 29). On trouvera d’autres 
conclusions relatives a cette affaire a l’annexe 27. 

Recommandations 

72. Le Groupe d’experts recommande que le Conseil de securite souligne, dans 
l’enonce des futures mesures de sanction financiere, la gravite des cyberattaques 
que mene la Repubiique populaire democratique de Coree pour generer 
illegalement des recettes pour le pays, en contournant les dispositions des 
resolutions appiicables. 

73. Les Etats Membres devraient veiller a ce que leurs reglementations 
s’appiiquent egalement a la monnaie virtuelle ainsi qu’aux institutions 
financieres non bancaires et aux societes de services financiers, comme les 
plateformes d’echange de cybermonnaies. Ils devraient, le cas echeant, prendre 
des mesures reglementaires a l’egard des entites financieres, dont les services de 
cybermonnaie, pour promouvoir le renforcement de la securite sur Internet et 
reduire ainsi le risque de futures cyberattaques par des acteurs de la Repubiique 
populaire democratique de Coree. 


42 Foong mene des activites dans l’industrie maritime a Singapour depuis des decennies et sa societe, 
Singclass, a ete la societe de classification pour deux navires battant pavilion de la Repubiique 
populaire democratique de Coree, le Hung Tae 1 (n° OMI 8604541) et le Pyong Hua 
(n° OMI 8510518). Kim a contacte Foong pour la premiere fois en octobre 2017 et s’etait presente 
a lui comme un specialiste de la technologie de la chaine de blocs qui, selon Kim, « avait besoin 
de mes connaissances sur les questions de transport maritime pour garantir le succes de la 
start-up ». 
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74. Les Etats Membres devraient faire en sorte que leurs institutions 
financieres, notamment les banques et les plateformes d’echange de 
cybermonnaies, prennent, en toute independance, des mesures de protection 
contre les cyberactivites malveillantes de la Republique populaire democratique 
de Coree. Ces institutions devraient notamment echanger avec leurs homologues 
des informations relatives aux menaces dans ie cadre d’organisations telles que 
le Financial Services Information Sharing and Analysis Center, concevoir des 
systemes informatiques cloisonnes afin d’isoler toute attaque, garder 
regulierement des copies de sauvegarde de leurs donnees, organiser des sessions 
de formation aux methodes d’ingenierie sociale courantes, appliquer des 
politiques regissant l’echange d’informations et l’acces aux systemes et elaborer 
des plans de secours en cas d’attaque. 

75. Les Etats Membres devraient veiller a ce que les plateformes d’echange de 
cybermonnaies aient les memes obligations que les banques pour empecher le 
bianchiment de capitaux, notamment celles de surveiller les operations suspectes, 
de communiquer aux gouvernements des renseignements sur les comptes apres 
la survenance d’attaques, de geler les avoirs des entites visees par des sanctions 
se trouvant sous leur controle et de bloquer les operations dont elles soup^onnent 
qu’elles proviennent de comptes appartenant a des acteurs malveillants ou 
associes a de tels acteurs. 

76. Les Etats Membres devraient se doter de davantage de capacites pour 
promouvoir un echange rigoureux d’informations aux echelons tant national 
(dans le cadre d’une collaboration interinstitutions efficace) qu’internationai 
(initiatives d’echange d’informations et de collaboration en ce qui concerne les 
menaces pesant sur le secteur financier), afin de deceler et de dejouer les 
tentatives de la Republique populaire democratique de Coree d’employer ses 
cybercapacites pour contourner les sanctions. Les gouvernements devraient 
echanger les bonnes pratiques et les communiquer aux entites privees 
competentes. 


V. Activites recentes liees au programme nucleaire 
et au programme de missiles balistiques 

Programme nucleaire 

77. Le programme nucleaire de la Republique populaire democratique de Coree se 
poursuit malgre l’absence d’essais nucleaires et la fermeture du site d’essais de 
Punggye-ri. Aucun element indiquant que le reacteur de 5 WM (e) de Yongbyon etait 
en fonctionnement n’a ete observe durant la periode consideree. Bon nombre d’Etats 
Membres ont indique au Groupe d’experts qu’ils n’avaient pas pu determiner si les 
barres de combustible avaient ete deplacees vers l’usine de retraitement. Les travaux 
de construction du reacteur a eau legere se poursuivent. Une serie d’activites de 
dragage a ete observee le long du fleuve Kuryong. Une activite irreguliere a ete notee 
au laboratoire de radiochimie, laquelle pourrait etre liee a des travaux d’entretien, 
selon un Etat Membre. Un autre Etat Membre a estime que l’usine d’enrichissement 
d’uranium de Yongbyon etait encore operationnelle. 

78. Le premier Etat Membre a indique que le complexe de concentration d’uranium 
et les sites d’extraction d’uranium de Pyongsan fonctionnaient toujours. Le Groupe 
d’experts continue de surveiller les autres installations nucleaires. 

79. Le Groupe d’experts continue egalement de faire l’inventaire des articles 
indispensables dans l’industrie nucleaire (S/2019/171, par. 66) (voir annexe 31). 
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Renforcement du programme de missiles balistiques afin qu’il soit 
autonome et integre et qu’il puisse servir a des fins de dissuasion 

80. La nouvelle classe de missiles balistiques a courte portee 43 (S/2019/171, 
annexe 84.4) lances les 4 et 9 mai 2019 et les deux missiles lances le 24 juillet 2019 
et decrits par l’Agence centrale de presse coreenne comme un « nouveau type d’arme 
tactique guidee 44 », sont la preuve que la Republique populaire democratique de 
Coree est en mesure de maitriser les principaux aspects des systemes de missile 
balistique, notamment la production de propergol solide, la mobilite au moyen de 
l’utilisation de divers types de transporteurs-erecteurs-lanceurs et la capacite de 
percer des systemes de defense antimissile balistique 45 . En juin 2019, les Etats 
Membres ont declare au Groupe d’experts que, du fait du caractere global et autonome 
du programme integre de missiles balistiques de la Republique populaire 
democratique de Coree, les avancees realisees dans le domaine des missiles a courte 
portee contribuaient a accroitre 1 ’efficacite de 1’ensemble du programme. En depit des 
sanctions, la Republique populaire democratique de Coree est parvenue a maitriser 
l’ensemble de la chaine de production de missiles sur son propre territoire (annexe 
32, par. 4, et S/2019/171, annexe 84.5). Neanmoins, elle continue de mener a 
l’etranger des activites, notamment de vente, d’achat et de cooperation technique, en 
vue de promouvoir son programme de missiles balistiques et de generer des recedes 
(annexe 32, par. 6). 

81. La Republique populaire democratique de Coree ne cesse d’ameliorer les 
infrastructures souterraines dispersees liees a son programme de missiles balistiques, 
notamment le reseau ferroviaire dont depend ce programme (annexe 32, par. 5, et 
S/2019/171, annexe 84.3). 

Figure XIV 

Lancement d’un missile balistique a courte portee le 4 mai 2019 
depuis la peninsule de Hodo 46 



Certains experts ont estime que les projectiles lances les 4 et 9 mai 2019 etaient des « armes 
tactiques guidees » et non des missiles balistiques a courte portee, tout comme ceux lances le 
24 juillet 2019. 

Agence centrale de presse coreenne, 26 juillet 2019. 

Annexe 32, par. 1 a 3. Le nouveau sous-marin mentionne par l’Agence centrale de presse 
coreenne le 22 juillet pourrait etre une plateforme de tir de missiles mer-sol balistique. 

Site de tir d’un missile balistique a courte portee (39°24’32.25”N 127°31’53.63”E) le 4 mai 
2019 et trace de fumee aperque a 01:54:39 TU. 
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VI. Effets involontaires des sanctions 

82. Comme indique au paragraphe 25 de la resolution 2397 (2017), les mesures de 
sanction sont censees etre sans consequences humanitaires negatives pour la 
population civile de la Republique populaire democratique de Coree et ne pas nuire 
aux activites des organisations internationales et organisations non gouvernementales 
menant des programmes d’aide et de secours dans ce pays, dans l’interet de sa 
population. Dans le rapport de 2019 sur les besoins et les priorites de la Republique 
populaire democratique de Coree, le Coordonnateur resident des Nations Unies a 
declare : « des millions de personnes continuent de vivre dans une situation critique 
en Republique populaire democratique de Coree. Les personnes les plus vulnerables 
du pays souffrent d’insecurite alimentaire, de denutrition et d’un manque d’acces aux 
services de base. De ce fait, environ 10,9 millions de personnes continuent d’avoir 
besoin d’assistance humanitaire pour satisfaire leurs besoins alimentaires, 
nutritionnels et sanitaires, ainsi que leurs besoins en matiere d’acces a l’eau et aux 
services d’assainissement et d’hygiene » 47 . Le Groupe d’experts est conscient que les 
sanctions de l’ONU ont des consequences humanitaires negatives (pour ce qui est de 
l’acces des groupes vulnerables aux soins de sante, a l’eau et aux services 
d’assainissement et de nutrition). 

83. Dans son precedent rapport final, le Groupe d’experts a enonce six sujets de 
preoccupation qui lui avaient ete communiques par les entites des Nations Unies et 
les organisations humanitaires et qui resultaient des effets involontaires qu’avaient 
les sanctions sur les activites humanitaires que celles-ci menaient en Republique 
populaire democratique de Coree (S/2019/171, par. 176). Les deux principaux etaient 
les retards dans la reception des derogations et l’effondrement des circuits bancaires. 
Le 6 aout 2018, le Comite a adopte la notice n° 7 d’aide a l’application : orientations 
relatives a l’obtention de derogations aux fins de l’acheminement de l’aide 
humanitaire en Republique populaire democratique de Coree 48 . Si le delai moyen 
entre la reception et l’approbation des demandes de derogation s’est considerablement 
reduit 49 , aucun circuit bancaire n’a ete retabli. Cette situation, de meme que la pratique 
des institutions financieres consistant a rejeter toutes les operations liees a des 
juridictions a haut risque, continue d’entraver l’execution des programmes des 
organismes des Nations Unies et des organisations humanitaires, ce qui a des 
consequences negatives pour la population civile de la Republique populaire 
democratique de Coree. 

Recommandation 

84. Le Groupe d’experts recommande que les organismes competents des 
Nations Unies informent le Comite deux fois par an des effets negatifs 
involontaires qu’ont les sanctions sur la population civile de la Republique 
populaire democratique de Coree et sur les activites qu’ils menent dans ce pays. 


47 Voir 2019 DPR Korea Needs and Priorities, rapport du Coordonnateur resident des Nations 
Unies pour la Republique populaire democratique de Coree (mars 2019). 

48 Disponible a l’adresse suivante : www.un.org/securitycouncil/sites/www.un.org.securitycouncil/ 
files/1718_implementation_assistance_notice_7.pdf. 

49 Entre le mois de fevrier 2019 et le moment de l’etablissement du present rapport, le Comite a 
approuve 16 derogations. Les informations concernant les derogations approuvees par le Comite 
sont publiees sur le site Web du Conseil de securite, a l’adresse suivante : www.un.org/ 
securitycouncil/fr/sanctions/1718/exemptions-measures/humanitarian-exemption-requests. 
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VII. Rapports des Etats Membres 

85. On trouvera a l’annexe 33 des statistiques sur les recents rapports presentes par 
les Etats Membres sur l’application des resolutions sur la question. Le Groupe 
d’experts note que les Etats Membres doivent accroitre systematiquement la quantite 
et la qualite de leurs rapports. II rappelle egalement la date limite imposee a tous les 
Etats Membres pour la presentation de rapports a mi-parcours sur le rapatriement de 
travailleurs de la Republique populaire democratique de Coree en application des 
dispositions du paragraphe 8 de la resolution 2397 (2017). Par ailleurs, compte tenu 
de la qualite inegale des 37 rapports a mi-parcours qui ont ete regus, le Groupe 
d’experts souligne qu’il importe que les Etats Membres y fassent figurer tous les 
details pertinents. 


VIII. Recommandations 

1. Les Etats Membres devraient signaler au Comite tout transbordement dont 
ils ont connaissance, conformement aux resolutions applicables. 

2. Les Etats Membres devraient encourager les echanges d’informations entre 
les negociants en produits de base, les proprietaires et exploitants de flottes de 
petroliers et les assureurs de navires afin d’etre en mesure de verifier la 
destination reelle des navires et d’empecher la manipulation des transmissions 
des systemes d’identification automatique a des fins de dissimulation. 

3. Le Groupe d’experts recommande que le Comite 1718 designe les navires 
ci-apres pour avoir procede a des transbordements illicites de produits petroliers 
en violation des dispositions du paragraphe 5 de la resolution 2397 (2017) : 

a) Le Un Pha 2 (n° OMI 8966535), battant pavilion de la Republique 
populaire democratique de Coree, pour avoir effectue un transbordement avec 
un petrolier non identifie le 27 mars 2019 ; 

b) Le Mu Bong 1 (n° OMI 8610461), battant pavilion de la Republique 
populaire democratique de Coree, pour avoir effectue un transbordement avec 
un petrolier non identifie le 15 avril 2019. 

4. Etant donne que les navires de la Republique populaire democratique de 
Coree se servent de chaiands pour eviter d’entrer dans les ports, les autorites 
portuaires devraient en renforcer l’inspection en verifiant leurs documents de 
bord, y compris les certificats d’origine, manifestes et connaissements, et saisir, 
inspecter et confisquer tout batiment dont elles soupgonneraient qu’il transporte 
des articles interdits. 

5. Le Groupe d’experts recommande que le Comite 1718 designe les navires 
de la Republique populaire democratique de Coree ci-apres pour avoir viole les 
dispositions du paragraphe 8 de la resolution 2371 (2017) : 

a) Le Paek Yang San (n° OMI 9020534), pour avoir procede a un 
transbordement le 5 septembre 2018 ; 

b) Le Ka Rim Chon (n° OMI 8314811), pour avoir procede a un 
transbordement le 21 septembre 2018 ; 

c) Le Pho Phyong (n° OMI 8417962), pour avoir procede a un 
transbordement le 24 octobre 2018 ; 

d) Le Tae Yang (n° OMI 8306929), pour avoir procede a un 
transbordement le 25 octobre 2018. 


19-1321] 


35/144 



S/2019/691 


6. Le Groupe d’experts recommande que le Comite designe Kim Chung Son, 
le capitaine du Wise Honest, la Korea Songi Shipping Company (n° OM1 
5607043), sa proprietaire, et la Korea Songi General Trading Corporation, pour 
avoir pris part a des violations des sanctions. 

7. Les Etats Membres devraient renforcer, au moyen des donnees anterieures 
dont ils disposent et de donnees biometriques, la surveillance des allees et venues 
sur leur territoire de personnes ayant ete employees par des entites designees. 

8. Le Groupe d’experts recommande que le Conseil de securite souligne, dans 
l’enonce des futures mesures de sanction financiere, la gravite des cyberattaques 
que mene la Republique populaire democratique de Coree afin de generer 
illegalement des recettes pour le pays en contournant les dispositions des resolutions 
applicables. 

9. Les Etats Membres devraient veiller a ce que leurs reglementations 
s’appliquent a la monnaie virtuelle ainsi qu’aux institutions financieres non 
bancaires et aux societes de services financiers, dont les plateformes d’echange 
de cybermonnaies. Ils devraient, le cas echeant, prendre des mesures 
reglementaires a l’egard des entites financieres, y compris les services de 
cybermonnaie, pour promouvoir le renforcement de la securite sur Internet et 
reduire ainsi le risque de futures cyberattaques par des acteurs de la Republique 
populaire democratique de Coree. 

10. Les Etats Membres devraient veiller a ce que leurs institutions financieres, 
notamment les banques et les plateformes d’echange de cybermonnaies, prennent, 
en toute independance, des mesures de protection contre les cyberactivites 
malveillantes de la Republique populaire democratique de Coree. Ces institutions 
devraient notamment echanger avec leurs homologues des informations sur les 
menaces dans le cadre d’organisations telles que le Financial Services Information 
Sharing and Analysis Center, concevoir des systemes informatiques cloisonnes afin 
d’isoler toute attaque, garder regulierement des copies de sauvegarde de leurs 
donnees, organiser des sessions de formation aux methodes d’ingenierie sociale 
courantes, appliquer des politiques regissant l’echange d’informations et Faeces 
aux systemes et elaborer des plans de secours en cas d’attaque. 

11. Les Etats Membres devraient faire en sorte que les plateformes d’echange 
de cybermonnaies aient les memes obligations que les banques en matiere de lutte 
contre le blanchiment de capitaux, notamment celles de surveiller les operations 
suspectes, de communiquer aux gouvernements des renseignements sur les 
comptes apres la survenance d’attaques, de geler les avoirs des entites visees par 
des sanctions se trouvant sous leur controle et de bloquer les operations dont elles 
soup?onnent qu’elles proviennent de comptes appartenant a des acteurs 
malveillants ou associes a de tels acteurs. 

12. Les Etats Membres devraient renforcer leurs capacites d’encourager un 
echange rigoureux d’informations aux echelons tant national (dans le cadre 
d’une collaboration interinstitutions efficace) qu’international (initiatives 
d’echange d’informations et de collaboration en ce qui concerne les menaces 
pesant sur le secteur financier), afin de deceler et de dejouer les tentatives de la 
Republique populaire democratique de Coree d’employer ses cybercapacites 
pour contourner les sanctions. Les gouvernements devraient echanger les bonnes 
pratiques et les transmettre aux entites privees competentes. 

13. Le Groupe d’experts recommande que les organismes competents des 
Nations Unies informent le Comite deux fois par an des effets negatifs 
involontaires qu’ont les sanctions sur la population civile de la Republique 
populaire democratique de Coree et sur les activites qu’ils menent dans ce pays. 
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Annex 1: United States submission to the 1718 Committee of 11 June 2019 


June 11. 2019 


Dear Ambassador Christoph Heus gen. 

On behalf of Australia. Austria. Belgium. Canada, the Czech Republic. 
Dominican Republic. France. Germany. Hungary. Italy. Japan. Latvia. Lithuania. 
Republic of Malta. Marshall Islands. Federated States of Micronesia. Kingdom of the 
Netherlands. New Zealand. Poland. Peru. Spain. Slovak Republic. Ukraine, and the 
United States. I have the honor to submit to the 1718 Committee a request for the 
Committee Secretary to take the actions described in paragraph 5 of UNSCR 2397 
because the DPRK has breached the 2019 annual cap for refined petroleum products. 
Attached, please find a report detailing observations of illicit North Korean refined 
petroleum imports When these observed illicit refined petroleum imports and the 
reported imports are combined, the aggregate amount of refined petroleum imported into 
the DPRK is in excess of the 500.000 refined petroleum cap set in UNSCR 2397. 
Specifically, we request the 1718 Committee Secretary take the following actions: 

• We request the 1718 Committee Secretary issue a public note verbale to all UN 
Member States, and for the Chair to issue a Committee press release to inform the 
general public that the DPRK has breached the UNSCR 2397 OP5 refined 
petroleum product quota for 2019 mid order an immediate halt to all transfers of 
refined petroleum products to the DPRK until the end of the year. 

• We further request the 1718 Committee Secretary update the website to include 
the illicit refined petroleum imports and show that die 2019 quota has been 
breached. 

• We further request the 1718 Committee to include in this note verbale and press 
release a call on all member states to immediately exercise enhanced vigilance 
against die DPRK anempting to procure additional refined petroleum products 
and to prevent illicit ship-to-ship transfers of refined petroleum products to 
vessels owned, controlled, or acting on behalf of or working m cooperation with 
the DPRK 

We request the Chair circulate our report to the 1718 Committee and our 
proposals for Committee action by today. June 11, 2018 under the regular 5-day NOP 
process. We thank you in advance for your assistance 


Sincerely. 




Philipp Charwath 
Minister Plenipotentiary 

Depot.’ Permanent Representative 


David Yardlcy 
Political Coordinator 


Permanent Mission of Australia to the United Nations Permanent Mission of Austria to the United Nations 
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Permanent Mission of Belgium to the United Nations Permanent Mission of Panada in the t Inited Nations 


Ham Stolina 
1“ Committee Expert 

Permanent Mission of the Czech Republic 
to the United Nations 



Jos6 Singer 

Special Envoy of the Dominican Republic 
to the Security Council 

Permanent Mission of the Dominican Republic 
to the United Nations 



Antoine Michon 
Minister Counsellor 

Permanent Mission of France to the United Nations 

Mr. Zoltan Varga 

Minister Plenipotentiary 

Deputy Permanent Representative 

Permanent Mission of Hungary to the United Nations 


Kosuke Amiya ' 

Counsellor' Alternate Political Coordinator 
Permanent Mission of Japan to the United Nations 


Christoph Heusgen 
Permanent Representative 
Permanent Mission of the Federal Republic 
of Germany to the United Nations 


PcrnSHent Mission of Italy to United Nations 




Agnese Vilde 

Deputy Permanent Representative 
Permanent Mission of the Republic of Latvia 
to the United Nations 
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Permanent Mission of Lithuania to the United Nations 


RE. Ms. Amatlain E. Kabua 
Ambassador & Permanent Representative of the 
Republic of the Marshall Islands to the United Nations 
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REPORT TO THE IN 1~18 COMMITTEE: 

NORTH KOREA'S BREACH OF THE UNSCR 239' REFINED PETROLEUM CAP 

(UNCLASSIFIED) The United States and its partners remain gravely concerned about the 
degree of UN Security Council resolution (UNSCR) violations that are occurring in relation to 
North Korea's (DPRK) import of refined petroleum products. UNSCR 2397 operative paragraph 
5 restricts the DPRK to 500.000 barrels of refined petroleum imports per year subject to a 
mandatory reporting requirement. Any Member State supplying, selling, or transferring refined 
petroleum volumes to the DPRK is required to submit reports to the UNSC 1718 Committee 
informing it of these transfers within 30 days of the transfer m order to allow the Committee to 
maintain an accurate accounting of the DPRK s imports. 

(UNCLASSIFIED) UNSCR 2375 operative paragraph 11 requires that UN Member States 
prohibit their nationals, entities and individuals subject to their jurisdiction, and their flag vessels 
from engaging in ship-to-ship (STS) transfers of goods or items being transferred to or from the 
DPRK with DPRK-flagged vessels. Nevertheless, the DPRK continues to conduct STS transfers 
as its primary means of importing refined petroleum. This report finds that the DPRK has 
exceeded the UNSCR 2397 500,000 barrel quota for 2019. 

(UNCLASSIFIED) As STS transfers to DPRK-flagged vessels are explicitly prohibited by 
UNSCR 2375. the peipetrators involved m supplying refined petroleum products to DPRK- 
flagged tankers fail to report these volumes to the relevant UN Member State to avoid self- 
incrimination. Separately, there are observed deliveries occurring in select cases from non 
DPRK-flagged tankers. These deliveries are made by vessels likely under the control of the 
DPRK and whose associated volumes are not reported to the UN 1718 Committee by any 
Member State These vessels include the NEW REGENT (IMO 8312497). the SEN LIN 01 
(IMO 8910378). and the VIET TIN 01 (IMO 8508838) - see Table 1 The cumulative effect of 
these deliveries is that the UN 1718 Committee's official accounting of the DPRK's imports 
vastly underrepresents the volume of refined petroleum products that actually enter the DPRK 
via its fleet of oil tankers and other associated vessels. UNSCR 2397 's provision limiting the 
DPRK s ability to import refined petroleum products is intended to tighten sanctions in response 
to the DPRK's development of nuclear weapons and ballistic missiles that threaten international 
peace and security and are prohibited by numerous UNSCRs. The restriction on the DPRK's 
refined petroleum imports is critical to maintaining pressure on the DPRK. including those 
parties responsible for its WMD program, to achieve the final, fully verified denuclearization of 
the DPRK. As long as the DPRK continues to import refined petroleum products with no 
accountability at the UN, UNSCR 2397 operative paragraph 5 does not have its intended effect. 

(UNCLASSIFIED) In order to ensure the full and effective implementation of UNSCR 2397. 
there must be an established methodology to evaluate the volume of illicit refined petroleum 
products that enter the DPRK as a result of its UN-prohibited STS transfers with DPRK-flagged 
vessels or deliveries by non DPRK-flagged tankers that Member States fail to report to the UN 
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1718 Committee. As stated, the responsible Member States supplying this refined petroleum to 
DPRK-flagged tankers and vessels working on behalf of the DPRK via STS transfers are failing 
to report these volumes to the 1718 Committee, so an alternative methodology must be 
established UN Member States now have one full calendar year of evidence that these volumes 
are not integrated into the 1718 Committee's official accounting of the DPRKs refined 
petroleum product import volumes. 

(UNCLASSIFIED) This report seeks to once again establish the best possible methodology for 
an official accounting of the DPRK s refined product imports procured via illicit STS transfers 
with DPRK-flagged vessels and other delivery volumes that are not reported to the UN 1718 
Committee. The DPRK imports refined petroleum products primarily via STS transfers. The 
DPRK operates a fleet of oil tankers capable of carrying and transiting petroleum and engaging 
in STS transfers. This tanker fleet is identified in a series of U.S. government maritime 
advisories released by the Departments of State and Treasury, and the U.S. Coast Guard These 
tankers are constantly in transit seeking counterparties with which to conduct STS transfers m 
order to procure refined products to deliver to the DPRK. These tachcs and patterns of behavior 
are well documented in the aforementioned U S government advisories. 

(UNCLASSIFIED) Following the procurement of refined petroleum products via STS transfer, 
DPRK-flagged tankers and tankers working on behalf of the DPRK return to ports located m the 
DPRK that are equipped with oil unloading infrastructure in order to lift the refined petroleum 
products from the tankers so that they can enter circulation into the DPRK for consumption The 
Nampo port in the Taedong River is the primary port used for tanker deliveries as it is outfitted 
with the necessary tanker unloading infrastrucmre. maintains substantial refined petroleum 
product storage facilities, and is serviced by rail lines that enable the transit of refined petroleum 
products to petroleum demand centers throughout the DPRK. It can be confidently assessed that 
this infrastrucmre. and the tankers utilizing it, carry only refined petroleum products given that 
any contamination of petroleum poses significant risk of damage to end use equipment of 
petroleum such as vehicles, electricity generators, and other machinery. As a result, this 
infrastructure is not utilized to transit other substances as it would pose a significant risk of 
contamination The United States provided images of this infrastructure to the 1718 Comminee 
and Panel of Experts on September 17, 2018 as part of a previous report on this matter. Those 
images are being resubmitted to accompany this report. 

• The first image (Report Image 1) shows an overhead view of die Nampo port, the 
DPRK’s largest marine import terminal, and die associated onshore refined petroleum 
product storage infrastructure. In the image. Nampo’s offloading infrastructure can be 
seen clearly. On the right side of the image, a DPRK-flagged tanker can be seen 
anchored at Nampo s offloading buoy that connects to subsea pipelines to bring the 
refined petroleum products from tankers into Nampo's storage infrastructure prior to 
distribution. On the left side of the image. Nampo's piers can be seen where tankers also 
have the ability to unload directly into onshore pipelines feeding additional storage 
facilines for refined petroleum products. 
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• The second image (Report Image 2) shows the DPRK-flagged M/T YU JONG 2 
anchored at an offloading buoy at the Nampo petroleum products storage west port 
facility in the Taedong River on July 21. 2018 in the process of delivering refined 
petroleum products procured via illicit STS transfer 

• The third image (Report Image 3) shows the DPRK-flagged M/T AN SAN 1 anchored at 
an offloading buoy at the Nampo petroleum products storage west port facility in the 
Taedong River on August 17, 2018 in the process of delivering refined petroleum 
products procured via illicit STS transfer. 

• As with all STS transfers, the YU JONG 2 and AN SAN 1 shipments were not reported 
to the 1718 Committee as UNSCR 2397 requires. 

(UNCLASSIFIED) This report submits additional imagery and data that thoroughly document 
the activities of the DPRK-flagged tanker fleet and tankers working on behalf of the DPRK in 
their pattern of sailing from the DPRK's territorial sea to areas of commercial vessel traffic to 
conduct STS transfers, and subsequently delivering the illicitly procured refined petroleum 
products to DPRK ports to unload. These images and maps demonstrating DPRK-flagged tanker 
movements clearly establish that the DPRK is undertaking these activities on a vast basis. 

(UNCLASSIFIED) The United States and Japan have documented at least eight instances of STS 
transfers this year in which DPRK-flagged tankers received refined petroleum products from 
feeder tankers that have not been reported to the 1718 Committee for its official accounting of 
the DPRK’s imports Each of these STS transfers is described below 

1 (UNCLASSIFIED) On 2 January 2019 the North Korean-flagged tanker JI SONG 6 
(TMO: 8898740) was observed moored alongside Sierra Leone-flagged TIANYOU 
(IMO: 8817007) in the Korea Bay (38-27N 124-22E) to conduct an STS transfer (Report 
Images 4-5). Following the STS transfer, the JI SONG 6 returned to Nampo for delivery; 
its transit path is demonstrated on the map in Report Image 4. On 7 January 2019, JI 
SONG 6 returned to Nampo and unloaded its refined product cargo. 

2. (UNCLASSIFIED) On 18 January 2019. the North Korean-flagged tanker AN SAN 1 
(IMO; 7303803) was observed moored alongside an unidentified tanker of unknown 
nationality conducting an STS transfer of refined petroleum products (Report Images 6- 
7). On 11 February 2019, AN SAN 1 was observed at the Nampo offloading buoy 
discharging its refined product cargo into Nampo's storage facilities (Report Image 8). 

3. (UNCLASSIFIED) On 24 January 2019. the North Korean-flagged tanker KUM JIN 
GANG 2 (IMO; 8708684) was observed moored alongside Cook Islands-flagged HONG 
MAN (IMO: 9170949) m the East China Sea conducting an STS transfer (Report Images 
9-11). Following the STS transfer, the KUM JIN GANG 2 returned to for Nampo for 
delivery; its overall transit path is demonstrated on the map in Report Image 9. On 13 
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February 2019. KUM JIN GANG 2 was observed at the Nampo Buoy discharging refined 
petroleum (Report Image 12). 

4. (UNCLASSIFIED) On 2 March 2019. the North Korean-flagged tanker SAEBYOL 
(IMO: 8916293) was observed moored alongside an unidentified tanker of unknown 
nationality conducting an STS transfer of refined petroleum products (Report Image 13). 
Following the STS transfer, the SAEBYOL returned to Nampo for delivery. On 8 March 
2019. SAEBYOL was observed at the Nampo offloading buoy to lift its refined product 
cargo into Nampo's storage facilities (Report Image 14). 

5. (UNCLASSIFIED) On 20 March 2019. the North Korean-flagged tanker YU SON (IMO: 
8691702) was observed moored alongside an unidentified tanker of unknown nationality 
conducting an STS transfer of refined petroleum products (Report Images 15-17). 
Following the STS transfer, the YU SON returned to Nampo for delivery of its refined 
product cargo by 29 March (Report Image 18). 

6. (UNCLASSIFIED) On 27 March 2019. North Korean-flagged UN PHA 2 (aka KUM 
GANG 3, IMO: 8660313) was observed moored alongside an unidentified tanker at 
coordinates 43-02N 131-54E conducting an STS transfer of refined petroleum products 
(Report Images 19-20). Following the STS transfer, the UN PHA 2 returned to Wonsau 
for delivery: its overall transit path is demonstrated on the map in Report Image 19. On 2 
April 2019, KUM JIN GANG 2 was observed anchored at the Wonsan port to deliver its 
refined petroleum cargo (Report Image 21). 

7 (UNCLASSIFIED) On 31 March 2019. North Korean-flagged CHON MA SAN (IMO 
8660313) was observed moored alongside Sierra Leone-flagged TIANYOU (IMO: 
8817007) in the Korea Bay (38-28N 124-24E) conducting an STS transfer of refined 
petroleum products (Report Images 22-23). Following the STS transfer, the CHON MA 
SAN returned to Nampo for delivery: its transit path is demonstrated on the map in 
Report Image 22. On 3 April 2019. North Korean-flagged CHON MA SAN was 
observed at a pier in Nampo discharging its refined petroleum cargo (Report Image 24). 

8. (UNCLASSIFIED) On 15 April 2019. North Korean-flagged MU BONG 1 (IMO: 
8610461) was observed moored alongside an unidentified tanker in the Korea Bay (38- 
19N 124-19E) conducting an STS transfer of refined petroleum products (Report Images 
25-26) Following the STS transfer, the MU BONG 1 returned to Nampo for delivery: its 
transit path is demonstrated on the map in Report Image 25. On 23 April 2019. North 
Korean-flagged MU BONG 1 w as anchored m Nampo waiting to discharge its refined 
petroleum cargo (Report Image 27). 

9 (UNCLASSIFIED) The DPRK also continues to evolve its tactics in order to maintain a 
consistent flow of illicit volumes of refined petroleum products into its ports Report 
Image 28 depicts the formerly Panama-flagged and UN-sanctioned STS feeder vessel 
NEW REGENT (IMO 8312497: imagery- of NEW REGENT - KUM UN SAN 3 STS 
transfer on June 7, 2018 previously shared with the Panel of Experts and 1718 
Committee) docked in Nampo. As of April 23. the vessel delivered petroleum to Nampo 
on two occasions (March 28 and April 10) as listed in Table 1. The addition of the tanker 



NEW REGENT to the DPRK's fleet indicates its continued efforts to maintain a network 
of feeder vessels under its control and which it uses to interact with DPRK-flagged or 
controlled tankers until action is taken by die UN 1718 Committee. Its designation for a 
global port entry ban likely resulted in its conversion from a feeder vessel to a delivery 

(UNCLASSIFIED) As each of these STS transfers and deliveries of refined petroleum products 
into DPRK ports make clear, the DPRK continues to utilize illicit methods to procure volumes as 
it did in 2017 and 2018. Given that these import volumes remain unreported, it is necessary to 
account for dtese volumes in order to ensure that UNSCR 2397'$ import quota is properly 
implemented. 

(UNCLASSIFIED) This report cannot provide an exact figure for each delivery, as that 
information is not readily available to any UN Member State other than DPRK. but instead seeks 
to establish three scenarios that track the degree to which a given tanker unloading refined 
petroleum into the DPRK is laden - one third laden (33 percent full), half laden (50 percent full), 
or completely laden (90 percent full). Given the relative scarcity of refined products in the 
DPRK. it is highly unlikely that every tanker deployed m search of fuel via STS transfer would 
return to DPRK ports with less than one third of its cargo capacity filled The expenditure of 
resources and fuel consumption by the tanker itself during these journeys would not be justified 
if the tanker in question failed to fill above one third of its cargo capacity. Therefore, a one third 
laden scenario is employed as the floor baselme for this report. 

(UNCLASSIFIED) Each of the above listed cases of documented STS transfers and subsequent 
delivery are assigned three values based on the capacity of the tanker involved. In addition to 
these nine cases, the United States has information indicating that an additional 70 instances of 
DPRK-flagged and controlled tanker deliveries were detected between the January 1. 2019 and 
April 23.2019 period. Similarly, each of these deliveries is assigned three values for each of the 


(UNCLASSIFIED) Table 1 below documents each of these 70 deliveries and provides ; 
associated volume for each of the three scenarios. 
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Table 1: 2019 DPRK and Other Tanker Deliveries and Associated Volumes (in barrels) 

Port 

Ship Name 

.Arrival 

Date 

Weight 

Volume if 
33% 
Laden 

Volume if 
50% 

Delivery 
Volume if 
90% Laden 

Nampo 

Sen Lin 01 

l-Jan-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nampo 

Mu Bong 1 (Rvong Bong 
J) 

4-Jan-19 

1.998 00 

659 00 

999 00 

1.798.20 

Namoo 

Ji Song 6 

7-Jan-19 

1.250.00 

413.00 

62500 

1.125.00 

Nampo 

Chong Rvong San 

S-Jan-19 

1,665.00 

549.00 

832.50 

1,498.50 

Nampo 

Yu Phvoug 5 

8-Jan-19 

1.966.00 

649.00 

983.00 

1.769.40 

Xa«po 

Kum Jin Gang 2 

ll-Jau-19 

2.100.00 

693.00 

1.050 00 

1.890 00 

Nampo 

Ji Song 6 

12-Jan-19 

1.250.00 

41300 

62500 

1.125.00 

Nainpo 

SenLmOl 

12-Jan-19 

1.159.00 

382.00 

579.50 

1.043.10 


Chong Rvong San 

14-Jan-19 

1.665.00 

549.00 

832.50 

1.498.50 

Nainpo 

Sam Jong 2 

14-Jan-19 

2.507.00 

827.00 

1.253.50 

2.256.30 

Najin 

Song Won 

16-Jan-19 

2,101.00 

693.00 

1,050.50 

1,890.90 

Nainpo 

Nam San 8 

17-Jan-19 

3,150.00 

1.040.00 

1,575.00 

2,835.00 

Nampo 

Sen Lin 01 

18-Jan-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nampo 

Rve Song Gang 1 

19-Jan-19 

3.003.00 

991 00 

1.501 50 

2.702.70 

Nampo 

Kum Un San 

19-Jan-19 

2,070.00 

683.00 

1.035.00 

1,863.00 

Nampo 

Pu Rvong (Kum Un San 

3) 

22-Jan-19 

3.279.00 

1.082.00 

1.639.50 

2,951.10 

Nampo 

Chon Ma San 

23-Jan-19 

3.565.00 

1.176.00 

1.782.50 

3.208.50 

Nampo 

An San 1 

23-Jan-19 

3.003.00 

991 00 

1.SOI 50 

2,702.70 

Nampo 

Mu Bong 1 (Rvong Bong 
J) 

23-Jan-19 

1.998.00 

659.00 

999.00 

1.798.20 

Nampo 

Mvong Rvu 1 

24-Jan-19 

817.00 

270.00 

408.50 

735.30 

Nampo 

Rye Song Gang 1 

25-Jan-19 

3.003.00 

991.00 

1.501.50 

2.702.70 

Songnini 

Yu Phyong 5 

26-Jan-I9 
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1,966.00 

649 00 

98300 

1,769.40 

Nampo 

Chong Ryong San 

28-Jan-19 

1.665 00 

549.00 

832.50 

1.498.50 

Sonemm 

Yu Pliyong 5 

30-Jan-19 

1,966.00 

649 00 

98300 

1.769 40 

Nampo 

Yu Son 

4-Feb-19 

3.398.00 

1.121.00 

1.699.00 

3.058.20 

Namoo 

Kum Jin Gang 2 

4-Feb-19 

2.100.00 

693.00 

1.050.00 

1.890.00 

Nampo 

Pu Rvong (Kum Un San 

3) 

S-Feb-19 

3,279.00 

1.082 00 

1.639.50 

2.951.10 

Najin 

Song Won 

S-Feb-19 

2,101.00 

693.00 

1.0S0.S0 

1,890.90 

Chong) in 

Nam San 8 

6-Feb-19 

3.150.00 

1.040.00 

1,575.00 

2.835.00 

Na,m 

Kum Un San 

7-Feb-19 

2.070.00 

683.00 

1.035.00 

1.863.00 


Saebyol 

9-Feb-19 

1,150.00 

380.00 

575.00 

1.035.00 

Nampo 

Sen Lin 01 

22-Feb-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nampo 

Myong Ryu 1 

2S-Feb-19 

817.00 

270.00 

408.50 

735.30 

Nampo 

VielTinOl 

25-Feb-19 

5.453.00 

1.799.49 

2.726.50 

4.907.70 

Nampo 

Yu Phyong5 

4-Mai-19 

1,966.00 

649 00 

98300 

1.769 40 


Sen Lin 01 

6-Mar-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nampo 

Saebvol 

8-Mai-19 

1.150.00 

380.00 

575.00 

1.035.00 

Nampo 

Kum Jin Gang 2 

10-Mar-19 

2.100.00 

693.00 

1.050.00 

1.890 00 

Nampo 

Myong Ryu 1 

ll-Mar-19 

817.00 

270.00 

408.50 

735.30 

Nampo 

Sen Lin 01 

1 l-Mar-19 

1,159.00 

382.00 

579.50 

1,043.10 

Nampo 

Yu Phyong 5 

12-Mar-19 

1.966.00 

649.00 

983.00 

1.769.40 

Nampo 

Chon Ma San 

16-Mar-19 

3,565.00 

1.176.00 

1.782.50 

3.208.50 

Nampo 

Mu Bong 1 (Ryong Bong 

D 

19-Mar-19 

1,998 00 

659.00 

999 00 

1,798.20 

Chong) in 

An San 1 

20-Mar-19 

3.003.00 

991.00 

1.501.50 

2,702.70 

Nampo 

Nam San 8 

22-Mar-19 

3.150.00 

1.040.00 

1.575.00 

2.835.00 

Nampo 

Sam Jong 2 

22-Mar-19 

2.507.00 

827.00 

1.253.SO 

2.256.30 

Nampo 

Chong Ryong San 

23-Mar-19 
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1,665.00 

549.00 

832.50 

1,498.50 

Xampo 

Son Lin 01 

23-Mar-19 

1.159.00 

382.00 

579.50 

1.043.10 

Chong] in 

Kum Jm Gang 3 (aka 

Wan Heng 11) 

2S-Mar-19 

4,983.00 

1,644.00 

2,491.50 

4,484.70 

Chonsun 

Kum Jin Gang 3 (aka 

Wan Heng 11) 

27-Mar-19 

4.983.00 

1.644.00 

2.491.50 

4.484.70 

Namoo 

Xew Regent 

28-Mar-19 

4.999.00 

1.649.67 

2.499.50 

4.499.10 

Namoo 

Yu Son 

29-Mar-19 

3.398.00 

1.121.00 

1.699 00 

3.058.20 

Xampo 

Kum Jin Gang 2 

29-Mar-19 

2,100.00 

693.00 

1,050.00 

1,890.00 

Wonsan 

UnPha 2 

2-Apr-19 

1.205.00 

398.00 

602.50 

1,084.50 

Xampo 

Mvong Ryu 1 

3-Apr-19 

817.00 

270.00 

408.50 

735.30 

Xampo 

Chon Ma San 

3-Apr-19 

3.565.00 

1,176.00 

1.782.50 

3,208.50 

Xampo 

Kum Un San 

3-Apr-19 

2,070.00 

683.00 

1,035.00 

1.863.00 

Xampo 

Sen Lin 01 

6-Apr-19 

1.159.00 

382.00 

579.50 

1.043.10 

Xampo 

Saebyol 

8-Apr-19 

1.150.00 

380.00 

575.00 

1.035.00 

Xampo 

Sam Jong 1 

8-Apr-19 

1.665.00 

549.45 

832.50 

1.498 50 


Chon Ma San 

8-Apr-19 

3.565.00 

1.176.00 

1.782.50 

3.208.50 

Xampo 

Xew Regent 

10-Apr-19 

4.999.00 

1.649.67 

2.499.50 

4.499.10 

Xampo 

Pu Rvong (Kum Un San 

3) 

10-Apr-19 

3.279.00 

1.082 00 

1.639 50 

2.951.10 

Chongj in 

Sam Jong 2 

11-Apr-19 

2.S07.00 

827.00 

1.253.50 

2,256.30 

Chong] in 

Nam San S 

17-Apr-19 

3.150.00 

1.040.00 

1,575.00 

2,835.00 

Xampo 

Sen Lin 01 

17-Apr-19 

1.159.00 

382.00 

579.50 

1.043.10 

Xampo 

Mu Bong 1 (Ryong Bong 

1) 

18-Apr-19 

1.998.00 

659.00 

999 00 

1.798.20 

Xampo 

Kum Jm Gang 3 (aka 

Wan Heng 11) 

18-Apr-19 

4.983 00 

1.644 00 

2.491.50 

4,484.70 

Xampo 

Chong Ryong San 

19-Apr-19 

1.665.00 

549.00 

832.50 

1.498.50 

Xampo 

Sen Lin 01 

23-Apr-19 

1.159.00 

382.00 

579.50 

1.043.10 
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(UNCLASSIFIED) In the scenario in which all of the 70 deliveries included fully laden tankers, 
the DPRK has more than doubled the UNSCR 2397 import quota as of April 23 with 1.093 
million barrels of imports. If all the DPRK deliveries included only half-laden tankers - a rather 
unlikely scenario - the DPRK is still already in breach of the UNSCR 2397 import quota with 
illicit import volumes of more than 607,000 barrels. Finally, even in the highly unlikely scenario 
that every single tanker delivery that has taken place in 2019 only included a one-third laden 
vessel (a scenario in which DPRK imports constitute over 400.000 barrels), the DPRK W'ould 
still be in breach of the UNSCR 2397 import quota when the year-to-date UN reported volumes 
are combined with the DPRK's illicit imports - see Table 2. As of submission of this report. 
China and Russia collectively have reported 92.229.66 barrels of refined petroleum product 
transfers to the UN 1718 Committee for the months of January and February, which would bring 
the DPRK s overall total of refined product imports in 2019 to over 493.000. When China and 
Russia report transfers for March and April, the one-third laden scenario would suipass the 
500,000 barrel quota presuming these reports are within even a fraction of monthly averages 
from the prior 14 months or reporting. 
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Table 2: North Korea's Total Refined Petroleum 
Import Volume 



FEBRUARY 


MARCH 


■■ Delivery Volume at 33% Laden 
■■ Delivery Volume at 30% Laden 
Delivery Volume at 90% Laden 
■■i UN Reported Volumes 

-^Cumulative Total (33% Laden. UN-reported Volumes) 
—Cumulative Total (50% Laden UN-reported Volumes) 
^—Cumulative Total (90% Laden UN-reported Volumes) 
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(UNCLASSltlED) Given the evidence provided herein, and that all three scenarios of illicit 
import volumes demonstrate that the DPRK has breached the UNSCR 2397 import cap. we ask 
for the support of the Panel, the 1718 Committee, and Member States in seeking the 1718 
Committee's immediate determination that the cap has been breached, and to subsequently notify 
UN Member States of the breach and confirm that all subsequent transfers of refined petroleum 
to the DPRK must immediately halt. Similarly, the Panel of Experts is requested to review this 
report’s analysis and underlying evidence in order to include this assessment in the 2019 mid¬ 
term report on the volumes of imports to the DPRK and the associated implications for the 
implementation of UNSCR 2397's refined product import quota. 


Source: Member State 


19-1321 
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Annex 2: 

Communication of the Russian Federation to the 1718 Committee of 

18 June 2019 


Dear Chair, colleagues, 

On the issue of refined petroleum cap Russia would like to recall the provisions of 

UNSCR 2397, which stipulates that the Committee notifies all Member States when 
an aggregate amount of refined petroleum products sold, supplied, or transferred to the 

DPRK of 75,90 and 95 per cent of the aggregate yearly amounts of 500 000 barrels 
have been reached, and only in the latter case (95 per cent), such notification is 
accompanied by an information about the requirement to immediately cease further 
deliveries of refined petroleum products to the DPRK for the remainder of the year. 

In the absence of the aforementioned notification of the Committee, export of 
refined petroleum products to the DPRK is fully in line with the requirements of the 1718 
sanctions regime. 

We are still considering the information provided by the US regarding the cases of 
alleged ship-to-ship transfers of refined petroleum products to the DPRK, as well as the 
results of the computer modeling. We've also noticed that out of 79 cases of alleged 

STS transfers only 9 imagery sets were provided. We believe that at the current stage it 
is premature for the Committee to make a conclusive decision regarding the US 
proposal and to cease refined petroleum export to the DPRK. 

It is with this understanding we suggest the US provide the 1718 Panel of Experts with 
appropriate information regarding reported cases of STS transfers and with the 
methodology of petroleum calculations to study it thoroughly and impartially 

Upon receiving the results of such a study we are ready to return to the consideration of 
this issue with a view to eventually making an objective decision. 

In the meantime Russia would like to put the US proposal on hold 

Alexey 


Source: Member State 
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Annex 3: Bareboat charter agreement of the Viet Tin 01 
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Annex 4: Manifest of cargo loaded onto the Viet Tin 01 



Source: Member State 
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Annex 5: Vessels documented through imagery conducting ship-to-ship transfers of coal 
off the Gulf of Tonkin and offloaded at Qisha 


# 

STS Transfer 

Date 

Vessel 

Offload Date 

1 

5 September 
2018 

Paek Yang San 

IMO: 9020534 
DPRK-flagged 

By 23 December 
2018 

2 

21 September 
2018 

Ka Rim Chon 

IMO: 8314811 
DPRK-flagged 

3 

23 September 
2018 

Pho Phyong 

IMO: 8417962 
DPRK-flagged 

4 

24 October 
2018 

Pho Phyong 

IMO: 8417962 
DPRK-flagged 

By 27 December 
2018 

5 

25 October 
2018 

Tae Yang 

IMO: 8306929 
DPRK-flagged 

6 

15 February 
2019 

Asia Honor 

IMO: 8405220 
Unknown-flagged 
(formerly Comoros-flagged) 

By 7 March 

2019 
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Annex 6.1: Response from the People’s Republic of China to the queries from 
the Panel 


1. S/AC.49/2019/PE/OC. 26 

China attaches great importance to the ship-to-ship transfers and 
smuggling issue. The competent Chinese authorities including the 
Coastal Guard has taken a series of measures to strength the patrolling 
and monitoring in relevant sea areas and fully implement the Security 
Council resolutions. The information provided by the Panel lacks 
timeliness and cannot lead to on-site investigation. The information of 
relevant vessels is ambiguous and lacks accuracy, which does not 
constitute a full evidence chain or basis for further investigation. 

Based on China’s investigation, all of the coal vessels berthed at 
Qisha port have legal importing documents, and the origin of the coal 
is not the DPRK. In fact, most of the bulk cargo ships are very similar 
in shape, and it is imprudent to make association between the vessels 
involved in the ship-to-ship transfers with the ones berthed at Qisha 
port merely based on the satellite images. 


Source: Member State 
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Annex 6.2: Response from the People’s Republic of China to the queries from 
the Panel 

2. S/AC.49/2019/PE/OC. 49 

China has seriously implemented relevant provision of the 
Security Council resolutions that prohibits procuring fishing rights 
from the DPRK. The competent Chinese authorities have prohibited 
ocean fishing operations in the DPRK sea areas, strengthened control 
and law-enforcement on illegal fishing activities in the sea areas 
between China and the DPRK, and urged fishing companies to conduct 
fishing operations in accordance with relevant laws and regulations. 
According to our investigation, 12122” is not a fishing vessel 

legally registered in China. The flag state and vessel identification 
could not be verified simply based on the painted ship name. We hope 
the Panel does not include such fragmented information in the report. 


Source: Member State 
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Annex 7: Document showing Qingdao Global Shipping Co Ltd as Dong 
Thanh ’s vessel operator 


FM: METRO OCEAN LIMITED 


MV. CAPTAIN GEORGE K - VOYAGE INSTRUCTION DD 3 rd APRIL 2019 


DEAR CAPTAIN: 


WE ARE QINGDAO GLOBAL SHIPPING CO., LIMITED AS THE APPOINTED/AUTHORISED 
OPERATOR FOR AND ON BEHALF OF THE CHTRS/METRO OCEAN LIMITED AND WELCOME 
YOU AND YOUR CREW TO THIS FIXTURE. 

PLS NOTE THAT YR GOOD VSL WL BE DELIVERED TO CHTRS/ METRO OCEAN LIMITED ON 
DLOSP DAVAO PORT WITHIN LAYCAN 0001LT 3™ - 2359LT 4™ APRIL 2019. 

PLS INFORM THE BUNKER ROB ON DELIVERY. 


METRO OCEAN LIMITED 

ADD: FLAT/RM A20/F KIU FU COMMERCIAL BLDG 300 LOCKHART ROAD, WAN CHAI, HONG 
KONG. 


CHTRS VSL OPERATOR: 

QINGDAO GLOBAL SHIPPING CO., LIMITED 

ATTENTION: MR. UMAO ZHANG MBL: +86-18866421365 E-MAIL: ooaiQlobalQd.com 


VOYAGE INSTRUCTIONS: 

AA: TCT MAIN TERMS: 

01. DELY: DLOSP DAVAO PORT ATDNHINC 

02. LAYCAN: 0001LT 3 rd ~ 2359LT 4™ APRIL 2019. 

03. 1 TCT VIA SP(S), SB(S), SA(S), AAAA,AWIWL WITH HARMLESS, LAWFUL CARGO ALWAYS 
W/I INL (INTERNATIONAL NAVIGATIONAL LIMITS). TRADING FIRM INTENTION: VIA 
INDONESIA WITH LAWFUL & HARMLESS COAL TO MALAYSIA. 

DURATION ABT 17 DAYS WOG. 

04. REDEL: DLOSP ISP MALAYSIA, INT. KUANTAN PORT. 

05. BUNKER CL: 

B.O.D.: IFO/380CST AND MGO, PLS ADVISE: 


Note: Metro Ocean is the sub-charterer of the Dong Thanh, and is located in the same building as Qingdao Global 
Shipping Group Ltd (former Qingdao Global Shipping Co, Ltd). 


Source : The Panel 
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Annex 8: Eko Setyamoko and Pt. Bara Makmur Sadayana company 

I Qfflcial Translation ! 

[logo] 

PT. BARA MAKMUR SADAYANA 

COAL & MINERALS TRADING COMPANY 

Number : 268/BMS-MBSS/IV/2019 

Enclosure : - 

Re : Request for the Replacement of the Coal Carrier 

for Ship-to-Ship Transshipment 

Head, the Office of Customs and Excise Supervision and Service, 
Customs-B Mid-level Type (KFPBC TMP B), Balikpapan 
in Balikpapan 

In reference to the letter from the Head of KPPBC TMP B 

Balikpapan under number: S-624/WBC.16/KPP.MP.01/2019 dated 02 
April 2019 re: Approval of the Supervision of the Ship-to-Ship 
Transshipment, we would like to convey that the motor vessel 
MV. First Bridge has cancelled its departure for Indonesia 
because of cancellation by the ship owner. Accordingly, we 
would like to notify you of the replacement of the motor 
vessel that will be conducting the Ship-to-Ship Transshipment 
with the following data: 


No. 

Data 

Previously 

Replaced with 

1 . 

CARRIER 




a. Name 

MV. WISE HONEST 

MV. WISE HONEST 
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b. Ship-to-ship Unloading 

MV. FIRST BRIDGE 

MV. DONG THANH 

2. 

ESTIMATED DATE OF SHIP- 

TO-SHIP UNLOADING 

02 April 2019 

06 April 2019 


This request has, therefore, been submitted truthfully. 

We declare our willingness to comply with prevailing laws and 
regulations. 


Jakarta, 02 April 2019 
PT. BARA MAKMUR SADAYANA 
(signed] 

Eko Setyamoko 


d authorized translator, by virtue of Jakarta Capital 
ee No. 2228/2001, practicing in Jakarta, do solemnly and sincerely 
declare that the foregoing document Is a true and faithful translation from Indonesian into 
English of the original version. . 2 . 



Scanned by CamScanner 
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Annex 9: Certificates of origin containing false information 

Certificate of origin for coal on board the Wise Honest 



Source : The Panel 
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Reply from the Russian Federation on the Certificate of origin for coal on board the Wise Honest 


n«CTO«HHoe nne.jcraniiir.i 




No. g /n 


Permanent Mission 
»f the Russian Federation 
to the United Nations 

Sew York, \Y 1(106} 


The Permanent Mission of the Russian Federation to the United 
Nations presents its compliments to the Panel of Experts established 
pursuant to Security Council resolution 1874 (2009) and referring 
to the inquiry by the Panel dated 24 June 2019 
(S/AC.49/20I9/PF/OC.45) has the honour to transmit the following. 

The Chamber of Commerce and Industry of the city 
of Nakhodka has never issued the Certificate of Origin # 7001014541, 
mentioned in your inquiry. Moreover, the copy of the document 
attached to your letter contains definitive signs of forgery and lacks 
a form number for the Certificate. 

The Russian Federation has no information on the submission 
of applications by "OPT-! GOL" to Federal agencies for the issuance 
of any Certificates of Origin, as well as of the participation 
of this company in the transportation (export) of coal from the territory 
of the Russian Federation onboard of the “Wise Honest”. Russian 
competent authorities also do not have any information on the issuance 
of any Certificates of Origin with the mentioning of this ship in line 3 
(“Means of transport and route”). 


Panel of Experts established pursuant 
to Security Council resolution 1874 (2009) 
United Nations 
New York 
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Given the above the Russian Federation has no information 
on the contact details of the ind.viduals in “OPT-I GOL” or any other 
company that have requested a Certificate for the purposes 
of transporting coal onboard of the "Wise HonestIhe ship itself 
from 1 January 2018 until June this year has not entered the region 
of activity of the Nakhodka customs authorities or of die Far East 
Customs DiieciuraU'. 

The Pcrmarent Mission of the Russian Federation tikes 
this opportunity to convey tc the Panel of Experts established pursuant 
to Security Council resolution 1874 ( 2009) the renewed assurances 
of its highest consiceration. 
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Certificate of origin carried for coal transshipped from the Wise Honest on board the Dong Thanh 



JIANLONG (HONGKONG) INTERNATIONAL TRADE CO., LIMITED 

ADD.: ROOM 1201,12/F., SHANGHAI INDUSTRIAL INVESTMENT BUILDING. 

48 62 HENNESSY ROAD, WANCHAI, HONG KONG 


CERTIFICATE OF ORIGIN 


TO WHOM MAY CONCERNS 


DESCRIPTION OF GOODS: 
LOADING PORI : 
DISCHARGING PORT: 
VESSEL NAME: 

BILL OF LADING DATE: 


INDONESIAN COAL 


TELUK BALIKPAPAN. INDONESIA 
KEMAMAN PORT. MALAYSIA 
MV.DONG THANH VOY.03-19 
12 APRIL, 2019 
BILL OF LADING WEIGHT: 26,400 MTS 


WE HEREBY CERTIFY THAT ON BOARD THE MV.DONG THANH VOY.03-19 
WHICH SALED FROM TF.I.IIK BALIKPAPAN, INDONESIA ON 12 APRIL, 
2019 THERE WERE SHIPPED 26,400 MTS OF INDONESIAN COAL WHOLLY 
ORIGINATED FROM TELUK BALIKPAPAN, INDONESIA. 


For and on behalf of: 

JIANLONG (HONG KONG) INTERNATIONAL TRADE CO., LIMITED 



Source : The Panel 
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Explanation from Jianlong (Hong Kong) International on the certificate of origin issued for the coal 
on board the Dong Thanh. The company had issued its certificate of origin based on and in addition 
to a certificate of origin issued by Eko Setyamoko’s company Pt Bara Makmur Sadayana for the 
coal on board the Dong Thanh. 


JI ANLONG (HONG KONG) INTERNATIONAL TRADE CO, LIMITED 

ROOM 1’I)I. \2/i sn<,NG-o>] INDUSTKim i.ivurMKIBUiU)w; amuEHffiswunan wintiu nnn<;*n»t; 


The Panel of Experts established 


12 July 2019 


Dear Sirs, 

Enquiry Regarding Coal Oii-lward M/V DONG THANH (the “Vessel**) 

We refer to your letter dated 21 June 201S in relation to this nattei and write tr. order to reply 
and address the issues raised therein. 

Jianlong (Hong Kong) International Trade Co., Limited is a trading company which trades 
commodities (mainly iron ore, coke, coal and 3tccl) on an international basis. 

In this instance, we were in the middle of a series of sale contracts. The coal which was 
ultimately carried on-board the Vessel was sold to us by a company called Well Fortune (HK) 
Industrial Ltd (“Sellers' ). We, in turn, tad a contract to sell the cargo on to Eastern Sice 
Sdn. Bhd (“Buyers”). Wc aie a procurement arm of ll.e Buyers. The Ml contact details of 
those parties as gleaned from our correspondence and contracts with them, are as follows: 

Sellers 


Company name: 

Well fortune (HK) Industr.a. Ltd (ISA (tf'h) Trifle 73tfj) 


Address: 

Room 5008, Sports Scence and Technology Center. Nanjing 
Olympics Sports Centre, Nanjing, China 


Telephone 

(86)025877812*5 


Contact persons: 

Mr. Shen L-aoman - Managing Director & CEO 

(Mobile. (86) 13913823488, Email: slKugm@wforlunc-nj.cora) f-, 

I* 

Ms. Li Bo. Helen - Business Manager 

(Mobile. (86) 15051630742; Email: lb@wfo.Tui:c-nj.cun.) 

and or behalf. 

itMotaaKtMiRji 


Ms. Wang Mengting, Olivia - Business Assistant 

(Mobile: (86) 18602576797, Etrail wauRiutfilwfoiiuiie-iiixuiu) 


Buyets 


Company name - 

Eastern Steel Sdn. Bhd <£!H£JbfiFB£Hl) 


Address: 

1 or 6793 A 6794. KawxsanPemdustrianTeltjk Kalong, MukimTeluk 
Kalong, 240CO Kemaman. Terengganu Damllmaa Mala' s a 


Telephone: 

(6C9)8604000 


Fax: 

(6C9)*604065 


Contact persons: 

Mr. YargMatao- Procurement Exeeiit ve, Iron Ore Division 
(Email: vanginuidciiaicjianlong.com) 
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JIANLONG (HONG KONG) INTERNATIONAL TRADE CO., LIMITED 

HOOM ItOI. 12/F, SHANGHAI INDUSTRIAL INVESTMENT BUILDING, 4t-6t HENNESSV ROAD. WANCUAI. MONO KOWO 


Our understanding at the time we entered into the contracts referred to above was that the 
cargo was of Indonesian origin. That remained our understanding until 22 April 2019, as 
further detailed below. That understanding was based on several documents provided to us 
by the Sellers, notably the following: 

• The Sellers’ initial Offer; 

• The sale contract we concluded with the Sellers; 

• The Bills of Lading; 

• The Certificate of Origin provided by the Sellers; and 

• The Certificate of Sampling & Analysis at the Load Port provided by the Sellers. 


Copies of all of those documents are enclosed for your reference. 

It was on the basis of those documents and that understanding that our company issued the 
Certificate of Origin and related documents referred to in your letter. 

We trust you can see that our understanding of the position was a genuine one, based on a 
number of documents provided to us by our counterparty. It was only on 22 April 2019 that 
we became aware of any suggestion that the cargo was not of Indonesian origin. We 
immediately investigated the position and subsequently cancelled our contract with the 
Sellers in view of this development. 


We hope it is clear from the above / enclosed that our company never had any intention of 
becoming involved in any activity which might expose our company to the risk of being in 
breach of the sanctions imposed on the DPRK. Rather, our company was, in this instance, 
misled by our counterparty and took immediate steps to reverse the situation once that came 
to light. 


We trust this is helpful. If there is anything further we < 
to contact us and we should be glad to oblige. 

Yours faithfully, 


i do to assist, please do not hesitate 

TOWL 1WEI CO.. MTU) 
\{ IU!U' 


Jianlong (Hong Kong) International Trade Co., Limited 


AKt^iseJ iigtiamrefsj 


70/144 


19-13211 






WEU. FORTUNE 


Well Fortune'HK) Industrial Limited. 


Hi# 


. commodity: Indonesian coal origin 

JkVlXU- ft _ 

2. QUANTITY: 11,OOOMT, more or ccc 10% 

ft 5: ll000»t+/-10% 


3, SPECIFICATION: NET CALORIFIC VALUE GOOD KCAL/ KG 


PARTICULARS $$ 

Total Moistjre (ARB) (ftSIII) 

Ast Content (ADB) Atfi ( ❖"p®) 
volatile ivatter (aub) tfS.it (5TS) 
lotal sulphur (ajb) (S^FS) 

NetCalmitiu Value (ARB) CftilS) 

SUe of Coal (0-50 inn) ftS (O-SC^Xt) 


TYPICAL REJECTION 

10% 2 14% 

S9S 
^ S% 

<0 5% 2 0.8% 

2 50CO kual/kg € 5£00 ktal/kg: 
>90% 


Hard Grove Index (points) 


4. DISCHARGE PORT; KUANTAN port, MALAYSIA 


S. PRICE: The unit pree torthe Indonesian Coal purchased hereunder is USD 118.00 
/MT (SAY ONE HUNDRED AND EIGH - EEN DOLLARS ONLY) CFR KUANTAN port, 
VALAYSIA, basis Net Calorific Value GOOO Kca/<g (ARB), Total Moisture (ARB) 10%. 

ftte: ££3rJt£fniSnS:ff. 

ft?«5i£fi;3giRa6ooo^-F/^, ic%*as*. ©£1^*0®* 

era. ns 

6> QUANTITY and QUALITY ADJUSTMENT: ft®. M>®lSm 
A. lotal Moisture (as received). 

If the otal Moisture on an as received basis pf a shipment of Ccal belows or exceeds 
10%, tier the price for invoicing shall be adjusted as follows: 
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Well Fortune(HK) Industrial Limited. 
«M «***> 


A/ELL FOOTUME 


Weight shown on Invoice = BL Weight k [(100%- Actual TM (ARB)]] / (100% 10%) 

O&PI*) 

(ttLstfaitiavo, 
aoo%- / uoo%-io%) 

D. Net Calorific Value (as received) 

The Price shall be USD118/ vit div ded by oocokcal/kg and multiplying the 
ACTIIAI net Calorific Value(ARR) RF51IIT5 AS STATFO ON THF RF AT1VF CFRT1FICATF 
OF QUA JTY. 


b. obcsi^) 


7» PAYMENT: 100% irrevocable, documentary LC at sight 

Within 3 days after contract signed Buyer issue an operative irrevocable at sight 
documentary Letter of Credit in favor of Seller covering 100% of the shipment value 
by Swift to the Seller. 

90% shipment value should be paid by LC against receiving the full set of B/L 
documents. 


Ralanre payment based on CCTC at discharging pnrr 

ioo%d'»r*af?L 

3-RafciJJBl 100%SS*Si$t/S- NBlfi 

faffliE. 

<*«£****#«»«*#• *)%£&. 

M t&k L'L'IC £ SB*. 


This offer is valid before the cargo is sold, subject to the final confirmation of the 
seller 

-Rif. 


WF.T.T. FORTUNE (HK) TNDTISTR TAT. 1 .TMTTF.T) 
2019.3.19 


2/2 


72/144 


19-13211 




S/2019/691 


P*e2 

B.'L No. BPN/KTN-tl 

CODE n*me -ccNUfcNaiLL^mim 1^4 BILL OF LADING 

TO BE USED WITH CHARTER l’\K IIKN 


PT. BxKA MAKMIIR SADAVANA 


Contlen^t 

TO ORDfcK OFWELL FORTUNE (UK) INDUSTRIAL LIMITED 


EASTER* STEEL SDN. BHD.LOI 6293 AND 6294. NON NEGOTIABLE COPY 

KAWASAN PCRINDLSTR1AN TCLUK KALONG, 

MUKIMTELL'KKALONG. 

24000 KEMaMAN TERENGGANU DARUL IMAN,. MALAYSIA 


Vcist-l Poet of :«ulia( 

MV. DONG THANH VOY.13-19 1 bLUK bALKPAFAN, INDONESIA 


Pod of dfccharfit 

KEMAMAN PORT. MALAYSIA 

Shipper's dss.-npiioa >f B «o<lt Grots WeieM 

SAID It) VKKjHl 

| Indonesian oru 1 | 26,400 MTS 

FREIGHT PAYABLE AS PER CHARTER PaRTY 
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iiiiiiiiiiiiiiiinniiiiiiiiiiiiiiiii 


Original 


K«\ UAKMU4 SAUATANA 


0001965/SMD/2019 


MV. DONG THANH VOY 03-11 
ACNAMAN rCKt, MALAYSIA. 


CZl£ 

I l *« 




□-=- 


□ « 

n> 



FonrDSe-ul D-GBD- 3691 
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CARSURIN Laboratory 



Coal, Mineral, Petrochemical 



190922.0382 


CERTIFICATE OF SAMPLING AND ANALYSIS 

Description of Goods : 26/00 MT INDONESIAN COAL 

Quantity : 26,400 Ml 

Vessel : MV. DONG THANH V0Y.03-19 

Shipper : PT. BARA MAKM UR 5ADAYANA 

Port of Loading : TELUK 3AUKPAPAN, INDONESIA 

port Of Discharge : KEMAMAN PORT, MALAYSIA 

Consignee : TO ORDER 

Notify Address : EASTERN STEEL SDN.BHD.LOT 6293 AND 6294 

KAV/ASAN PEPiNDUSTRIAN TELUK KALONC, 

MJKIM TELUK KALONG, 

2-10X1 KEMAMAN TERENGGANU DARUL 1MAN„ MALAYSIA 
Date of Attendance : APRIL 07 up io 12,2019 


The folkwing results were obta nec 


Total Moisture 
Inherent Moisture 
Ash Content 
VotaHe Matter 
Fixed Cabal 
Total Sulfur 
Gross colorific Value 
Gross calorific value 

Net Calorific Value 
HG1 

Sire 0-50 MM 
AFT (IDT) 

NruO in Ash 
KiOin Ash 


ASTM D 3302M-2017 
ASTM D 3173M-17a 
ASTM D 3174-12 
ASTM D 3175-17 
ASTM D 3172-13 
ASTM D 4239-17 
ASTM D 5865 13 
ASTM D 5865-13 
ASTM D 5865-13 
ASTM D 409/D40M-16 
ASTM D 4749-87 
ASTM D 1BS7 / D1857M 17 
ASTM D 3582-13 
ASTM D 3582-13 


(As Received Basis) 
(Air Dried Baas) 
(Air Dried Basis) 
(Air Dried Basis) 
(Air Dried Basis) 
(Air Dried Basis) 
(Air Dried Basis) 
(as Received Basis) 
(As Received Basis) 


SAMARINDA, APRT1 lfi, H 

Sigred on behalf of 


Kczl/Kg 

Kcal/Kg 

Kcsl/Kg 


-aborator^ Manager 


rta Hilt. INOONsSlA | 
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Annex 10: Cargo documents prepared for Ken Orchid for the original 

transshipment of coal onboard the Wise Honest in April 2018 


REQ Vessel for 26,500 MT Coal ex. Indonesia to Korea 

SftftA: WAHYU KUSDIANTORO 

«r»A : JOE YU 

i* : chartering : wahyu.kusdiantoro 
W ft): 2018-04-07 11:34 


To : Global Qingdao Shipping Co Ltd 
Fm : Wahyu Kusdiantoro/PT Karana Line 

Subj: REQ Vessel for 26,500 MT Coal ex. Indonesia co Korea 
Dd : 07/04/2018 


Dear Hr Joe Yu and team, 

Can you assise in providing val for following firm? 


Shipper: PT Bara Makmur Sadayana 
Charterer: To be nominated 
Commodity: Steamed coal in bulk 
Quantity: 26,500 KT 

Loading port: ISA Teluk Balikpapan Kalimantan Indonesia 
Discharging port: ISA 1SB Pohang Korea 

toacJlng/dlscEarglng j^te: BgflB/TO ' flflflH T ' P ' e^V ' ." 

Laycan: Prompt 

Freight: OSD14.S0/MT FIOST Baa 1/1 

Grabber vsla is preferable 

Ocher as per gencon cp 

Subj to further details 

Substem to be lifted 24 hrs working day 

END 


Kind regards, 

Wahyu Kusdlantoro 
Marketing Staff PI Karana Line 

Mob: +62512-132-8025 E: wahyu.kusdlantoroekarana.co.id Web: www.karana.co.icl 
Sant from my mobile 
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QINGDAO GLOBAL SHIPPING CO., LIMITED 


FREIGHT DEPOSIT INVOICE - MV KEN ORCHID CP 09 APRIL 2018 

INV HO. 009-1*0418 1 DATf: l*’" APRIL 201B 

TO : PT.KARANAURE 

A MELATI NO 113 KOJA TAJOUNG PR10K JAKARTA 14130 INDONESIA 
FM : QINGDAO GLOBAL SEWING CO., LIMITED 


CGO/QTY: MIN/MAX: 26500MT BIX COAL 

1SAP BAUKPAPAN / 1SW> ROHM*; LAYCAA) 71-1} APRIL 1016 

FRT RATE USD 1S.7VPHT ROST I/t 

FRfiOft DEPOSIT AMOUNT: (2SSOOMT X USD 1S.7S) X 20PCT - USD 8347S OO 


KINDLY PIS REMIT THE SAID AMOUNT IN USD 83475.00 TO T>* OWNERS BANK A/C AST: 

BENEFICIARY'S BANK: 



INTERMEDIATIARY BANK: 
USD: CITIBANK, NEW YORK 


IN FAVOUR OF: QINGDAO GLOBAL SHIPPING CO., LIMITED 
ROOM 2105 QO TREND CENTRE 2» 31 CHFONG LEI STREET CHAI WAN, HK 
USD A/C: OSA1101455JS0S004 


QINGDAO GLOBAL SHIPPING CO., LIMITED 
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Annex 11: Iran’s reply to the Panel 



Permanent Mission of the Islamic Republic of Iran to the United Nations 

Mi Thto Av» Mbw Vork. NY 10017 www.lran-UN.org Tet*1(212)M7-2Q20 F«x +1(212)867-7096 E-mail: lran®un ini 


In the name of God, the most Compassionate, the most Merciful 


No. 110731 


30 July 2019 


Dear Sir, 

1 am writing in response to your letter dated 1 July 2019 (S/AC.49/2019/PE/OC.50) with 
regard to the implementation of the measures imposed by Security Council resolutions 1718 
(2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016). 2321 (2016) and 2356 (2017), 
2371 (2017), 2375 (2017) and 2397 (2017) for the situation in the Democratic People’s Republic 
of Korea (DPRK). 

Having carefully reviewed your letter, Iranian authorities affirmed once again that the 
Islamic Republic of Iran has no military-related cooperation with the DPRK. 

In our letter dated 19 December 2018 (No. 106192), it was stated that “no entity or 
individual, designated pursuant to the relevant resolutions of the Security Council on the DPRK, 
is present or active in the Islamic Republic of Iran”. The latest available data confirms the very 
same fact for the period of the past seven months. 

Consistently, the Korea Mining Development Technology Corporation and Saeng Pi’l 
(aka Green Pine Associated Corporation) do not maintain offices in Iran and have no activity 
therein. 


Moreover, no “representatives of the Korea Mining Development Technology 
Corporation” were in Iran “under cover of diplomatic assignments” in the past seven months, 
contrary to a claim by “a Member State”. 

The diplomatic activities of the DPRK in the Islamic Republic of Iran have so far been in 
line with the relevant conventions or resolutions, and the Iranian authorities have not observed 
any illicit activities. Additionally, the activities of the DPRK diplomats accredited to the Islamic 
Republic of Iran have been in conformity with the relevant applicable rules and international 
obligations. 

It shall be further reiterated that there are no DPRK nationals registered to be residing in 
the Islamic Republic of Iran other than its diplomats. 

The Islamic Republic of Iran is committed to constructive engagement and full 
cooperation with the Panel and Experts established pursuant to Security Council Resolution 1874 
(2009) and would review any viable evidence and credible information with regard to alleged 
actions in violation of the relevant Security Council sanctions. 
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Permanent Mission of the Islamic Republic of Iran to the United Nations 

622 Third Ave Now York. NY 10017 wwwIrw-UNorg Tel .1(212)687-2020 Fix:*1{212)867-7086 E-m.n rrangun ,r, 


I he United Nations mechanisms, especially those related to Security Council sanctions 
shall not allow any misuse for provocative political aims, but rather need to act in an objective’ 
impartial and professional manner. Hence, the Panel is advised to avoid inclusion in its reports of 
such claims that are evidently transmitted based on political motivations 


Please accept the assurances of my highest consideration. 

-- 

Majid Takht Ravanchi 
Ambassador 

Permanent Representative 


Alastair Morgan 

Coordinator of the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) 


Source : Member State 
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Annex 12: Passport information and recent entry/exit record of Kim Tong Choi 
to Namibia 


Date 

Entry/exit to/from 
Namibia 

Passport number 

Passport type 

23/09/2017 

Exit 

927234267 

Ordinary 

24/08/2018 

Entry 

108120258 

Service 

30/04/2019 

Exit 

108120258 

Service 

07/05/2019 

Entry 

108120258 

Service 

17/05/2019 

Exit 

108120258 

Service 


Source: The Panel, Member State 
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Annex 13: List of DPRK Trading Corporations subordinate to the Munitions 
Industry Department (KPe.028) reported by a Member State 

Kuryonggang Trading Corporation (-p’o-'o-x- ^ A|-) 

Ryungseng Trading Corporation ^1 •M) 

Tangun Trading Corporation (E!''E l -t-^ ^1 A)-) 

Hangryon Trading Corporation ( £! -x- ^ ^1 ^1") 

Ryonbong General Corporation (^ooS|A[) 

5 Trading Corporation (5 ^ ^ A|-) 

Pugang Trading Corporation (nr-o-T- ^ ^1 -M) 

Mirae Trading Corporation ( D | iz| A|-) 

Ryonhap Trading Corporation ( £! U'-x- ^ ^1 A)-) 

Advanced Technology Trading Corporation ( □ El 7 I # ^ ^ A|-) 

Jinhung Joint Production Corporation ( £1 $ A|-) 

Sobaeksu United Corporation (:£ 4 1 £! iU^I A|-) 

Pihosan Trading Corporation (tl| ^-£d-r- ^ i£| A|-) 

Sinhung IT Trading Corporation ( £]-§■ c^^I^-t-^^IAI - ) 

Chonryong Trading General Corporation A|-) 

Taesong Trading Corporation <z| A|-) 

Peace Motors Corporation A|-) 

Taeryonggang Trading Corporation ( E H o ‘o ^ ^1 ^1") 


Source : Member State 
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Annex 14: Vodka seizures 

1. A Member State informed the Panel that it seized two shipments of vodka, which it classified as 
luxury goods, on the grounds of being destined for the DPRK. 


2. The first seizure on 20 November 2018 was of 15,600 bottles of Belarusian vodka acquired 
for USD 14,160. The producer was the same as in a previous vodka seizure investigated by the 
Panel in 2018. 50 Documents accompanying the shipment identified the consignee as Hongkong 
Jieming Industrial Co. Limited 51 . An addendum dated 28 September 2018 to the contract signed 
six months earlier on 28 March added a Singaporean company, Aspen Resources Pte Ltd 52 , a 
human resource agency, as a payer. The owner of the company, Sai Keong Cheang, a.k.a. Jordan 
Cheang 53 , replied to the Panel that the USD 14,160 payment had been made at the request of an 
acquaintance, known to him only as “Ms. Li”, for the purchase of red wine. However, the amount 
of payment and payment reference number listed on the payment confirmation is the same as for 
the vodka shipment contract. Furthermore, an e-mail address on this payment confirmation 
indicated that one of his other companies, Mekong International Pte Ltd, 54 had been used to make 
this payment on behalf of Cheang (Figure). The Panel has yet to receive a reply from Hongkong 
Jieming Industrial Co. Limited. 


50 S/2019/171paras 105 and 106. 

51 Address listed on Hong Kong Companies Registry acquired in May 2019: 
Room 1506, 15/F, Loon Kee Building. No. 267-275, Des Voeux Road Central, Hongkong, China. This 
company has frequently changed its registered address and management. 

52 Address: 190 Macpherson Road, #07-01, Singapore 348548 

53 Singaporean citizen, born in 1972. 

54 This company shares an address with Aspen Resources and his seven other companies; Aspen 
Corporation Pte ltd, Aspen Incorporation Pte Ltd, Baron & Baron Pte Ltd, Galaxy Energy Service Pte 
Ltd., Le Tong Resources Pte Ltd, Xtrada Pacific Pte Ltd. Autech Pte Ltd. 
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Figure: Payment confirmation 



Outgoing Payment Confirmation 


Confirmation Number 


SOTR3639262 


Account Number 

Order Commit Date & Time: 



Source: The Panel 


3. In a second case, a shipment of 90,000 bottles of Russian vodka for a total of USD 27,125 was 
seized on 21 February 2019. The consignee was a company in Inner Mongolia, Manzhouli 
Kesheng Trade Co., Ltd. 55 , which promotes itself as a Russian food importer. To the Panel’s 
inquiry on the shipping company of this vodka, China replied that “Based on the information 
obtained by the Chinese side, DPRK-related factors are not found in this case. China proposes 
that the Panel request relevant Member State to provide solid evidence to show that the DPRK 
is the final destination of the goods. Besides, vodka is not clearly specified as prohibited item by 
the Security Council, and the Panel’s investigation on this case lacks sufficient legal basis.” The 
Panel has yet to receive replies to its inquiries from the consignee 56 . Investigation continues. 


55 rI, Room 170, No. 17 Building, The North Port, Gemini West Tower, 
Manzohuli City, China. 

56 On 29 July 2019, the Russian Federation replied to the Panel’s inquiry to an entity which is the producer and sender of the 
vodka. 
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Annex 15: DPRK bank representatives subject to expulsion under paragraph 33 of resolution 2321 (2016) 


Names 

Title and activities 

Location 

DOB / Passport number / expiry 

UN Security Council designations 
where applicable 

Jang Bom Su (aka 

Jang Pom Su, Jang 
Hyon U) 

Tanchon Commercial Bank (hereafter TCB) Representative. Also 
operates in and travels to Lebanon under various aliases 

Syria 

22 Feb 1958; Dip PP no. 836110034, 
exp 1 Jan 2020 

UN res 2270 (2016) designated him 
as “Tanchon Commercial Bank 
Representative in Syria” on 2 March 
2016 (amended 5 Aug. 2017) KPi.016 

Jon Myung Guk 
(a.k.a. Cho’n 
Myo’ng-kuk, 

Jon Yong Sang) 

Tanchon Commercial Bank (hereafter TCB) Representative in Syria. 
Also travels to and operates in Lebanon under various aliases. 

Syria 

25 Aug. 1976 with dip PP number 
836110035, expires 1 January 2020 

Ryom Huibong (aka 

Representative of Korea Kumgang Group Bank (aka KKG bank, 

Dubai, 

18 September 1961 PP No.: 

Ryo’M Hu’I-Pong) 

SC§ Kumgang Export and Import Bank, #P<I!JIS^t) 

UAE 

745120026 (expires 20 January 2020) 

Ri Sun Choi (Aka Ri 
Song Choi) 

£1^1 (£1^1) 

Representative of Korea Kumgang Group Bank 

Transported money of DPRK laborers in the Middle East to the 

DPRK 

Dubai, 

UAE 

28 March 1964 PP No.:836132137 

Kwak Chongchol 
(Aka Kwak Jong- 
Chol) 

■^i 1 " o = 

Deputy Representative of Korea Kumgang Group Bank 

Dubai, 

UAE 

1 January 1975 PPNo.: 563220533 

Ro 11 Gwang 

su# 

Korea Kumgang Group Bank 

UAE 

26 May 1983 PP No.: 836434467 

Kim Kyong 11 (Aka 
Kim Kyo'ng-il 

Foreign Trade Bank Representative. The office opened at least 5 
accounts at Banque International Arabe Tunisie (BIAT) in Tunisia. 

Two of them are in the name of a front company, Kartos. Kim 

Kyong 11 has also been involved in transactions undertaken by 
Daedong Credit Bank in China. 

Libya 

1 August 1979; PP No. 836210029 

Res 2397 (2017) designated him as 
“FTB deputy chief representative in 
Libya” on 22 December (KPi.067) 




Choe, Un Hyok 

Unification Development Bank (or Korea Unification Development 
Bank, UDB or KUDB) representative. Replaced Ri Un’So’ng. Choe 
Un Hyok’s KUDB business card with his title of “Representative of 
KUDB, Moscow Russia” with the same address as the Embassy in 
Moscow is available in the Panel’s 2017 Final Report, S/2017/150 p. 
251. 

Russia replied in a letter of 25 January 2018, “We will inform you 
accordingly in case we receive additional information on the 
whereabouts of Choe Un Hyok. ” The Panel has not received any 
additional information in reply to its two follow-up letters. 

Moscow, 

Russia 

19 October 1985 

PPNo.: 83612287 (expires March 

2021) 

Chu Hyo’k (Aka Ju 
Hyok) 

Foreign Trade Bank Representative 

Russia replied Chu Hyo ’k is not currently residing in Russia, (see 
below) 


23 Nov. 1986; PPNo. 836420186, 
issued 28 Oct. 2016 (expires 28 Oct 
2021) 

Res 2397 (2017) designated him as an 
“overseas FTB Representative” on 22 
December (KPi.065) 

Ri U’n-so’ng (aka Ri 
Eun Song; Ri Un 

Song) 

Korea Unification Development Bank representative 

Russia replied that Ri U’n-so ’ng is not currently residing in Russia. 


23 July 1969 

Res 2397 (2017) designated him as 
“overseas Korean Unification 
Development Bank representative” on 
22 December (KPi.078) 

Han Jang Su 
(aka Chang-Su Han) 

Chief Representative of the Foreign Trade Bank 

The Russian Federation replied, Mr. Han Jang Su is the Third 
Secretary of the Commercial Counsellor’s Section of the Embassy of 
the Democratic People’s Republic of Korea to the Russian 

Federation and has been officially accredited by the Russian 

Ministry of Foreign Affairs. He entered the Russian Federation on 23 
June 201 7 and is staying in the country legally. No information is 
available concerning activities that are inconsistent with his official 
status. 

Russian 

Federation 

8 Nov. 1969; PP No.: 745420176 
(expires 19 Oct 2020 

Designated by Resolution 2371 
(2017) as “Chief Representative of 
the Foreign Trade Bank” 

Ku Ja Hyong (aka 

Ku Cha-hyo'ng) 

Foreign Trade Bank Representative 

Libya 
(also 
travelled 
to Tunisia, 
UAE, and 
Saudi 

Arabia 

2015- 

2017) 

8 September 1957; PPNo.: 

563220533; Another PP No.: 

654210218 (expires 27 June 2019 - 
used in July 2016) 

Res 2397 (2017) designated him as 
“FTB chief representative in Libya” 
on 22 December 2017 (Kpi.070) 





Ch’oe So’k-min 

£!*)□! 

Foreign Trade Bank Representative. In 2016, Ch’oe So’k-min was 
the deputy representative at the FTB branch office in Shenyang. He 
has been associated with cash transfers from that FTB office to 
banks affiliated with DPRK special organizations and RGB located 
overseas. 

China stated, “China has closed all the representative offices of the 
DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Shenyang 

China 

25 July 1978 

Res 2397(2017) designated him as 
“overseas FTB Representative” on 22 
December (KPi.064) 

Kim Tong Choi (aka: 
Kim Tong-ch'o'l) 
7I.E.XH 

□ OS 

Foreign Trade Bank Representative 

China stated, “China has closed all the representative offices of the 
DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Shenyang, 

China 

28 Jan 1966; PPNo.: 381337404 
(expires 26 Sept 2016) 

Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 
December (KPi.068) 

Ko Choi Man (aka 

Ko Ch'o'l-man) 

JLISJ- 

Foreign Trade Bank Representative 

China stated, “China has closed all the representative offices of the 
DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Shenyang, 

China 

30 September 1967; PPNo. 

472420180 

Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 
December (KPi.069) 

Mun Kyong Hwan 
(aka Mun Kyo'ng- 
hwan) 

Bank of East Land Representative 

China stated, “China has closed all the representative offices of the 
DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Dandong, 

China 

22 August 1967; PPNo. 381120660 
exp. 25 March 2016 

Res 2397 (2017) designated him as 
“overseas Bank of East Land 
representative” on 22 December 
(KPi.071) 

Pae Won Uk (aka 

Pae Wo'n-uk) 

Korea Daesong Bank Representative 

China stated, “China has closed all the representative offices of the 
DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Beijing, 

China 

22 August 1969; PPNo.: 472120208 
exp 22 Feb 2017 

Res 2397 (2017) designated him as 
“overseas Daesong Bank 
representative” on 22 December 
(KPi.072) 

Pak Bong Nam (aka 
Lui Wai Ming; Pak 
Pong Nam; Pak 
Pong-nam) 

Ilsim International Bank representative 

China stated, “China has closed all the representative offices of the 
DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Shenyang, 

China 

06 May 1969 

Res 2397 (2017) designated him as 
“overseas Ilsim International Bank 
representative” on 22 December 2017 
(KPi.073) 

Pak Mun 11 

Korea Daesong Bank Representative 

Yanji, 

China 

1 January 1965; PPNo.: 563335509 
(expires 27/8/2018) 






China stated, “China has closed all the representative offices of the 
DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 


Res 2397 (2017) designated him as 
“overseas official of Korea Daesong 
Bank” on 22 December 2017 
(KPi.079) 

Ri Chun Hwan (Aka 

Ri Ch'un-hwan) 

E|f£S( 

Foreign Trade Bank Representative 

China stated, “China has closed all the representative offices of the 
DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Zhuhai, 

China 

21 August 1957’PP No: 563233049 
(expires 9 May 2018); PP No.: 
563233049 (expires 9 May 2018) 

Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 
December (KPi.074) 

Ri Chun Song (Aka 

Ri Ch'un-so'ng) 

o 

Foreign Trade Bank Representative. Opened a Euro account at 
International Arab Bank of Tunisia (BAIT) on 18 July 2012 in the 
name of “Secretary’s Delegate of the DPRK’s Mission to Tripoli” 
(closed on 22 August 2013. 

China stated, “China has closed all the representative offices of the 
DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Beijing, 

China 

30 October 1965; PP No. 654133553 
(expires 11 March 2019) 

Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 
December (KPi.075) 

Ri Song-hyok (Aka 

Li Cheng He) 

Representative for Koryo Bank and Koryo Credit Development 

Bank. Reportedly established front companies to procure items and 
conduct financial transactions on behalf of DPRK 

China stated, “China has closed all the representative offices of the 
DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Beijing, 

China 

19 March 1965 PP No. 654234735 
(expires 19 May 2019) Res 2397 
(2017) designated him as “overseas 
representative for Koryo Bank and 
Koryo Credit Development Bank” on 

22 December (KPi.077) 

Pang Su Nam (Aka 
Pang So-Nam, Pang 
Sunam) 

o □ 

Ilsim (ILSIM) International Bank Representative 

China replied, “The other DPRK individuals mentioned in the 

Panel's report are neither included in the sanction list of the Security 
Council resolutions nor registered in China as the representatives of 
the DPRK financial institutions. China cannot verify and confirm 
whether they have relationship with the DPRK financial 
institutions. ” 

Zhuhai, 

China 

1 October 1964; PP No.: 472110138 

Cha Sung Jun (Aka 
Ch’a Su’ng-chun) 

Korea Kumgang Group Bank Representative. Has held several 
accounts in his name at Chinese banks and is suspected of operating 
a cover company. 

China replied, “The other DPRK individuals mentioned in the 

Panel's report are neither included in the sanction list of the Security 
Council resolutions nor registered in China as the representatives of 
the DPRK financial institutions. China cannot verify and confirm 
whether they have relationship with the DPRK financial 
institutions. ” 

Beijing, 

China 

4 June 1966; PP No.: 472434355 




Kim Kyong Hyok 
(Aka Kim Kyo’ng- 
hyo’k) 

Representative, Cheil Credit Bank / First Credit Bank 

China replied, “The other DPRK individuals mentioned in the 

Panel's report are neither included in the sanction list of the Security 
Council resolutions nor registered in China as the representatives of 
the DPRK financial institutions. China cannot verify and confirm 
whether they have relationship with the DPRK financial 
institutions. ” 

Shanghai, 

China 

5 November 1985; PP No.: 

381335989 (expires 14 September 

2016) 

Pak Ch’O’l-Nam 

Representative, Cheil Credit Bank / First Credit Ban. Opened 6 bank 
accounts in the name “Great Prince Limited )”in 

banks in Hong Kong and Shenzhen, China” 

China replied, “The other DPRK individuals mentioned in the 

Panel's report are neither included in the sanction list of the Security 
Council resolutions nor registered in China as the representatives of 
the DPRK financial institutions. China cannot verify and confirm 
whether they have relationship with the DPRK financial 
institutions. ” 

Beijing, 

China 

16 June 1971 PPNo.: 745420413 
(expires 19 November 2020) 

Jo Choi Song (Aka 

Cho Ch’o’l-So’ng) 

Deputy Representative for the Korea Kwangson Banking 

Corporation (KKBC) 

Uses false entity names for the KKBC, such as “Good Field Trading 
Limited (ftEIIMUWPft^t?])” and “Golden Tiger Investment Group 
both registered in Hong 

Kong. 

China stated, “China has closed all the representative offices of the 
DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ’’ 

Dandong, 

China 

25 September 1984 

PP: 654320502 (expires 16 September 
2019) 

Res 2371(2017) designated him as 
“Representative for Korea United 
Development Bank” on 5 Aug 
(KPi.058) 

Ho Young 11 (Aka 

Ho’ Yo’ng-il) 

Hana Bank Representative 

In 2016, Ho Young 11 was associated with a high volume of USD 
transactions for the FTB. 

China replied, “The other DPRK individuals mentioned in the 

Panel's report are neither included in the sanction list of the Security 
Council resolutions nor registered in China as the representatives of 
the DPRK financial institutions. China cannot verify and confirm 
whether they have relationship with the DPRK financial 
institutions. ” 

Dandong 

China 

DOB: 9 September 1968 

Kim Mun Choi (Aka 
Kim Mun-ch’o’l) 

Representative for Korea United Development Bank. Uses false 
entity names including “Chongryu Technical Company” or “Kyong 

Un Trading Company” 

China replied “that as a designated individual he has been blocked 
from entry and Chinese banks requested the freeze of his assets. 

Dandong, 

China 

DOB 25 March 1957 

Res 2371(2017) designated him as 
“Representative for Korea United 
Development Bank” on 5 Aug 
(KPi.060) 




Choe Chun Yong 
(Aka Ch’oe Ch’un- 
yo’ng) 

sisg 

Ilsim International Bank Representative 


PP no: 654410078 

Res 2371(2017) designated him as 
“Representative for Ilsim 

International Bank” on 5 Aug 
(KPi.054) 

Ko Tae Hun (Aka 

Kim Myong Gi) 

(or 

M£) 

(aka U 31 Z|) 

Tanchon Commercial Bank Representative 

Transited 

China, 

Ethiopia, 

UAE, 

visited 

Sudan 57 

25 May 1972; PP 563120630 (expires 
20 March 2018) 

UN Res 2270 (2016) designated him 
as “Tanchon Commercial Bank (TCB) 
official” on 2 March (KPi.025) 

Kang Min 

Daesong Bank representative who, in late 2016, held Chinese bank 
accounts. 

China replied, “The other DPRK individuals mentioned in the 

Panel's report are neither included in the sanction list of the Security 
Council resolutions nor registered in China as the representatives of 
the DPRK financial institutions. China cannot verify and confirm 
whether they have relationship with the DPRK financial 
institutions. ” 

Beijing, 

China 

07 May 1980; PP 563132918 (expires 
04 February 2018) 

Kim Sang Ho 

Representative, Korea Daesong Bank 

As of 2015, Kim Sangho was an Office 39 official posted as a Korea 
Daesong Trading Company representative in Yanji, China. 

China replied, “The other DPRK individuals mentioned in the 

Panel's report are neither included in the sanction list of the Security 
Council resolutions nor registered in China as the representatives of 
the DPRK financial institutions. China cannot verify and confirm 
whether they have relationship with the DPRK financial 
institutions. ” 

Yanji, 

China 

16 May 1957 PP No.: 563337601 
(expires: 26 September 2018) 

Kim Jong Man (Aka 
Kim Cho’ng Man) 

2J3E.I- 

Representative, Korea Unification Development Bank. In 2015, he 
was an Office 39 official posted to Hong Kong. 

China replied, “The other DPRK individuals mentioned in the 

Panel's report are neither included in the sanction list of the Security 
Council resolutions nor registered in China as the representatives of 
the DPRK financial institutions. China cannot verify and confirm 
whether they have relationship with the DPRK financial 
institutions. ” 

Zhuhai, 

China 

16 July 1956; PP No.: 918320780 


See S/2017/150, p. 64 




Kim Hyok Choi 
(Aka Kim Hyo’k- 
Cho’l, 

Deputy Representative, Korea Unification Development Bank 

Zhuhai, 

China 

9 July 1978; PP No.: 472235761 
(expires 6 June 2017) 

Hyok Choi Kim 

China replied, “The other DPRK individuals mentioned in the 

Panel's report are neither included in the sanction list of the Security 
Council resolutions nor registered in China as the representatives of 
the DPRK financial institutions. China cannot verify and confirm 
whether they have relationship with the DPRK financial 
institutions. ” 



Ri Ho Nam (aka Ri 
Ho-nam) 

Ryugyong Commercial Bank branch representative (2014 to present) 
China replied, “The other DPRK individuals mentioned in the 

Panel's report are neither included in the sanction list of the Security 
Council resolutions nor registered in China as the representatives of 
the DPRK financial institutions. China cannot verify and confirm 
whether they have relationship with the DPRK financial 
institutions. ” 

Beijing, 

China 

DOB: 3 January 1967; PPNo.: 
654120210 (expires 21 February 2019 

Ms. Kim Su Gyong 

Korea United Development Bank (KUDB) Representative. Since 

2011 made multiple trips around Europe, especially in France and 

Italy, with the assistance of her father, Kim Yong Nam, and brother, 
Kim Su-Gwang, RGB agents who used their status as staff members 
of international organizations to help her obtain visas. Kim Su- 
Gwang (Kim Sou Kwang) recently departed Belarus. See: 

S/2017/742 para 50 and S/2016/15, para 187. 

Europe, 

also 

transited 
UAE and 
the 

Russian 

Federation 

DOB: 16 Jan 1973; PP 745120374 

Mun Cho'ng-Ch'o'l 

Tanchon Commercial Bank Representative. Has facilitated 
transactions for TCB. 


Res 2094 (2013) designated him as 
“Tanchon Commercial Bank (TCB) 
official” on 7 March (KPi.012) 

Jong Song Ho 

President of the Jinmyong Joint Venture Bank/Jinmyong Joint Bank 
- £! c§. Jong Song Ho helped arranged the sale of a 

shipment of DPRK coal aboard the Wise Honest through an 

Indonesian broker with the final listed recipient being the ROK 
company, Enermax. See S/2019/171, para 36 (business card at Annex 

J9X_ 

Indonesia 



,8 The Russian Federation informed the Panel that unilateral sanctions were “not an argument for suspicion of unlawful activities on Russian territory”. 




RI, Jong Won (a.k.a. 
RI, Cho'ng-Wo'n; 
a.k.a. RI, Jung Won) 

£| § S 

Foreign Trade Bank Representative. Russia replied to the Panel, “Mr. Ri 
Jong Won arrived in Russia on 5 February 2018 as an officially accredited 
member of the Embassy of the Democratic People’s Republic of Korea to 
the Russian Federation. It is not known what information was used to 
determine that he is the Moscow-based deputy representative of the 

Foreign Trade Bank. Moreover, according to the available information, he 
returned to the Democratic People’s Republic of Korea on 8 October 

2018.” 


DOB 22 Apr 1971; PP PS654320421 
(exp 11 Mar 2019) 

Choe Song Nam 
CHOE, Song Nam 
(aka CH'OE, So'ng- 
nam) 

Representative of Daesong Bank 


DOB: 07 Jan 1979; Passport 

563320192 expires 09 Aug 2018 

Kim Choi 

KIM, Choi (a.k.a. 

KIM, Ch'o'l) 

Representative of Korea United Development Bank 


DOB 27 Sep 1964 

Paek Jong Sam 

PAEK, Jong Sam 
(a.k.a. PAEK, 
Chong-sam) 

Representative of Kumgang Bank 


DOB 17 Jan 1964 

Ko 11 Hwan 

KO, 11 Hwan (a.k.a. 
KO, Il-hwan) 

JL<gJal 

Representative of Korea Daesong Bank. According to a Member 

State, he engaged in transactions for ship-to-ship transfers in 2018 
while acting as representative of Daesong Bank in Shenyang. 


DOB 28 August 1967 

Passport 927220424 expires 12 Jun 
2022 

Ri Myong Hun 

RI, Myong Hun 
(a.k.a. RI, Myo'ng- 
hun) 

Representative of Foreign Trade Bank 


DOB 14 Mar 1969; Gender Male; 
Passport 381420089 expires 11 Oct 
2016 

Kim Nam Ung 

Representative for Ilsim International Bank, which is affiliated with 
the DPRK military and has a close relationship with the Korea 


Passport no.: 654110043 















Kwangson Banking Corporation. Ilsim International Bank has 
attempted to evade United Nations sanctions. 


Res 2371(2017) desigmated him as 
Representative for Ilsim International 
Bank 

RI, Jong Won (a.k.a. 

RI, Cho'ng-Wo'n; 
a.k.a. RI, Jung Won) 

The Russian Federation replied, Mr. Ri Jong Won arrived in Russia 
on 5 February 2018 as an officially accredited member of the 

Embassy of the Democratic People’s Republic of Korea to the 

Russian Federation. It is not known what information was used to 
determine that he is the Moscow-based deputy representative of the 
Foreign Trade Bank. Moreover, according to the available 
information, he returned to the DPRK on 8 October 2018. 


DOB: 22 Apr 1971; Passport no 
654320421 expires 11 Mar 2019 


Source: The Panel, Member States and UN documents 




Annex 16: DPRK financial institutions with overseas representatives 


Names, alias, Korean and Chinese spelling 

HQ address / phone / fax/ 
SWIFT 

Security Council designations and information provided 
to Panel by Member States and United Nations resolutions 

Bank of East Land 

aka: Haedong Bank (“H'ott o), Dongbang Bank, 
Tongbang U’Nhaeng, Tongbang Bank, 

(M) 

BEL Building, Jonsung- 
Dong, Pyongyang 

Tel: +850 2 18111 

Fax: +850 2 3814410 

Res 2087 (2013) on 22 January 2013 (KPe.013) 

Info in UN Panel reports: S/2017/150; pp 76-77 and 
S/2017/742, para 61. 

Facilitates weapons-related transactions for, and other support 
to, arms manufacturer and exporter Green Pine Associated 
Corporation. Has actively worked with Green Pine to transfer 
funds in a manner that circumvents sanctions. 

Credit Bank of Korea 

aka Korea Credit Bank, International Credit Bank, 

mmmmm 

Munsu Street, Central 

District, Pyongyang 
+850 2 3818285 
+850 2 3817806 


Daedong Credit Bank [JV] 
q|-§.Aj-g.o.sy 

Aka Taedong Credit Bank, Dae-Dong Credit 

Bank, DCB Finance Ltd, Perigrine-Daesong 
Development Bank 

Suite 401, Potonggang Hotel, 
Ansan-Dong, 

Pyongchon District, 
Pyongyang, 

(b) Ansan-dong, Botonggang 
Hotel, 

Pongchon, Pyongyang, 

+850 2 3814866 

SWIFT: DCBK KPPY 

Res 2270 (2016) on 2 March 2016 (KPe.023) 

Representative offices and front companies in China 
according to Panel: S/2017/150, paras 225-230 and 

S/2017/742, oaras 51-56. 

Clients include: T Specialist International (Singapore) Ltd, 

OCN (Singapore) International Distribution Ptd Ltd; Pan 
Systems; Dalian Daxin Electron Co Ltd, Hongdae 

International, Yueda International Trading Co, Hing Heng, 
Korea Sinheung Trading Co, Hana Electronics. 

Joint venture with Korea Daesong Bank; majority stake 
acquired by a Chinese company. See current report, 
paragraphs XX. 

Daesong Credit Development Bank [JV] 

Koryo Credit Development Bank 

Koryo Global Trust 

Bank, Koryo-Global Credit Bank, Korea Credit 
Investment Company (S-td-fd-§--r-*|-S| A[) 

Daesong Credit Development 
Bank [Joint Venture] 

+850 2 381 4100 
+850 2 341 4013 


First Eastern Bank 

Rason, DPRK 

Affiliated with Central Bank and Unaforte (Italy and Hong 
Kong, China). See Panel report S/2017/150 para 221. 













Foreign Trade Bank (FTB) 

aka: Mooyokbank, Korea Trade Bank, 

Mooyokbank 

FTB Building, Jungsong 
dong, Central District, 
Pyongyang 

Tel: +850 2 18111 

Fax: +850 2 3814467 
SWIFT/BIC FTBD KP PY 

Res 2371 (2017) on 5 Aug 2017 (KPe.047) 

State-owned bank which acts as the DPRK’s primary foreign 
exchange bank and has provided key financial support to the 
Korea Kwangson Banking Corporation. 

See para X on registered office abroad. 

International Consortium Bank (ICB) 

Hi-Fund Bank International Consortium Bank 
(ICB), Sungri Hi-Fund International Bank, Sungri 
Economic Group 

Sungri Exhibition Hall, 
Pyongyang 


Jinmyong Joint Venture Bank/Jinmyong Joint 
Bank 

Pyongyang 

Tel: +85-02-18111-381-8161 
Fax: +85-02-381-4410 
Associated Factory: 
Address: 

Room No. 2204, 3211 

Pyongyang Information Center, 
Kyonghung-dong, Pothonggang 
District, Pyongyang 

Appears to be owned by the Jinmyong Trading Group. 
Advertisement presented at 19th Pyongyang Spring 
International Trade Fair (2016). Designated by OFAC in 
September 2017 pursuant to E.O. 13810, which targets, in 
part, persons determined to be operating in the financial 
services industry in the DPRK. The President, Jong Song Ho 
arranged the sale of a shipment of DPRK coal aboard the 

Wise Honest through an Indonesian broker with the final 
listed recipient being the ROK company, Enermax. See 
S/2019/171, para 36 (business card at Annex 19). 

Koryo Bank 

liiMSSIr 

Koryo Bank Building, 
Pyongyang, Democratic 
People's Republic of Korea 

Res 2356 (2017) on 2 June 2017 (KPe.045) 

Associated with Office 38 and Office 39 of the KWP. 

Operated by Korea Myohyang Economic Group; joint venture 
partner in Koryo-Global Bank. 

Koryo Credit Development Bank / Daesong 
Credit Development Bank [JV] (Aka. Koryo- 
Global Credit Bank, Koryo Global Trust Bank) 

(akaiE^#^^AJ§^°y) 

Yanggakdo International 

Hotel, Pyongyang 

Tel: +850 2 381 4100 

Fax: +850 2 341 4013 

Res 2371 (2017) on 5 August 2017 (KPe.049) 

Joint venture with Koryo Bank 

Korea Daesong Bank 

aka: Choson Taesong Unhaeng, Daesong Bank, 
Taesong Bank 

According to a Member State, in 2018 the bank 
has used the following false names when 
processing transactions for ship-to-ship transfers: 

Segori-dong, Gyongheung 
Street, Pyongyang 

Tel +850 2 818221 

Fax+850 2 814576 
SWIFT/BIC: 

KDBKKPPY 

Res 2321 (2016) on 30 November 2016 (KPe.035) 

Owned and controlled by Office 39 of the Korea Workers’ 

Party 

According to a Member State, Ko 11 Hwan engaged in 
transactions on behalf of Korea Daesong Bank from 

Shenyang for ship-to-ship transfers in 2018. 





{Chosun Noksaek Sanop 

Muyok, Korea Green Industry Trading 
Company/Corporation ) and 

i'id'tJ‘o-¥-^fS|^KChosun Sinyong Tuja Hoesa, 
Korea Credit Investment Company/Corporation 
or 



Korea Kwangson Banking Corporation 

°.sy 

, Korea Kwangson Finance 

Company, $)}l¥ Korea Kwangson 

Finance Company 

Jungsong-dong, Sungri 

Street, Central District, 
Pyongyang 

Res 2370 (2016) on 2 March 2016 

Provides financial services in support to Tanchon Commercial 
Bank and Korea Hyoksin Trading Corporation, a subordinate 
of the Korea Ryonbong General Corporation. Tanchon has 
used KKBC to facilitate funds transfers likely amounting to 
millions of dollars, including transfers involving KOMID- 
related funds. For more info see PoE report S/2017/150, p. 

63. 

Korea National Insurance Corporation 

£>4 W^|A[- 

Korea Foreign Insurance Company, 

KNIC Building, Central 
District Pyongyang 
+850 2 18111/222 

Ext:3418024 

+850 2 3814410 


Korea Joint Venture Bank 

Korea Joint Bank, Korea Joint Operation Bank, 
Chosun Joint Operation Bank, Habyong Bank, ij>f| 

KJB Building, Ryugyong 1 
dong, Pothonggang District, 
Pyongyang 

+850 2 381-8151, 850-2- 
18111-381-8151 

+850 2 381-4410 


Ryugyong Commerical Bank (RCB) 

Ryusang Bank, #PMF§! lli/ISIr, IPPl+jiSfr 

Changgwang Hotel, 5th 

Floor, Pyongyang 

Beijing, China 

Dandong, China 

Two ATMs at Pyongyang Airport and one in the lobby of 
Changgwang Inn. 

Ryugyong Commercial Bank ATM lists an address in the 
Changgwang Foreign House, Suite #05-24 

Joint Venture with OCN Pyongyang Office and Koryo 
Commercial Bank 

Korea Unification (United) Development Bank 

(S£!)S§!im£2l 

KUDB Building, Pyongyang 

SWIFT/BIC: KUDBKPPY 

Res 2321 (2016) on 30 November 2016 (KPe.033) 

USA on 16 March 2016 

See Panel of Experts report (S/2017/150, p 62) 




aka: Myohyangsan Bank, Unification 

Development Bank, T’ongil Palchon Bank, Korea 
Tongil Paljon Bank, Korea Reunification 
Development Bank 



Hana Banking Corporation 

aka Korea Kumsong Bank, Kumsong Bank, 
Single-Minded International Bank, 

ISB Building, Pyongyang; 
Haebangsan Hotel, Jungsong- 
Dong, Sungri Street, Central 
District, Pyongyang, 

Dandong, China 

SWIFT/BIC 

BRBKKPPIXXX 

Partial Ownership by Central Bank. Overseas several Bank 

Card product lines for domestic use 

Ilsim International Bank 

aka. Korea Kumsong Bank, Kumsong Bank, 
Single-Minded International Bank, 0 

ISB Building, Pyongyang 
Pyongyang, Democratic 
People's Republic of Korea 
SWIFT: ILSIKPPY 

Res 2321 (2016) on 30 November (KPe.034) 

Affiliated with the DPRK military and has close relationship 
with Korea Kwangson Banking Corporation (KKBC) and has 
attempted to evade United Nations sanctions. 

First Credit Bank. (JV) or Cheil Credit Bank 

*IIS!£!S£$I 

m-mmmy 

aka: First Trust Bank Corporation, Jeil Credit 

Bank, Kyongyong Credit Bank 

a) 3-18 Pyongyang 

Information Center, 
Potonggang District (as of 
2016). b) i Rakrang District, 
Jongbaek 1-dong Tel: +850 2 
433-1575 (02-433-1575) 
SWIFT: KYCBKPPYXXX 
Rakrang Tel: 961-3331, 961- 
0003 

Belongs to Workers Party of Korea. It was established in 

2008 as JV venture with Singapore’s Miracle Commerce Pte. 
Ltd., and its CEO William Toh (aka Toh Hwee Howe) who 
has been involved in trade with the DPRK using his other two 
companies, I-Tech Intelligence Resources and Sinsar Trading 
Ltd. 

Koryo Commercial Bank 

aka Korea Commercial Bank 

KCB Building, Taedonggang 
District, Pyongyang; ; 

Beijing, China; Shenyang, 
China; SWIFT/BIC 

KCBKKPP1 

Joint Venture with OCN and Ryugyong Commerical Bank 

Tanchon Commercial Bank 

AKA: Changgwang Credit Bank, (o h cJ'lJ-o-e- ci) 
Korea Changgwang Credit Bank 
(S^j&^S^SS); Yongaksan Bank 
(£^£^), Lyongaksan Bank (#2^£«) 

Saemul 1-Dong Pyongchon 
District, Pyongyang 

Designated by UN on 24 Apr. 2009 (KPe.003) 

Main DPRK financial entity for sales of conventional arms, 
ballistic missiles, and goods related to the assembly and 
manufacture of such weapons. Under Second Economic 
Committee; financial arm of KOMID. 

Korea United Development Bank (KUDB) 

(D3P) 

KUDB Building, Pyongyang 

SWIFT/BIC: KUDBKPPY 

Res 2321 (2016) on 30 November (KPe.033) 

Information in UN POE report: S/2017/742, p. 22 




aka: Myohyangsan Bank, Unification 

Development Bank, T’ongil Palchon Bank, Korea 
Tongil Paljon Bank, Korea Reunification 
Development Bank 



Kumgang Group Bank / Kumgang Bank 
(KKG) 

Korea Kumgang Bank 

aka: Kumgang Export and Import Bank 

Kumgang Bank Building, 
Central District, Pyongyang 
(The North East Asia Bank 
building in Pyongyang 
became the KKG Bank 
building) 

Associated with Korea Ponghwa General Corporation (under 
External Economic Committee of the Cabinet) and Korea 
Pyongyang Trading Company 

Kumgyo International Commercial Bank 


Affiliated with Korean Chongsong Mining Company and 
Changgwang Shop. See Panel report S/2017/150 para 220. 

Tanchon Commercial Bank 

AKA: Changgwang Credit Bank, (£> h o l ''£J‘o-& c§) 
Korea Changgwang Credit Bank 

Yongaksan Bank 

(S^£2I), Lyongaksan Bank (#^£^) 

Saemul 1-Dong Pyongchon 
District, Pyongyang 

Designated by UN on 24 Apr. 2009 (KPe.003) 

Main DPRK financial entity for sales of conventional arms, 
ballistic missiles, and goods related to the assembly and 
manufacture of such weapons. Under Second Economic 
Committee; financial arm of KOMID. 


Source: The Panel, Member States and UN documents 




Annex 17: Payment for Wise Honest transshipment costs arranged by DPRK bank 
representative 
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mandiri 


Rekening Koran 
(Account Statement) 


From 01 March 2018 

To 31 March 2018 

1260007369969 - ARBAA ENERGY RESOURC 


Currency 

Branch 

Opening Balance 

: USD 

: KCP Jkt Permata 

: 972.79 





Date & Time Value Date 

Description 

Reference No 

Debit 

Credit 

1AQ on 

Balance 

>50 930 79 


SWIFT CODE BMRIIDJAXXX 
Debit InTTSusp HUITONG MINERALS 
CO ITDJP MORGAN CHASE BANK. 
NEW YORK. USA 
SWIFT CODE BMRIIDJAXXX 

Oeb« InTTSusp HUITONG MINERALS 
CO LTDJP MORGAN CHASE BANK. 
NEW YORK. USA 


0.00 159.958 00 


3103/2018 

23:5900 

31(03/2018 

23:59:00 

31/03/2018 

23:59:00 

31/03/2018 

23:5900 


31/0372018 

31/03/2018 

31/03/2018 

31/03/2018 


310.883 79 
310.887,61 
310.88885 
310.886.41 


No of Credit 

Total Amount Credited 309.919 82 

No of Debit 

Total Amount Debited 6 20 

Closing Balance 310.886.41 


19-13211 


99/144 




S/2019/691 


IT 


mandiri 


Penods 

Account No 

CufTtncy 

Brandt 

Oconiog 9»l»nc» 


Rekening Koran 
(Account Statement) 

From Ot April 2018 

To 30ApntZ01« 

12M0073C9964 ARBAA ENERGY RESOURC 

USD 

KCPJrtPemtfa 

3io.aas.4i 




I 2 AVW 016 

uas» 

tjwaiie 

1*5123 


tJCUiTC’B 


^JMMflOW 


taAl JW8JTM « ERY THURSINA 
.RFWSTIWI 1604120*22 
OMM t»TT$ui|l HUAWQ ME MNEftAlS 
[HONG KONGt CO STANDARD 
CHARTERED OANK 
PAYMENTS FOR 00005 
[MX Nail'll TRADE PONtt« 
IMITEDFlRST C06R*RCWl SANK 
BG 363706 
TnniM 70J6S7M 
<RrBi8T001ta04l.'»2#S 
omyiTtsmp huanohe minerals 
c0 ---- 


1*0472018 

1015.21 





104)413016 SLMFTCOOt SURIIDJAXXX 

OrtllnTTSutp HOfTONQ MINERALS 
COL.rDA> MORGAN CHASE 84464. 
3EWY0RK. USA 

27,0412016 ttC 363760-PA YMEN1 IMV NO 0G6- 

TrAMhrTI 203*3760 ONGCAO 
CM. 06AL SHPP64C CO, L8KTE0 


27W4I2010 
It 00:33 




OO 303761- 
Tranilar 20363701 



Detyr 

5000000 

ooo 

10,00000 


3000000 


500 


532 


Crwtt 


210 ON 00 


on 

0.00 

0.00 


nOAOSae 


74,30000 

000 
36.30'« 

000 


««uoo 



440.644 41 


4TOJ44 

440044 

430.444 

330/M 


204 330 40 


224 23000 
229 044 00 


16860060 
166.660 60 
16*062 20 


16*008,60 


Page id? 


Source'. Annex 19 of Panel’s report S/2019/171 of 5 March 2019. 
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b. Supplementary information on payment for Wise Honest from US Court documents 

Excerpts from Case l:19-cv-04210 filed on 9 May 2019, United States District Court, Southern 
District of New York 

43. In connection with the March 2018 shipment of coal on board M/V Wise Honest from 
North Korea, see supra 11 28- 30, payments totaling more than $750,000 were transmitted 
through the correspondent accounts of another U.S. financial institution ("Bank-2"), which was 
specifically listed as being located in "New York, USA." 

Source: Case l:19-cv-04210 filed on 9 May 2019, United States District Court, Southern District of New York 
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Annex 18: Screenshot of media coverage of a Republic of Korea Parliamentary 
Committee Press Conference on Detention of DN5505 for importing DPRK-origin coal 



English Translation: 
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Annex 19: International Shipping News, “Ship Suspected of Carrying N.K. Coal Is 
Under Probe: lawmaker”, 19 April 2019 


S/2019/691 



A Togo-flagged ship has been under probe in South Korea on suspicion of carrying North 
Korean coal in a potential violation of U.N. Security Council sanctions, an opposition 
lawmaker said Thursday. 

The vessel, believed to have come from Russia’s Nakhodka, entered the South Korean 
southeastern port of Pohang in February to unload 3,217 tons of North Korean coal and its 
departure was suspended, according to Rep. Yoo Ki-june of the main opposition Liberty Korea 
Party (LKP). 

The DN5505 vessel also unloaded 2,588 tons of coal in South Korea in November, he said. 

“The government grudgingly recognized that the vessel was shipping North Korean coal and 
kicked off the investigation,” Yoo claimed. 

North Korea is banned from exporting coal, iron ore and other mineral resources under 
Resolution 2371, passed in August, 2017. U.N. sanctions call for a country to capture and look 
into a vessel suspected of engaging in prohibited activities with North Korea. 

The DN5505 has become the sixth ship whose departure from a South Korean port was 
suspended or denied due to suspected shipments of North Korean coal or ship-to-ship oil 
transfer in international waters. 

Yoo said the name of the ship was changed in January 2018 and its original name is Xiang Jin. 


Source: “Ship suspected of carrying N.K. coal is under probe: lawmaker” in International Shipping News . 
19 April 2019. 
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Annex 20: Austria’s reply to the Panel 

PERMANENT 
MISSION 
OF AUSTRIA 

TO THE UNITED 
NATIONS IN NEW YORK 

New-York-OV/RECHT/0140/2019 

The Permanent Mission of Austria to the United Nations presents its compliments to the 
Panel of Experts established pursuant to United Nations Security Council resolution 1874 
(2009) and has the honour to transmit the following: 

With reference to the Panel's letter dated 28 June 2019 (S/AC.49/2019/PE/OC.75) Austria 
would like to provide the following information in addition to the letters dated 23 March 
2017 as well as 26 October 2017: 

A. Korea Ungum Corporation 

As the Panel of Experts is aware, the Austrian Authorities have been dealing with the 
Korea Ungum Corporation since 2012 and seeking cooperation with the panel 
concerning this matter on several occasions. Based on the investigations of the Austrian 
Authorities, the facts may be summarized as follows: 

1. Korea Ungum Corporation held the following bank accounts with Meinl Bank AG: 

• No. 100493444 balance USD 768.168.24 

• No. 100493445: balance EUR 1.127,465.35 

2. The following persons were registered as authorised signatories of the bank accounts: 

• Mr. HYON Yong II, DOB March 1964 (no known permanent residence in Austria) 

• Mr. KIM Yu Jin, DOB 23 September 1963 (member of the administrative and technical 
staff at the DPRK Embassy in Vienna, registered from 10 May 2007 until 11 February 
2010) 

• Mr. RI Yong Su. DOB 10 June 1959 (member of the administrative and technical staff 
at the DPRK Embassy in Vienna, registered from 6 October 2004 until 2 May 2007) 
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3. In July 2012, Mr. HYON Yong II intended to close the accounts of Korea Ungum 
Corporation with Meinl Bank AG and transfer the balance via West Landesbank in 
Germany to an account of the Foreign Trade Bank of the DPRK (FTB). 

4. On 26 July 2012, Meinl Bank AG submitted a suspicious transaction report to the 
Criminal Intelligence Service of Austria, because the Bank had suspected Korea Ungum 
of money laundering. The report was forwarded to the Vienna Public Prosecutor's Office, 
which on the same day ordered the freezing of the accounts due to suspected money 
laundering activity. 

5. On 17 July 2015 the Vienna Public Prosecutor s Office closed the money laundering 
proceedings due to lack of evidence and lifted the freezing order. 

6. However, no moneys were released, since the Austrian National Bank, as the 
competent Austrian authority to monitor the implementation of financial sanctions, 
confirmed to Meinl Bank that the bank accounts remained frozen pursuant Council 
Regulation (EC) No. 329/2007 concerning restrictive measures against the Democratic 
People's Republic of Korea. 

7. In February 2016, the Korea Ungum Corporation, requested a cash withdrawal from 
the bank accounts which supposedly should have been made available to a member of 
the DPRK Embassy in Vienna. However, this request was refused. 

8. In October 2016, in order to achieve legal certainty for freezing the accounts in the 
view of potential lawsuits, Austria proposed the listing of Korea Ungum Corporation 
under EU sanctions legislation, after it had asked the Panel of Experts for additional 
information. However, no consensus among EU member states could be reached on the 
listing proposal. 

9. On 9 January 2017. the DPRK Embassy requested the release of funds from the above- 
mentioned bank account No. 100493444, allegedly in order to pay an outstanding salary 
to Mr. JO Kwang Choi based on a fabricated labour contract with Korea Ungum 
Corporation (for further details see Part B below). Again, the request was refused. 

10. In February 2017, in order to solve the matter in conformity with the sanctions 
measures against the DPRK. Meinl Bank AG bought DPRK promissory notes to the value 
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of the balance in the above-mentioned accounts from Winter Bank, another Austrian 
private bank, which held DPRK promissory notes of several million Euros. The accounts 
were set off against the promissory notes, thereby avoiding that any funds were made 
available to FTB or any other entity of the Government of the DPRK. 

11, On 28 February 2017, both bank accounts of Korea Ungum Corporation with Meinl 
Bank AG were closed, well before the listing of FTB by the Security Council on 5 August 
2017. 

B. JO Kwang Choi 

1. Mr. JO Kwang Choi (DOB 5 August 1975, Passport No 74S420418, see attachments 1 
and 2) has been accredited since 2 February 2016 as a member of the administrative and 
technical staff of the DPRK Embassy in Vienna. His current accreditation card is valid until 
3 November 2020 Mr. JO'S private address is not known to the Austrian authorities. 
There is no legal obligation for accredited members of Embassies in Austria to register 
their private addresses. 

2. In December 2016, the DPRK Embassy request the release of funds in the amount of 
EUR 33,600.00 from the bank account No. 100493444 with Meinl Bank AG. allegedly in 
order to pay an outstanding salary to Mr. JO for his work as an agent of Korea Ungum 
Corporation in Vienna from February to September 2016. However, the Austrian 
authorities came to the conclusion that this request was an imposture, based on a 
fabricated labour contract. When the DPRK Embassy was confronted with the suspicion 
that the contract and supposed work of Mr. JO potentially violated Article 42 of the 
Vienna Convention on Diplomatic Relations, OP 33 of Security Council Resolution 2321 
(2016) as well as Austrian tax and labour laws, it withdrew its request and no funds were 
released 

3. After careful analysis of all available facts, the Austrian authorities determined - in line 
with the discretion afforded to Member States in OP 33 of Security Council Resolution 
2321 (2016) - that there was no sufficient and reliable evidence to conclude that Mr. JO 
was actually working on behalf of or acting at the direction of the FTB during his posting 
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in Vienna. The alleged labour contract was poorty fabricated and there was no evidence 
of any activities of Mr. JO as supposed agent of Korea Ungum Corporation and/or FTB 
before or particularly after the adoption of Security Council Resolution 2321 (2016) on 30 
November 2016. This conclusion was corroborated by the fact that, unlike previous staff 
at the DPRK Embassy, Mr JO was never registered as an authorised signatory of the 
above-mentioned bank accounts of Korea Ungum Corporation Mr JO is also not 
registered in the Austrian business register, nor in the Austrian company register or in 
the Austrian land register. 

C. Implementing measures 

1. Council Regulation (EC) No, 329/2007 which was later replaced by Council Regulation 
(EU) No. 2017/1509 of 30 August 2017 transposed the obligation to freeze assets of 
individuals or entities under paragraph 8 (d) of Secunty Council Resolution 1718 (2006) 
and subsequent relevant Security Council Resolutions. 

2. According to the Austrian National Bank, as the competent national authority, action 
taken pursuant to Art. 28 and 29 of Regulation (EU) 2017/1509 of 30 August 2017 
implementing UNSC-Resolution 2321 (2016) has led to the closure of 12 bank accounts 
held by persons affiliated with the DPRK Embassy in Austria. According to available 
information, the DPRK Embassy no longer holds any bank account in Austria at all, as 
local banks refuse to do business with the Embassy Due to very strict national banking 
secrecy legislation, more detailed information could only be acquired by a court order 

3. In this context it is noted that the personal scope of Art. 28 of said EU Regulation goes 
beyond the scope of OP 16 of Security Council Resolution 2321 (2016), which only refers 
to diplomats and consular officers, whereas Art. 28 of the EU Regulation includes all 
members of DPRK diplomatic missions. According to the well-established definitions in 
the Vienna Convention on Diplomatic Relations (VCDR) and the Vienna Convention on 
Consular Relations (VCCR). which both reflect customary international law, the terms 
‘diplomatic agent* (d. Art 1 (e) VCDR) and ’consular officer" (d. Art 1 (d) VCCR) do not 
encompass ’members of the administrative and technical staff" nor the family members 
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of such diplomat agents and consular officers, who are therefore outside the scope of OP 
16 of Security Council Resolution 2321 (2016). 

4. In accordance with Art 28 and 29 of Council Regulation (EU) 2017/1509 the obligation 
to close the accounts of DPRK diplomats departing/having departed their posting is with 
the credit and financial institutions. 

The Permanent Mission of Austria to the United Nations avails itself of this opportunity 
to renew to the Panel of Experts the assurances of its highest consideration. 


To the 

Panel of Experts 

established pursuant to UN Security Council resolution 1874 (2009) 



United Nations 

New York 
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DPRK service passport held by Jo Kwang Choi 


*1 fl / OFFICIAL STATUS 


£4dS!^2l£JSJ32R[Uj© 5|gy 


STAFF MEMBER 

THE EMBASSY OF THE DEMOCRATIC PEOPLE'S REPUBLIC OF KOREA 
IN THE REPUBLIC OF AUSTRIA 


h-1 ji- 


£aS!?92l£!fflSS3 Democratic People s Republic of Korea 



PSPRKJO<<KHANSCHOL<<<<<<<<<<<<<<<<<<<<<<<<<< 

7454204189PRK7508055N20H208<<<<<<<<<<<<<<<0 
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Letter from the DPRK Embassy in Beijing requesting visa for Jo Kwang Choi and his family 



Embassy of the Democratic People ’ s Republic Of Korea 


wo yfy-o 


The Embassy of the Democratic People’s Republic of Korea in Beijing 
presents its compliments to the Embassy of the Republic of Austria and has 
the honor to kindly request the latter to issue the D-visas in favor of following 
newly appointed staff member of the DPR Korea Embassy to the Republic of 
Austria and his family who will stay in Austria for 4 years from January 25, 
2016, who names, dates of birth, passport numbers are as follows: 

1. Mr. Jo Kwang Choi. Bom: 05-Aug-1975. Passport No-PS745420418 

2. Mrs. Choe Hyang Mi. Bom: 23-Jan-l976. Passport No-PS745420419 

3. Mr. Jo Ju Ryong. Bom: 22-Apr-2000. Passport No- PS745420420 

4. Ms. Jo Ju Hyang. Bom: 18-Aug-2003. Passport No- PS745420421 

Please be informed that Mr. Jo Kwang Choi is the replacement of Mr. Ri 
Jong Choi, the staff member of the DPRK Embassy to the Republic of Austria 
and the application forms, copies of applicants' passports and original 
passports are enclosed herewith. 

The Embassy of the DPRK avails itself of this opportunity to renew to the 
Embassy of the Republic of Austria the assurances of its highest consideration. 


December 03, Juche 104(2015) / • 

To: Embassy of the Republic of Austria 
Beijing 


Source: Member State 
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Annex 21: Suspected DPRK cyber-attacks on financial institutions (including 
banks and cryptocurrency exchanges) investigated by the Panel 

A. Banks 


Date 

Location 

Details 

Dec 

2015 

Guatemala 

Reported loss of 16 million USD. 

Dec 

2015 

Vietnam 

Attempted theft of more than 1 million Euro ($1.1 millions) of funds 
through fraudulent SWIFT messages according to statement Tien 

Phong Bank later issued. 59 

Feb 

2016 

Bangladesh 

Attempted theft of $951M 

May 

2016 

South Africa 
/Japan 

Reported theft of $18M from Standard Bank that caused a 
malfunction of the system shortly before the cash was withdrawn 
from ATM machines at convenience stores in Tokyo and 16 
prefectures across Japan with forged cards made with data stolen 
from credit cards issued by the bank. 

A reply from the Government of Japan to the Panel dated 25 July 
2019 stated, “As of 9 July 2019, approximately 260 suspects, 
including organized crime group members, have been arrested, and 
the total amount of the cash illegally withdrawn from the ATMs 
across Japan was approximately 1.86 billion yen. The suspects 
used forged cards with data of roughly 3,000 pieces of customer 
information stolen from the Standard Bank in the Republic of 

South Africa, in order to withdraw cash from approximately 1,700 
ATMs located in Tokyo and 16 prefectures across Japan. The case 
is still under investigation.” 

July 

2016 

India 

Attempted theft of $166M using tactics and techniques similar to 
February 2016 attack on Bangladesh Bank. Funds were transferred 
to the Canadia Bank Pic and RHB IndoChina Bank Ltd in 

Cambodia, the Siam Commercial Bank in Thailand, Bank Sinopac 
in Taiwan Province of China, and a bank in Australia (routed by 
Citibank New York and JP Morgan Chase New York). 

July 

2016 

Nigeria 

Attempted theft of $100M 6U 

Oct 

2017 

Tunisia 

Attempted theft of $60M 

Oct 

2017 

Taiwan 
Province of 
China 

Attempted theft of $60M from Far Eastern International Bank; all 
but $500,000 recovered by the bank 61 

Jan 

2018 

Mexico 

Attempted theft of 110M USD from Bancomext bZ 


59 https://www.nvtimes.com/2016/05/27/business/dealbook/north-korea-lmked-to-digital-thefts-from-global-banks.html 

60 APT38: Un-usual Suspects, October 2018, p.7, mentions ‘an African bank that appears to have been targeted in early 2016 [...] 
and involved an attempted theft of approximately $100 million’, https://content.fireeve.com/apt/rpt-apt38 

61 Article by Reuters dated 16 October 2016 on the DPRK likely behind SWIFT cyber-attack on Taiwan Province of China. 
https://reut.rs/2kVSmKO . 

62 FireEye APT38 report 
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Jan 

2018 

Costa Rica 

Attempted theft of 19M USD W 

Feb 

2018 

India 

Attempted theft of 16.8 USD from City Union Bank using 
techniques similar to February 2016 attack on Bangladesh Bank. 

March 

2018 

Malaysia 

Attempted theft of 390M USD 29 March 2018 cybersecurity 
incident involving attempted unauthorized fund transfers using 
falsified SWIFT messages 

May 

2018 

Chile 

Theft of approximately 10 million USD from Banco de Chile 
through unauthorized transactions using SWIFT, mainly to Hong 
Kong. The hackers distracted bank employs from the theft by using 
malware to render 9000 bank owned computers inoperable. 64 

June 

2018 

Liberia 

Attempted theft of 32M USD 

Aug 

2018 

India 

Reported theft of 13M USD through attack on Cosmos Bank 
through simultaneous ATM withdrawals across 23 countries in five 
hours as well as the transfer of 139 million Rupees to a Hong 
Kong-based company’s account in three unauthorized SWIFT 
transactions. On 8 October 2018 the United States included this 
and other similar DPRK attacks in its alert regarding the 
“FASTCash Campaign” 65 

Oct 

2018 

Chile 

Attack on Redbanc using malware called POWERRATANKBA. 
Sophisticated social engineering via Linkedln, Skype. 

Feb 

2019 

Malta 

Attempted theft of 14.5M USD from the Bank of Valletta (BOV) 
on 13 February. Before being reversed, transfers were made to 
banks located in the UK, the US, Czech Republic, and Hong Kong, 
China, “phishing” activity using the same digital fingerprint had 
been detected since October 2018. 

Feb 

2019 

Spain 

Attempted theft of 10.8M USD bb 

March 

2019 

Gambia 

Attempted theft of 12.2M USD 

March 

2019 

Nigeria 

Attempted theft of 9.3M USD 

March 

2019 

Kuwait 

Reported theft of 49M USD 


Source: Information from Member States, Statements by Government agencies, corporate statements, reports by 
cyber security firms and media articles 


63 In a reply to the Panel dated 24 July 2019, the Mission of Costa Rica stated, “The Mission can confirm that a private financial 
institution experienced an alleged cyberattack in Costa Rica in January 2018. An investigation has been launched by the Office of 
the Public Prosecutor's Division on Fraud. On July 17, 2019, the Division delegated the investigation to the Ministry of Science, 
Technology and Telecommunication. Because the investigation is still ongoing, it is not possible for the Mission to provide the Panel 
with any result.” 

64 FireEye APT38 report 

65 Alert (TA 18-275A) “Hidden Cobra - FASTCash Campaign”, US-CERT (United States Computer Emergency Readiness Team), 8 
October 2018. The general pattern of such attacks targeting financial institutions has been well documented in a criminal complaint 
issued by the U.S. Government. Criminal Complaint filed to the U.S. District Court for the Central District of California against 
Park Jin Hyok https://www.iustice.gov/opa/press-release/file/1092091/download 

66 Spain’s National Cryptologic Centre (CCN), under the National Intelligence Centre stated in its 2019 Cyberthreats and Trends report 
that hackers associated with the DPRK government conducted the largest number of reported cyberattacks against Spain in 2018. 
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B. Cryptocurrencv 


Date 

Location 

Details 

Feb 2017 

ROK 

Theft of 7M USD in first attack on Bithumb 

22 April 2017 

ROK 

Theft of 4.8M USD in first attack on Youbit 
(3618 Bitcoin) 

12 May 2017 


Global WannaCry attack resulted in Bitcoin 
laundered through Monero 

144,000 USD (52 Bitcoin) 67 

July 2017 

ROK 

Reported theft of more than 7 million USD in 
second attack on Bithumb including: 870,000 
USD in Bitcoin and 7 million USD in Bitcoin 
and Ethereum. 68 National Intelligence 

Services attributed to the DPRK. 

Summer 2017 

ROK 

25,000 USD (70 Monero) by through Monero 
cryptojacking / mining through illegal seizure 
of a Republic of Korea company server 

23 Sept 2017 

ROK 

Theft of undisclosed amount of Bitcoin 
(possibly 2.19 million USD) in attack on 
Coinis. Total of 6.99M USD reported in 
losses from this and the April 2017 Youbit 
attack combined 

May-Sept 

2017 

ROK 

ROK Police reported attacks on three 
crypto currency exchanges by DPRK actors 
and detailed that 25 employees at four 
different exchanges were targeted in 10 
separate “spear phishing” attempts since July 
2017 70 

23 September 
2017 


Coinis attack - undisclosed amount of 

Bitcoin, possibly 2.19 million USD 71 

19 Dec 2017 

ROK 

Theft of 17 percent of Youbit assets in second 
attack on Youbit. Youbit later declared 
bankruptcy as a result of hack. 72 

Dec 2017 

Slovenia 

Reported theft of 70+M USD from the 
bitcoin mining company, NiceHash, which 
reported “a highly professional attack with 


67 United States District Court, Central District of California, United States of America v. PARK JIN HYOK, Case No. MJ18-1479, 
Criminal Complaint, 8 June 2018, para. 6. Available at www.iustice.gov/opa/press-release/file/1092091/download . 

68 Nikhilesh De, “Police Confirm North Korean Connection in Bitcoin Exchange Phishing, Coindesk, 2 October 2017 
https://www.coindesk.com/police-confirm-north-korean-connection-bitcoin-exchange-phishing ; and Stan Higgins, North Korea Is 
Targeting South Korea’s Bitcoin Exchanges, Report Claims, 12 September 2017, https://www.coindesk.com/report-north-korea- 
targets-south-koreas-bitcoin-exchanges-cyber-attacks . The Korean Internet Security Agency reportedly thwarted an attempted hack 
on 10 Korean exchanges back in October. 

69 According to a news article, an assessment by Kwak Kyoung-ju at the Republic of Korea Financial Security Institute attributed the 
seizure of a server at an ROK to a hacking unit called “Andariel”. Sam Kim, “North Korean Hackers Hijack Computers to Mine 
Cryptocurrencies” Bloomberg, 31 December 2017. 

70 Republic of Korea Police https://www.coindesk.com/police-confirm-north-korean-connection-bitcoin-exchange-phishing: 
https://www.coindesk.com/report-north-korea-targets-south-koreas-bitcoin-exchanges-cvber-attacks . Korean Internet Security 
Agency reportedly thwarted an attempted hack on 10 Korean exchanges back in October. 

71 Republic of Korea Intelligence Service as reported by Yonhap News, 16 December 2017. “Spy agency suspects N. Korean 
involvement in recent hacking into cryptocurrency exchange”, https://www.vna.co.kr/view/AKR20171216027100014 . 

72 “Youbit statement announcing closure following hack” (Korean). 19 December 2017. 
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sophisticated social engineering” that 
resulted in approximately 63.92M USD of 
Bitcoin being stolen. 

June 2018 

ROK 

Third attack on Bithumb. Bithumb 
announced in a since deleted tweet that 
hackers stole approximately $31 million. 
Proceeds were laundered through a separate 
crypto-currency exchange called YoBit. 

Aug 2018 

India 

Reported theft of 13M USD 

Oct 2018 

Bangladesh 

Attempted theft of 2.6M USD 

March 2019 

Thailand/Singapore/Hong 
Kong, China 73 

Reported theft of 9M USD from DragonEx 

March 2019 

ROK 

Reported theft of 20M USD in fourth attack 
on Bithumb (3M EOS and 20 million Ripple 
coins stolen worth $13.4M USD and 6M 

USD, respectively) 

28 May 2019 

ROK 

UpBit attacked. No losses reported. 


Source: Information from Member States, Statements by Government agencies, corporate statements, reports by 
cyber security firms and media articles 


73 According to the company’s Twitter and Linkedln accounts, it is based in Singapore. The Linkedln page states, “Registered in 
Singapore, Operation Department headquartered in Bangkok.” However, Singapore indicated to the Panel that it does not currently 
have any registration information for a company under the name of DragonEx. Singapore further stated, “We note that DragonEx’s 
announcement of 27 March 2019 on its Telegram channel states that the Hong Kong Cyber Security and Technology Crime 
Investigation Bureau is investigating the incident.” DragonEx stated in its announcement of the cyberattack that it informed the 
judicial administrations of Estonia, Thailand, Singapore and Hong Kong. For more information on the attack, see 
http://www.coinwire.com/360-securitv-wams-about-lazarus-hacker-group and 

https://www.secrss.com/articles/9511 
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Annex 22: Information on patterns and methods of DPRK cyber attacks 

1. After selecting a target, malicious DPRK cyber actors research employees and 
organizations looking for vectors of attack. Attacks frequently involve one or more 
of the following tactics employed against a single target: engaging in spear phishing 
attacks; engaging in Watering Hole attacks whereby hackers compromise sites likely 
to be visited by a particular target group; and exploiting existing, well known 
software vulnerabilities which the target is believed to have left unpatched. After 
establishing an initial foothold, DPRK hackers then work to move laterally and 
elevate their privileges within a system; establishing as much control as possible 
before attempting to execute a cyber-theft. These patterns of attack are not unique 
to DPRK hackers, what distinguishes them are the targets they select (such as 
financial institutions) and that following completion of their goals (or upon 
discovery) DPRK hackers are often willing to destroy large amounts of data to cover 
their tracks or distract targets while the theft is in process. 74 


2. Examples of these tactics include spear phishing attacks in the form of job 
applications which were sent to employees of the Bangladesh Ba nk in the February 
2016 attack and used to compromise computers controlled by the bank. 75 In 2017, 
DPRK cyber actors infected the website of the Polish Financial Supervision 
Authority with malware programed to only download onto computers which visited 
the site if they were from 104 pre-selected financial institutions and telecom 
companies. 76 In March 2017 the security vulnerability known as CVE-2017-0144 
which affected computers running some versions of the Windows operating system 
became known. Patches were not initially available for Windows XP though and in 
May 2017 DPRK hackers deployed the WannaCry ransomware worm targeting older 
computers running Windows XP which had not patched the vulnerability. 77 Finally, 
in 2018, as part of a cyber-heist targeting a Chilean bank, DPRK hackers destroyed 
data on approximately 9,000 bank-owned computers in order to distract bank 
employees from the theft of $10 million. 78 


74 Nalani Fraser, Jacqueline O’Leary, Vincent Cannon, Fred Plan “APT38: Details on New North 
Korean Regime-Backed Threat Group”, 3 October 2018. Accessed at 
https://www.fireeve.com/blog/threat-research/2018/10/apt38-details-on-new-north-korean- 

regime-backed-threat-group.html on 11 July 2019. 

75 United States District Court, Central District of California, United States of America v. PARK JIN 
HYOK, Case No. MJ18-1479, Criminal Complaint, 8 June 2018. 

76 Symantec Security Response, “Attackers target dozens of global banks with new malware”, 
Symantec. 12 February 2017. 

77 Criminal Complaint filed to the U.S. District Court for the Central District of California against 
Park Jin Hyok. 

78 Dave Sherwood and Felipe Iturrieta, “Bank of Chile trading down after hackers rob millions in 
cyberattack”. Reuters. 11 June 2018. 
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Annex 23: Actions taken by Member States to counter losses due to attacks by DPRK 
cyber actors 

Costa Rica 

In its reply to the Panel of 24 July 2019, Costa Rica stated the following: 

In terms of our country's cybersecurity strategy, we have strengthened the capabilities of the 
Response Center for Information and Technology Incidents of the Ministry of Science, 
Technology, and Telecommunications. The Center's main purpose is to provide quick IT response 
services to the public sector. Although the Center does not handle prosecutions, the government 
has implemented response and coordination protocols between the Center and other state 
agencies. Furthermore, the Government has created a National Strategy for Cybersecurity; it has 
improved the monitoring capabilities of public websites by the Response Center; and it has 
provided training in technical and logistical cybersecurity to government officials. Lastly, the 
government has increased international cooperation in terms of cybersecurity with governments 
and international organizations such as the Government of South Korea and the Organization of 
American States, among others. 

India 

In its reply to the Panel of 7 June 2019, India stated the following: 

In the light of SWIFT related incidents and frauds like the cyberattacks in August 2018 on 
Cosmos Bank based in Pune, the banking regulator of India has undertaken various preventive 
measures which include: 

(a) Issuing circulars on cyber security controls and on the controls that are required to 
be put in place for trade finance transactions to avoid misuse of the SWIFT ecosystem, 
advising the banks to implement controls for strengthening the security environment of 
the SWIFT infrastructure and to take steps to manage the operational risk surrounding the 
usage of the SWIFT system, in a time bound manner. 

(b) Conducting special scrutiny of select banks to assess their operational control 
framework to safeguard against the risk of misuse of the SWIFT ecosystem. 

(c) Issuing a circular to banks advising them to undertake a comprehensive audit of 
their SWIFT system covering the controls prescribed by the banking regulator. 

(d) Sharing of market intelligence on the SWIFT ecosystem gathered from various 
sources with banks through the issuance of Advisories, which include information on 
indicators of compromise affecting the SWIFT payment ecosystem and measures 
prescribed to check for compromise and plug these immediately. 


In its reply to the Panel dated 25 July 2019, Japan stated the following: 

Preventing and addressing cyberattacks is a common challenge for the international community 
in terms of national security and crisis management. The GoJ will continue to take necessary 
actions while collaborating with other countries. Regarding the Panel's inquiry of 8. in its letter, 
the specific measures already taken by the relevant Ministries and Agencies to prevent and 
address the similar kinds of attacks in general are exemplified as follows: 

The Police of Japan and the relevant authorities have been making their utmost efforts to 
strengthen the cooperation with foreign security authorities and relevant organizations as 
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well as the public-private partnership, while enhancing the collection and analysis of 
cyber-threat information. 

The Financial Services Agency (FSA) has urged financial institutions that have ATMs 
accepting the cards issued overseas to take preventive measures such as developing and 
introducing a system to detect unusual dealing patterns and abnormal transactions, and 
the FSA has been following up by conducting annual research to the financial institutions 
concerned, for instance. 

The FSA has also been strictly carrying out on-site and off-site inspections/monitoring of 
crypto-assets exchange service providers, and when the FSA identified issues/problems, 
it took appropriate measures including administrative dispositions. Moreover, the relevant 
acts have been updated and will come into force by June 2020 at the latest, in order to 
strengthen regulations on crypto-assets exchange service providers, for example, by 
imposing on the providers new obligation to store the customers' crypto-assets in much 
more secure manners such as Cold Wallets, except the minimum amount needed for the 
smooth execution of their businesses. 

Republic of Korea 

In its reply to the Panel of 28 July 2019, the ROK stated the following: 

In order to effectively address and deter cyberattacks on cryptocurrency exchanges, the ROK 
government has been taking active measures. Most importantly, an inter-agency coordination 
mechanism is in operation for the sharing of information and countering cyber threats. Also, 
security checks on cryptocurrency exchanges, the Information Security Management System 
(ISMS) Certification, capacity-building of the private sector serve as key tools for enhancing 
cyber security and preventing future attacks. 

European Union 

On 17 May 2019, the Council of the EU established a framework which allows the EU to impose 
targeted restrictive measures, such as asset freezes or travel bans, in order to deter and respond 
to cyber-attacks. 79 The EU also published and has begun implementing the Fifth Anti-Money 
Laundering Directive (AMDL5) which extends the scope of anti-money laundering rules to 
include cryptocurrencies. 80 

FATF 

The Financial Action Task Force (FATF) proposed strict new guidelines with respect to 
cryptocurrencies and member states are expected to begin implementing these rules in June 
2019. 81 


79 European Council Council of the European Union. “Cyber-attacks: Council is now able to impose sanctions”. EU. 17 May 2019. 

80 European Union. “Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive 
(EU) 2015/849 on the prevention of the use of the financial system for the purposes of money laundering or terrorist financing, and 
amending Directives 2009/138/EC and 2013/36/EU”. EU. 19 June 2018. 

81 FATF. “Outcomes FATF Plenary, 17-19 October 2018”. FATF. 19 October 2018. 
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Annex 24: Marine Chain description according to company documents 

Excerpts from Marine Chain Investor Deck: 

Challenge: 

Ship ownership, management and industry specific problems 

• The shipping industry is specialized and parochial. 

• It is risky with high capital barriers to entry. 

• It is sensitive to the influence of macroeconomic and geopolitical developments, the 
unpredictability of the forces of nature and ever-changing human appetites and behavior 

• There is a tight knit community of dedicated owners and service providers who have 
developed a highly specialized understanding of the dynamics of the industry and its inherent 
financial risks. 

• Major growth in demand for modernization of vessels to meet evolving standards of 
environmental sustainability. 

• Mounting pressure on vessel owners to invest hard capital into vessels to meet fast 
approaching deadlines for sustainability enhancements. 

• Shipowners have access to a limited segment of the financial community to meet the high 
industry capital demands 

The Shipping Industry is Facing Headwinds 

Solution 

Marine Chain Business model overview 

• The Marine Chain business model is based on the key principles of Efficiency, Transparency 
& Sustainability (ET&S), 

• Marine Chain platform will offer next generation tokenization technology to monetize 
portions of the vessel by conversion into digital units (tokens) 

• Digital tokens, supported on the Blockchain, represent fractional ownership of individual 
vessels permitting investment from the full spectrum of the investment community. 

• Marine Chain will be introducing asset backed security tokens enjoying proprietary 
ownership of the underlying vessel. 

• Investors, as token holders will gain exposure to the economics of the vessel ownership, i.e. 
income generation and capital appreciation from the underlying vessel. 

• These crypto assets will follow the ERC20 Token Standard and will be available for 
integration with other services on the Ethereum blockchain. 


Opportunity 

• Marine Chain has identified the unique and timely use of blockchain technology and asset 
tokenization as a significant business opportunity for vessel owners giving access to the 
blockchain technology platform and tokenization of Marine Chain qualified vessels. 

• The vessel owner can use the proceeds of the tokenization to retire debt and boost operating 
margins. 

• The impact of the successful tokenization of a portion of a specific vessel will be to: 

• Boost operating margins 

• Enable essential investment in the vessel to meet sustainability requirements 

• Potentially boost the value of the vessel 
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• Enable any third party as a token holder to take fractional ownership of a vessel and 
participate in the potential financial benefits of ownership 

• Enable token holders to trade the fractional ownership of the vessels on a secure trading 
platform 

• Enable token holders to liquidate for other crypto or fiat currencies. 

• Marine Chain believes that the Marine Chain blockchain tokenization model for the global 
maritime industry will have wide application into global industry and commerce 


Utility vs Security Tokens 

Regulators around the financial services industry globally are increasingly defining crypto 
currencies into two distinct categories; utility token and security token. 

Utility token: a currency style token issued and used to facilitate a currency type function (such 
as Bitcoin). 

Marine Chain Tokens (MCT) are utility tokens. 

Security token: issued in exchange for the ownership of tangible assets with certain finacial rights 
pertaining to those assets attached to the token. 

Marine Chain Vessel Tokens are security tokens. 

Utility token coin offerings seem likely to remain unregulated but the issue of security token and 
the action of trading them will likely be considered a regulated activity under the various 
financial regulatory bodies governing global financial markets. 


Capital Requirements 

Stage 1 financing: 

- Initial Coin Offering of Marine Chain Tokens (MCT). 

- May-July 2018 

- Soft Cap US$20m 

Utility token tradable on recognised exchanges 
Use of proceeds: 

Development of MCP trading platform and operating systems 
Establishment of the operating team and related expenses Liquidity buffer 
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Marine Chain Platform 


• MCP Key Process: MCP is designed to enable the tokenization of vessels. It is built on 
the Ethereum blockchain enables fractional ownership of vessels. Token holders will be able 
to participate in the financial benefits of vessel ownership. 

• MCP Token Introduction: MCP will create Marine Chain Token (MCT) - an ERC20 
compliant, MCP specific currency - as a proof of contribution to the platform that is 
transferable. Once token sale starts any Ethereum (ETH), Bitcoin (BTC), or Litecoin (LTC) 
wallet can purchase Marine-Chain Tokens. Fiat currencies will also be accepted. 

• Marine-Chain Token Usability and Transferability: The MCT Token Sale has the purpose 
to raise funds for the platform development. MCT holders can later purchase Vessel Tokens 
with their MCT when the platform has been built and is in operation. MCT holders can use 
their MCTs to pay any fees (Vessel listing fee, trading fee, transfer fee etc.) or since MCT is 
an ERC20 token, they can freely transfer their MCTs and trade it anywhere on the Ethereum 
eco-system. 

• Tokenization of Vessels: Marine-Chain allows vessel builders, owners, or sellers to sell 
their vessels on the platform digitally. Marine-Chain will work with partnered maritime 
organizations to identify the potential vessels to be digitized on the platform. There will be 
strong due diligence before confirming the listing on the platform of any vessel. 

• Vessel Token Lifecycle Events: Upon successful creation of the vessel digital assets, all 
the token holders are rightful owners of the vessel and will be entitled to a profit generated 
by the vessel. Marine-Chain also aims to create value for the token holders by allowing 
secondary transactions to occur where the vessel token ownership can be transferred to 
another person. 


Blockchain for the Marine Industry 

• Blockchain History: Blockchain is a compound word, literally meaning putting blocks in 
chains. Each block contains unique information about a transaction, i.e. who it's from, how much 
it's for or where it's going. The genius of blockchain is the solving of what has been referred to 
in the industry as the double spend problem. Effectively being able to spend the same money 
twice. This problem was formerly solved by putting a trusted 3rd party in the middle of the 
transactions to prevent this from happening. Cryptographers sought to solve this problem without 
the need for third party intervention. 

• Blockchain Technology: The blockchain which is the technology at the heart of Bitcoin 
creates blocks and inserts each block into an immutable chain. Meaning a chain of blocks or 
records that can never be changed. Each block has a timestamp and the data from the transaction. 
The chain is built on a peer to peer distributed system that allows each node or person the full 
access to every transaction that has even been recorded on the chain. This process is done through 
what is called mining. Once this process is complete that newly form block can never be removed 
or altered. 

• New applications of blockchain: Blockchain can be used for many more application other 
than currencies. Record keeping on the blockchain allows for an immutable record trail that is in 
the hands of many people all with the same information. The advancement and rapid adoption of 
blockchain technology has enabled a fundamental change in paradigm for many industries where 
democratization and subdivision of ownership were previously impractical and inefficient. 
Marine-Chain aims to fulfill a growing market need by utilizing the blockchain. 
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• Applying blockchain to the marine Industry: Although the marine vessel market has plenty 
of opportunities for making significant gains, buying and owning a vessel is out of reach for 
most. When joint ownership exists, it is usually with just a few select individuals under written 
agreements which are slow and cumbersome to execute. Marine-Chain is applying blockchain 
technology for the "tokenization" of vessel 19 ownership. In a simple, fast, efficient and 
transparent process, these tokens can then be 


Revenue Model: 

Marine Chain Platform 

Revenue occurs when a vessel is tokenized, and any amount of those tokens are sold. 

Marine Chain collects <1% of value traded on our platform on every transaction. This can occur 
many times 

over for each vessel because tokens can be exchanged easily. Additionally, each 
time a vessel is listed/delisted on the Marine Chain Platform, there is a small fee collected. All 
transactions are paid for by Marine Chain Tokens. Increasing the number vessels on our platform 
and sales 

will increase revenue; our partnerships are important for this reason. Note that many vessels are 
worth many millions of dollars. 

By comparison, the Marine Chain Platform will attract sellers because we offer a reduction in 
the traditional broker fee of 1%, thus resulting in money saved for the seller. 

Marine Chain Exchange 

Revenue is derived from a small fee on each and every transaction that occurs on the platform. 
Increased trading volume and users bases drive this number up. Additionally, Marine Chain 
Exchange may charge a considerable fee for alt coins/tokens that want to be listed on tradable 
on the exchange. Furthermore, a licensed exchange will allow us to list other Initial Coin 
Offerings (ICOs) for a hefty fee, likely to be charged as a percentage of the amount of capital 
raised. 

ICO Brokerage 

Revenue from ICO. Brokerage are excluded at this stage. 


Marine Chain: SWOT analysis 

Strengths 

Core team with massive amount of expertise and experience 
Very strong advisors and partners 
High-level design and architecture have been laid out 
White paper and business plan 

350-page report by SCMO on maritime industry leading to target segments 
Top lawyers as advisors 

In terms of execution, there is significant experience in the ICO space, so very high confidence 
to be able to deliver the platform and exchange within the specified timeframe 
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Opportunities 

Shipowners are desperate for cash 
Perfect timing on the sustainability theme 
Access to huge asset class to a new investors 
Expansion to other hard asset sectors 

Once the exchange is up, we can expand in various areas creating futures, indices or others 
On sustainability, we can potentially do scoring, measure the impact and can change the industry 
for the better 

In the shipping industry: 

• Tonnage is cheap now and expect to gain in the next 5 years; Reversing the depreciation 
factor of the vessel 

• Projecting that ships' tonnage will be increasing gradually down the road 
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Annex 25: Excerpt from « Marine Chain Team members » document 


MARINE CHAIN TEAM MEMEBRS : 

Brain Child and Main Investor: 

Julien Kim aka Tony Walker: +12068665574 
Tony Walker t onvwalker(S>marine-chain.io 
Tony Walker tnvwalker3(5)gmall.com 


Source : The Panel 
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Annex 26: Information on Consultancy contract signed between Julien Kim and Captain 
Foong dated 18 January 2018 


A. Contract details 


The contract stipulated the following responsibilities: “Party B, under the consultant with 
Party A and under his consent shall register the company with name Marine-Chain 
Foundation to the country where it is helpful for company’s development”; “shall open 
corporate bank account(s) in the bank where it is helpful for company’s development”; 
“shall attend the Company’s business-related event”: and “shall sign on the company’s 
business-related document i.e. agreement, contract, payment proposal and etc” Foong 
could propose “ideas and plans for company’s development” for Kim’s consideration, 
but was given no specific responsibilities typical of a CEO. 


B. Julien Kim’s signature on last page of contract: 


Signature: 

I, Julien Kim, hereby accepts and agrees on the agreement: 

Name: Julien Kim 

Signature: 

Date: 18th January 2018 


I. Captain Jonathan Foong. hereby accepts and agrees on the agreement: 
Name: Jonathari Foong 


Signature: • 

Date: 18th January 2018 
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Julien Kim’s signature on other pages of contract: 



Source : The Panel 
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Annex 27: Additional findings in Marine Chain case investigation 


1. After signing the consultancy contract on 18 January 2018, Kim indicated to 
Foong in a text message that he was to hold 100% of the company’s shares. 
Foong objected to this on the grounds that it was “too much responsibility” 
for him and “not much time to look after the operation aspect”. Kim replied 
that he should not worry about the company’s operations, stating, “you can 
simply write me authorization letter to handle operation.” (See next Annex) 

2. Despite Kim’s role in directing company operations, Foong was unable to 
answer basic questions about or provide basic information, contacts or 
biodata for him. When pressed, Foong produced some email and text 
correspondences with “Tony Walker” as well as his alleged address in the US 
(which misspelled the city “Denver”). Another of the consultants hired by 
Marine Chain as “Chief Strategist and Development Officer” also 
complained about the orders emanating from “Tony Walker” who was 
supposed to be just advising Foong and who was never seen in person. Kim 
issued directions over email and text and joined meetings via Skype or chat, 
claiming to be in various countries where he was meeting “potential 
investors”, including in Italy, China and the US. 

3. Despite the opacity around his identity, Kim appears to have been unimpeded 
in his ability to conduct business globally, hiring more than a dozen well- 
reputed consultants and law firms across Europe, the US, and Asia with 
decades of international business experience (See Annex entitled, 
“Consultants and Law Firms retained by Marine Chain”). Kim dealt directly 
with most of the consultants and law firms he hired, presenting Foong with 
bills to pay for services and phone calls for services the substance of which 
Foong was not aware. 

4. After ceasing to make payments into Foong’s Singapore account, Kim 
disappeared completely in July, leaving Foong to deal with all of the fall-out 
including unpaid invoices, unpaid consultants etc. Foong tried multiple times 
to get in touch with Kim, as did other team members. The company was 
closed in September 2018. 

Source : The Panel 
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Annex 28: Text communications between Julien Kim (« Tony Walker ») and Captain 
Foong on Marine Chain operations 

A. Registration of Hong Kong company and allocation of shares 


< Chats 


Hello Capt Jonathan, we are about to 
register the company in Hong Kong. 

regarding on this issue. 

Such as Shareholders, Directors, Local 
Secretary, and etc. 

Tony, u hv to nominate your 
shareholders (investors). Directors n 
local Secretary can be any 
professional law firm or accounting 
firm to do all the paperwork's n 
documentation for the company. 

If u hv problem not to review the 
investors then u need to hv a back to 
back commercial agreement with the 
nominee that he/she acts on your 
investors behalf n all assets or profit 
does not belongs to him but only as a 
nominee. U need to hv a trusted guy 
whom u can trust n not greedy. This is 
my thought. Just let me hv yours th 


jnder your management: 
son (CTO) 
er (CSDO) 
lert (CFO) 


Bank Signatory: 
Capt Jonathan, 
Olivier Jobert 


Bro too much responsibility n not 
much time to look after the operation 
aspect. That may be tough for u as all 


Don't worry about the operation. You 
can simply write me authorization 
letter for me to handle operation 
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B. Financial instructions from Kim (“Tony Walker”) to Foong 


.. a V S:57 AM 

< Chats Ton V Walker 


8 


Is good hv a company standby so that 
ownerships can be established w/o 
delay. Panama takes up to 3 week n 
BVI about 1-2 weeks 


Could SingClass do this job on behalf 
of Marine Chain? 


That’s the charges even if under 
Singclass 

okay excellent. 

Let me think about it Capt 

Others will charge u much higher to 
maintain ownership 

I know Capt. Once the company is 
properly setup, I would like to make a 
MOU with SingClass for this job 


_ 

Capt Jonathan, would you be able to 
check the bank now? Sender rectified 
the spelling and send it again. 
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•il Singtt : ■ ? 6:49 AM 

< Chats Tony Walker 

let me check with sender's side. 


® 93% -■ ♦ 


Pis resolve. Onboard plane now no 
more correspondence for the time 
being 

Dear Capt, Would you please make a 
payment to Floyd first or assure Floyd 
about the payment? There must be a 
mistake from sender's side however, I 
have to wait to contact due to different 
timezone. 

It is extremely important payment that 
determines the future of the project. I 
will settle with the sender soonest. 

At least l would like you to assure 
Floyd for the payment. I made a 
promise with Floyd that the payment 
will be made by today however, due to 
the issues we are facing now, it seems 
impossible at this moment. Would you 
please at least call him to give him 
assurance? 
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>•1 ? 6:56 AM 



< Chats Ton V Wa,ker 


2. Adam 

3. Aaron 


Ok 


Can u resend Aaron invoice pis 


okay take time for Aaron. 

Will send out Ophir's invoice now. This 
has to be settled 


Pis send ASAP so that can make trip to 
bank at a go 

Best is to send all the invoices that 
need to remit today so as not to miss 
any as u send by piece meal and hard 
to track 


Amount to be settled by Today: 

1. Nicolas 

2. Adam 

3. Ophir 


Okay 
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•it Singtt " Ca !'^9 ^ 6:56 AM 

< Chats Ton y Walker 


•• 99 c = 9m ♦ 

3 


To get Clarkson agreed, we need to 
finalised our procedures n then 
proposed to Martin n convince him 
that this is the new way of SNP in the 
Broadchain methodology. He also 
needs to convince his HO for 
acceptance. 

They are earning far less n doing more 
work here. They hv to find the buyers 
that can accept our procedure n is not 
easy. 


Capt Jonathan, would you please send 
me the accounting file for MC? I would 
like to know how much balance i have 
at this moment of time 

Ok - will revert the summary fyr. 


Capt Jonathan. Good morning. Would 
you be able to join our call for business 
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^ L-nais —' - 

Would you be able to attract 
shipowner's interests towards our 
project so that they may invest/ 
support our platform at early stage? 

Noted yours n can help broadcast n 
meet some. All incidental costs will b< 
chargeable then to u. 

of course 

To spread wide n attract more, at a 
shorter time, is good to lay a 
commission guidelines for those wh< 
can assist to bring in the vessels anc 
also to invest.Hv u considered? Rory 
has some proposed attraction 
previously from other ICO which we 
can use as a guide. 

Just a thought 

7% commission is applied to person 
who successfully brings in the 
investment and contributed to MC. 


Source'. The Panel 
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Annex 29 : Selected transfers to and from Singclass bank account 


A. Transfers by Julien Kim to Captain Foong’s corporate account in Singapore 


Company 

Date 

Amount 
transferred 
(in USD) 

Payment details / notes 

HONGKONG 
JOOLEE 
GROUP CO., 
LIMITED 

26 

February 

2018 

59,940.63 

None listed 

SOUTHING 

TRADING 

CO., LIMITED 

7 March 
2018 

55,731.64 

None listed 

BLUE 

VEENUS 

LIMITED 

27 March 
2018 

33,493.30 

None listed 

TOTAL GOLD 
LIMITED 

10 April 
2018 

149,973.18 

Payment details: “payment for goods” 


B. Selected recipients of transactions undertaken by Captain Foong 


Foong processed many payments on behalf of Julien Kim through Singclass International Pte 
Ltd but some of the accounts with possible links to the DPRK include: 


1 • (resembles a DPRK name) at an account at the 



Note: To recordfinancial transactions undertaken on behalf of Kim, Foong used an 
Excel document as a ledger which he shared with Kim (who referred to it as an 
“accounting file") See previous Annex. 



Source : The Panel 
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Annex 30: Consultants and Law Firms retained by Marine Chain 


• An advisory firm headed by a French national specialized in logistics, transportation, 
and supply chain management, with specific experience in blockchain was hired to lay 
the groundwork and assist with hiring the rest of the team of consultants. 

• A Chief Financial Officer of French nationality residing in Hong Kong, with 18+ years 
of building, leading and advising some of World's leading corporations & Fortune 500 
companies across multiple industry and geographical settings of the Asia-Pacific & 
Europe. 

• A Chief Technology and Security Officer based in the US with a wide scope of experience 
in building enterprise software and products for Fortune 500 companies. This person 
established the website domain, www.marine-chain.io in March 2018. 

• An Operations & Sustainability Officer of Finnish nationality residing in Finland with a 
doctorate in science in construction project management. 

• A Chief Blockchain Architect of Singaporean nationality but residing in Hong Kong, with 
years of international blockchain expertise and specialties in Fintech, product portfolio 
management, cloud, blockchain and program management. 

• A consultant of German nationality living in Hong Kong with 17+ years experience in 
Banking, Finance Trading through work in London, New York, Tokyo and Hong Kong. 
This consultant developed a business plan and investor deck. 

• One of the largest global integrated shipping services companies was hired to attract 
clients for Marine Chain and undertake shipbroking and shipping research. 

• A high-level industry expert company providing advisory in logistics, transportation and 
supply chain management was hired to produce a 350-page extensive feasibility study for 
Marine Chain and ongoing industry advice and expertise. 

• Four legal teams in different firms in Hong Kong were retained to provide legal advice in 
various fields. One provided advice on the structure and proposals for Marine Chain; 
another provided advice on blockchain technology and cryptocurrency; another was 
retained to provide advice on the structure and planning of the project and to apply for 
the SFC license. A further team undertook preliminary analysis of possible Marine Chain 
token models from a regulatory standpoint. 
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Annex 31: “Choke-point” items survey 


Stemming from its ongoing investigation on the procurement of pressure transducers by two 
DPRK agents, the Panel is conducting a survey of the world’s manufacturers of “choke-point” 
items: items whose procurement remains critical or important for the DPRK’s illicit 
programmes. 82 Based on its analysis of past investigations and information from Member States, 
the Panel notes that the DPRK’s procurement routes are not only directly from producers but 
also through retailers, second-hand markets, “business to business” websites, and even through 
the industrial scrap market 83 . Although producers’ control over and oversight of the aftermarket 
is limited, they still face reputational risk from subsequent diversion and there are precautionary 
measures they can apply. Some producers are new entrant manufacturers of advanced- 
specification items looking to establish internal screening systems, while others are looking to 
enhance their existing systems. Therefore, as part of its “choke point” items survey, as well as 
identifying critical items and the risk of diversion to the DPRK, the Panel is requesting 
information on the internal screening processes of producers, with a view to promulgating “best 
practices’. The Panel additionally continues to analyse new patterns and trends in DPRK illicit 
procurement. 


82 S/2019/171, paragraph 66. 

83 Also see section 6, Annex 30. 
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Annex 32: Strengthening the ballistic programme’s capacity 

1. According to one Member State the DPRK is actively engaged in indigenous R&D and the 
production of missiles with solid propellant, inter alia at the industrial complex of Hamhung. 
According to another Member State, there is a clear development progression from propellant 
for artillery rockets/SRBMs to solid propellant for ICBMs (see section 4 of this annex). 

Figure I shows two similar distinctive white containers (11m x 2.40m) moving in two diffent 
areas of the Hamhung-Hungnam industrial complex. The first container moved from the 
location 39°49T1.81"N 127°35T7.93"E, 400m from the solid fuel propellant production 
facility of the Hungnam 17 Factory (39°49'27.00"N 127°35T3.55"E), as observed during the 
following dates in 2019: 20 February, 25 February, 1 March, 4 March, 25 March, 26 March 
and 3 April. 

The second white container moved from location 39° 57' 27" N 127° 33' 37" E, at the new 
production area of the Chemical Material Institute CMI (production of missile casing), as 
observed during the following dates in 2018: 29 July, 18 August (lh56; 4h50) and 15 
September. This type of white containers (11m x 2.40m) could transport rocket motor casings 
(wound from composite fibers). 

Figure I: Similar white containers moving at the solid fuel facility (first seven pictures) 
and the rocket casing production facility (last four pictures) 



Source: Images courtesy of Planet Labs, Inc, and image@2019DigitalGlobe Google Earth (5 th picture fron the left) 

2. Mobility and versatility through the use of different types of Transporter Erector Launcher 
(TEL) was demonstrated in the SRBM launch tests on the 4 May with a wheeled TEL and 9 
May with a caterpillar TEL (see section 3 of this annex). Moreover, the caterpillar TEL (9 
May) used the same cabin as was seen during a test of the Pukkuksong-2 (KN-15) MRBM 
on a wheeled TEL. 
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Figure II: Wheeled TEL on 4 May (left), caterpillar TEL on 9 May 2019 (right) 



Source: KCNA (left), Rodong Sinmun (right) 


3. According to one Member State, the DPRK’s capacity to penetrate ballistic missile defense 
systems has increased with the new SRBM tested on 4 and 9 May 2019 (see Figure II above) 
because its trajectory is flatter than that of a traditional SCUD missile. According to another 
Member State, the DPRK has achieved indigeneous capabilities in the production of guidance 
systems. For the 4 May SRBM test launch the estimated range was 230-240 km and for the 9 
May test 270-420 km. The 9 May test took place from the launch site near the area of Kilchu- 
kun (40°57'23.81"N 129°19'4.83"E). According to this Member State, the missile system 
tested on 4 May and 9 May was the same and the launches were supervised by the DPRK’s 
conventional command. According to the first Member State, the DPRK has upgraded its 
SCUD-D missile systems with better guidance and electronics. The DPRK has exported the 
SCUD-D to Syria which has been its long-term customer and partner. Despite its active 
attempts, it is increasingly difficult for the DPRK to secure new customers. 

4. The DPRK’s BM programme is comprehensive and autonomous. Systems integration and 
internal synergies ensure that developments on the SRBM programme benefit MRBM/IRBM 
and ICBM programmes. With regard to missile engine development 84 , according to one 
Member State, the DPRK’s current goal appears to be to develop a solid-fueled first stage for 
its ICBM. Another Member State observed the deployment of solid fueled missiles 
Pukkuksong-2 (KN-15) MRBM in the missile bases close to the northern border where the 
liquid fueled missile Nodong also remained deployed. 

5. The dispersed, concealed and underground infrastructure of the BM programme has been 
continuously improved (see Figure III: Sakkanmol missile operating base). There has been 
continuous construction of storage galleries (see Figures III and IV) and support structures 
accompanied by increasing natural concealment of facilities by vegetation. Regular activity 
has been observed at the ICBM bases located in areas close to the northern border. Site and 
infrastructure work is in progress. According to a Member State, the DPRK’s priority is to 
secure the railway network dedicated to support its ICBM brigades which is essential for the 
ICBM bases network. There are stations within 5 km of each missile brigade and storage site. 
Development was observed at the Hoejung-ri ICBM site, 25 km from the northern border 


84 See reference to propellant in paragraph 1 
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(see S/2019/171, Annex 84-3). The DPRK has a total of 5200 km of partially electrified rail 
track, much in a poor state. 


Figure III: Concealment, protection and underground gallery entrance of two galleries in 
the area of Sakkanmol missile operating base, located at 38°34'15.23"N 126° 7'18.12"E 
and 38°34'14,31"N 126° 7'21.64"E, respectively. 



Source: The Panel. 
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Figure IV: underground facility development in progress on 9 November 2017, 
2 November 2018, 9 March 2019 and 23 June 2019 in Hoejung-ri ICBM Base, 
located 41°21 , 56.17"N 126°55'42.32"E 



Source: Images courtesy of Planet Labs, Inc and image@2019DigitalGlobe Google Earth (bottom left corner) 

6. The DPRK’s development of the BM programme benefitted from active cooperation with 
third countries, including in sales and procurements in the missile field. One Member State 
reported to the Panel on such activity particularly during 2018. According to a second 
Member State, the Second Academy of Natural Sciences (subordinate to the 2 nd Economic 
Committee) changed its names to ‘Academy of National Defense Science’ (ANDS). Both 
names are listed: respectively as KPe.018 and KPe.021. ANDS controls anetwork of overseas 
front companies tasked with collecting scientific information. Moreover, ANDS plays a key 
role in the DPRK’s R&D efforts related to chemical and biological weapons. 

According to the first Member State, ANDS (see Figure V) manages most missile-related 
procurement and export activities through overseas agents and front companies. These 
include the Pusong Trading Corporation and the Korea Habjanggang Trading Company which 
have been involved in procurement of chemical process equipment related to missile 
technology from East Asia (Figure VI). 

A procurement agent in Europe working with Pusong Trading Corporation sought to acquire 
used mixing machinery that could be deployed in the BM programme (see Figure VII). Such 
used machinery has no warranty and is subject to less stringent export controls than new 
equipment. The market for used equipment (and related scrap) is less visible. This 
procurement attempt by the DPRK agent was unsuccessful, but the Panel was told that the 
agent has diplomatic status and is still in Europe. 


19-13211 


139/144 




S/2019/691 


In Syria, DPRK technicians still appear to be present and in contact with Pyongyang, 
according to the first Member State. DPRK representatives in Syria are also in contact with 
procurement agents in a third country who can acquire specialized technological equipment. 
Such exports are arranged by DPRK agents right from the market to the customer in a manner 
that is difficult to track. 

Further, according to the first Member State, in February 2019 in East Asia, DPRK 
procurement agents procured high-tech communication equipment for missile-to-ground 
communication that can operate at very high altitudes. The DPRK regularly procures 
Glonass/GPS sensors at intervals of around two months. 

The 221 General Bureau of the designated Reconnaissance General Bureau (RGB) (KPe.031) 
is charged with generating hard currency through exports of prohibited goods (see Figure 
VIII) in order to support the listed entity KOMID (KPe.001) (see Figure VIII), aka External 
Economic General Bureau. The funds generated by these weapon sales remain outside the 
DPRK where they are transferred from trade agents to procurement agents for the acquisition 
of sought-after commodities. These commodities are then transferred and sold in another 
country to generate hard currency, allowing the DPRK to launder and conceal revenues from 
arms sales without using the international banking system. 

Instead of exporting full missile systems, the DPRK is sending technicians to a buyer country 
and establishing a complete supply chain. Such activities are ongoing in Iran, Syria and Egypt 
according to the first Member State. The Panel was told that the 221 GB is represented at the 
DPRK Embassy in Teheran with by least three individuals. The number of DPRK 
procurement agents overseas is decreasing and those remaining are focusing on the 
procurement of critical missile related components as well as dual-use and below-threshold 
items. In order to circumvent sanctions, the DPRK changes its import/export-related 
organization structures every eight months. 

According to the first Member State, there are DPRK students involved in international 
scientific collaboration in East Asia who have studied issues including advanced composites 
in special environments and space material behavior and evaluation. Intangible transfers of 
technology are key to the DPRK’s move towards self-reliance. 
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Figure V: Academy of National Defense Science (ANDS) 



• The globally active procurement and export network remain* to be operating 
out of Pyongyang with DPRK citizens stationed abroad. 


Academy of National Defense 



Source: Member State 


Figure VI: Korea Habjanggang Trading Company 



Source: Member State 
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Figure VII: Mixing machine 



Source: Member State 


Figure VIII: 221 General Bureau of RGB 



Source: Member State 
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7. Dismantlement of the Sohae (Tongchang-ri) satellite rocket launch site was interrupted. 
The vertical missile-engine test stand is now renovated and possibly operational. 

Figure IX: Sohae vertical test site on the 28 December 2018, with the roof of the structure 
partially dismantled (left). The roof of the structure was rebuilt by March 2019, and only 
limited changes had been made since then, as observed on 2 May 2019 (right). 



Source: Images courtesy of Planet Labs, Inc. 

Figure X: Sohae satellite launch site on 28 December 2019, with the rail mounted 
structure dismantled (left); it was rebuilt as observed on 8 March 2019 (right). 
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Source: Images courtesy of Planet Labs, Inc. 
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Annex 33: Status of Member States reporting on implementation of relevant resolutions 

As of 31 July 2019, 37 Member States have submitted reports on the implementation of 
paragraph 8 of resolution 2397 (2017), 75 Member States have submitted reports on the 
implementation of paragraph 17 of resolution 2397 (2017), 90 Member States have submitted 
reports on the implementation of resolution 2375 (2017), 87 Member States have submitted 
reports on the implementation of resolution 2371 (2017), 104 Member States have submitted 
reports on the implementation of resolution 2321 (2016) and 113 Member States on the 
implementation of resolution 2270 (2016). 


Source: The Panel 
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